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  T6 chuc ma l�nh phan h6i: 
-D6i v6i ma h6a/giai ma theo che d(> CTR

va OFB ( cac che d(> sir d1,1ng IV), khi thvc hi�n 
ma h6a, se su d1,1ng IV duqc cftp b&i thiet bi, qua 
trinh doc . len se thuc . hien . doc . dfr lieu . IV len 
cung v&i dfr li�u da duqc ma h6a. 

- D6i v&i qua trinh giai ma, dfr li�u d9c len
se trir di dfr li�u IV. 

C1,1 thS d.u true g6i tin sir dl,lilg trong cac 
ham ma h6a/giai ma duqc thS hi�n nhu trong 
Hinh 5 den Hinh 11. 

I HEADERI(4 word) 
Key 

(8 word) 

a) e:iu true giri xu6ng 

DATA 

b) e:iu true d9e Jen

DATA 

Hinh 5. Cfiu true g6i tin ma h6a/giai ma theo ch€ d(> 
ECB su d\lllg kh6a tu ung d\lllg 

I HEADER I
(4 word) DATA 

a) diu true giri xu6ng

DATA 

b) cfiu true d9e !en

Hinh 6. Cfiu true g6i tin ma h6a/giai ma theo ch€ d(> 
ECB su d\lllg kh6a tu thi€t bi 

HEADER Key IV 
( 4 word) (8 word) ( 4 word) 

a) d.u true giri xu6ng

DATA 

b) e:iu true d9e len

DATA 

Hinh 7. Cfiu true g6i tin ma h6a/giai ma theo ch€ d(> 
OFB/CTR su d\lllg kh6a va IV tu ung d\lllg 
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HEADER I DATA (4 word) 

a) d.u true gm xu6ng

IV DATA 
(4 word) 

b) d.u true d9e len

Hinh 8. Cfiu true g6i tin ma h6a/giai ma theo ch€ d(> 
OFB/CTR su d\lllg kh6a va IV tu thi6t bi 

 HEADER 

(4 word) 

IV 
(4 word) 

Key 
(8 word) 

a) e:iu true giri xu6ng

DATA 

b) c:iu true d9c len

DATA 

Hinh 9. Cfiu true g6i tin ma h6a/giai ma theo ch€ d(> 
OFB/CTR su d\lllg kh6a tu ung d\lllg va IV tu thi6t bi 

DATA 

a) eAu true girl xu6ng

DATA 

b) eAu true d9e Jen

Hinh 10. Cfiu true g6i tin ma h6a/ giai ma theo ch€ d(> 
OFB/CTR su d\lllg kh6a tu thi6t bi va IV tu ung d\lllg 

HEADER S6 Sector 
( 4 word) ( 4 word) 

Key 
16 Word (64 byte) 

a) d.u true gui xuilng

DATA 

b) cliu true d9e Jen 

DATA 

Hinh 11. Cfiu true g6i tin ma h6a/ giai ma theo ch€ d(> 
XTS 

IV. THUNGHIBM

Sau khi xay dvng thanh c6ng b(> thu vi�n 
nguai dung danh cho card tang t6c ma h6a qua 

I



http://www.ibm.com/security/cryptocards
https://hsm.utimaco.com/
https://cpl.thalesgroup.com/encryption/hardware-security-modules/pcie-hsms
https://cpl.thalesgroup.com/encryption/hardware-security-modules/pcie-hsms
ftp://ftp.intel.com/Pub/fpgaup/pub/Intel_Material/13.0/Tutorials/Using_PCIe_on_DE4.pdf


ftp://ftp.intel.com/Pub/fpgaup/pub/Intel_Material/13.0/Tutorials/Using_PCIe_on_DE4.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/ug/ug_pci_express.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/ug/ug_pci_express.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/ug/ug_pci_express.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/ug/ug_pci_express.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/ug/ug_pci_express.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/ug/ug_pci_express.pdf
https://www.xilinx.com/support/documentation/ip_documentation/pcie_phy/v1_0/pg239-pcie-phy.pdf
https://www.xilinx.com/support/documentation/ip_documentation/pcie_phy/v1_0/pg239-pcie-phy.pdf
https://www.xilinx.com/support/documentation/ip_documentation/pcie_phy/v1_0/pg239-pcie-phy.pdf

