Khoa hoc va Cong nghé trong linh vue An toan thong tin

Xay dung bo thu vién ngudi dung cho card
tang toc ma hoa qua giao tiep PCle

Tém tit — Thiét bi ma héa téc dd cao sir dung
giao tiép PCle dwogc phat trién rit da dang va
dwgc thwong mai héa tir lau véi muc dich tang
tdc d9 xir Iy mi héa/giai ma va che gidu thuit
toan, tham ) mat ma. Trong bai bao [1], nhém
tac gia da gi6i thiéu giai phap thiét ké card ting
toc md héa PCle sitr dung cong nghé FPGA.
Trong bai bao nay, nhém tac gia sé giéi thiéu giai
phap xiy dung bé thw vién nguoi ding cho card
ting toc ma hoa PCle. Bd thu vién nay sé co cac
ham chirc ning giip cic &ng dung, phin mém
trén may tinh sir dung card ting toc PCle mot
cach linh hoat, thuén tién.

Abstract— High-speed encryption device using
PCle interface has been developed and
commercialized for a long time with the purpose of
speeding up encryption/decryption processing and
hiding algorithms and cryptographic parameters.
In the article [1], the authors introduced a solution
to design a PCle cryptographic accelerator using
FPGA technology. In this paper, the authors
introduce a solution to build a user library for
PCle cryptographic accelerator. This library set
will have functions to help applications and
software on computers use PCle acceleration cards
flexibly and conveniently.

Tir khéa— PCle; FPGA; ting toc phan ciing.
Keyword— PCle; FPGA; hardware acceleration.
I. GIOI THIEU

Hién nay, phﬁn 16n cac hé théng su dung mat
mi dang dugc trién khai dan sy chii yéu sir dung
cac san pham ciia nude ngoai. Do dic diém nhu
vay nén cac nghién ctru tryc tiép vé mat mi va
giao thirc mat ma da phan 1a vé 1y thuyét va cac
thuat toan phd thong. Phan 16n cac nghién ciru
xdy dung card tang toc xtr 1y thuong chii yéu tap

Bai bao dugc nhan ngay 10/3/2022. Bai b4o dugc nhan xét boi
phén bién thir nhat ngay 17/3/2022 va dugc chip nhin ding
ngay 30/3/2022. Bai bao dugc nhén xét boi phan bign thir hai
ngay 12/4/2022 va dugc chip nhan dang ngay 28/4/2022.

Vil Ta Cwong, Phan Van Ky

trung vao nghlen ctu ung dung giao tlep PCle,
dé tang téc trao ddi gilta may tinh va cac card
phan cing tang téc do xir 1y dit lidu (xtr Iy hinh
anh, thuat toan tri tu¢ nhan tao). Trong linh vuc
mat ma, viéc tang tbc ma hoa s dung céc ph?ln
cung chuyén dung cling dugc cac nha khoa hoc
quan tam va cac hang cong ngh¢ lon khac cling
cho ra doi cac san pham ting toc phan cimg
chuyén dung.

Mot trong nhitng wu thé vuot troi ctua cong
nghé¢ FPGA 1a c6 kha nang xu 1y dir li¢u song
song, cho phép trién khai cac thuat toan mat ma
mot cach nhanh chong va hiéu qua. Véi nhung
vu thé vuot troi do, két hop véi cac ngoai vi te
d6 cao dé thuc hién giao tiép véi cac hé thong
bén ngoai nhu PCle, USB 3.0 hay Ethernet cap
quang 1a tién dé dé phat trién cac thiét bi ma hoa
tdc do cao.

Trén thuc té, di co rat nhidu cong ty 16n trén
thé giéi vé linh vuc mat ma dd nghién ciru va
ung dung tinh uvu viét cua giao thirc PCle vao
thiét bi ctia minh va dugc ung dung rat rong rai
trong cac linh vyc thuong mai va dan su. Cac
thiét bi nay dugc tich hgp cac thuat toan mat ma
nhu AES hay DES; hd tro tinh toan ECC,
RSA.,... Mic du dugc thuong mai hoa, co tée do
xur ly va tinh toan nhanh, tuy nhién theo nghién
clru ciia nhom tac gia, cac san pham ting tdc
phan ctng chuyén dung cua cac hing cong nghé
16n [2-4] thuong 1a cac san pham duogc dong g01
dudi dang hop den, nha san xuit chi cung cap
cac thong s6 k¥ thuat lién quan dén san pham.
Viée nghién ctru tiy bién, tién toi 1am chu thiét ké
ché tao cac san pham nay 1a diéu rat khé khan.

Vi véy, viéc nghién ctru thiét ké ché tao card
tang tbc mad hoa sir dung cong nghé FPGA la
can thiét. Vi kinh nghiém trong nghién ctu,
thiét ké va ché tao cac thiét bi mat ma sur dung
cong nghé FPGA, viéc thiét ké card ma hoa toc
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Hinh 1. M5 hinh hoat dong chung cta card ting tdc méi hoa qua giao tiép PCle

d6 cao sir dung cong nghé FPGA qua giao tiép
PCle v6i giai phap doc ghi truc tiép, boc tach,
ma hoa/giai ma bang ngdn ngir mo ta phan cimg
HDL trén FPGA 14 kha thi va c6 thé ting dung
duoc trong thuc té.

Trong bai bao [1], nhém tac gid da trinh bay
giai phap xur ly goéi tin theo giao thirec PCle su
dung cong nghé FPGA. Tu d6 da thuc hién can
thiép mat ma, 1am co s& dé xdy dung card ting
tbc mad hoa qua giao tiép PCle sir dung cong
nghé FPGA. Pé gitp cac tng dung va phan
mém may tinh c6 thé d& dang giao tiép véi card
tang toc ma hoéa qua giao tiép PCle, nhom tac
gia da hudng téi xay dung bo thu vién nguoi
dung vé1 cac ham chure nang phuc vu qua trinh
ma hoa, gidi ma dir li¢u.

Phan con lai cua bai bao duge to chitc nhu
sau: Phan II trinh bay mé hinh lam viéc cua
card ting tbc ma hoa qua giao tiép PCle; Phan
I1I trinh bay giai phap thiét ké, xay dung bo thu
vién nguoi dung cho card ting tbc ma hoéa qua
giao tiép PCle; Phan IV trinh bay giai phap va
két qua thir nghiém st dung card ting toc ma
hoéa qua giao tiép PCIe va Phan V 1a két luan.

Ky hiéu: Trong toan b bai bao cac ky hi¢u
ECB, OFB, CTR, XTS la cic ché 6 ma hoa
duoc st dung cho thuat toan ma khdi; Mot word
trong to chtrc gdi tin duoc thiét ké 1a 4 Byte; IV
la vector khéi tao dugc sir dung cho céc ché o
CTR va OFB.

74 S61.CS (16) 2022

II. G101 THIEU MO HINH LAM VIEC CUA CARD
TANG TOC MA HOA QUA GIAO TIEP PCIE

Mo hinh hoat dong chung cua card ting tdc
mi héa qua giao tiép PCle dugc thé hién nhu
trén Hinh 1. M6 hinh nay duoc chia lam hai
phan chinh, trong do:

- May tinh thyc hién giao tiép véi cac tng
dung nguoi dung thong qua bd thu vién nguoi
dung va driver PCle. Driver cua thiét bi dugc
cai vao hé diéu hanh may tinh va s& duogc tai khi
hé diéu hanh khoi dong. Khi d6 hé diéu hanh s&
nhan biét thiét bi PCle nhu mot ngoai vi di
dugc dang ky, cho phép trao dbi dir liéu giita
may tinh va thiét bi. Dé tmg dung ngudi dung
c6 thé lam viéc véi thiét bi PCle, can co thu
vién nguoi dung. Thu vién nay cung cap cac
ham API dé ung dung ngudi ding giao tiép vai
thiét bi PCle.

- Bo mach FPGA thyc hién giao tiép vi may
tinh qua PCle bang cach sir dung IPCore PCle
Compiler va khéi SGDMA. Dir liéu tir IPCore
nay s& duoc chuyén tiép t6i khdi xtr 1y dir lidu
duoc thiét ké trén FPGA bang ngdn ngit mo ta
phan cimg HDL, thong qua cac giao dién bus
tuong ung vadi cac bus dir liéu vao/ra cua IPCore
PCle.

II1. GIAI PHAP THIET KE, XAY DUNG BO THU
VIEN NGUOI DUNG CHO CARD TANG TOC MA HOA
QUA GIAO TIEP PCIE

Nhom tac gia hudng téi thiét ké card tang tc
ma hoa toc do cao qua giao ti€p PCle c6 thé tich



hop cho nhiéu tmg dung nguoi ding, do d6 sé& di
sau vao viéc thiét ké bo thu vién nguoi dung
danh riéng cho card ting toc ma hoa qua giao
tiép PCle.

B thu vién nguoi ding sé& giao tiép vai thiét
bi PCle thong qua driver cua thiét bi. Quy trinh
thiét k& bo thu vién nguoi dung dwoc thuc hién
dua trén cac tai liéu do Intel va Xilinx cung cap
[5-8]. Khi tmg dung ngudi dung gui yéu cau
xudng bo thu vién API, mot thread s& dugc gii
cho kernel driver va dit liéu s& duoc trao doi
gitta thiét bi va tmg dung nguoi dung thong
qua cac by dém dugc phan bd trude do. Viéc
trao doi dir lidu sé duoc thuc hién thong qua
ham I0CTL trén Linux hodc DeviceIoControl
trén Windows.

Bo thu vién nay cho phép cac ung dung
ngudi dung tich hop card ting tc ma hoa qua
giao tiép PCle vao tng dung cua minh nhim
tang tbc do ma hoa. Giai phap thiét ké bo thu
vién trén may tinh ma chung t6i xac dinh 1a yéu
cau cac Ung dung ngudi dung mudn tich hop
card ma hoa dé tang toc do xur 1y, s& phai thuc
hién gui cac tham s6 mat ma nhu khoa, IV, ché
d6 mi hoa,... xudng cho thiét bi bang cach gui
kém theo dit liéu can dugc ma hoa va giai ma.

Bo thu vién ngudi ding duoc thiét ké gom
02 nhém ham chinh:

- Cac ham API co ban:

+ Ham pcie_open(): Thuc hién mé thiét
bi.

+ Ham pcie_send(): Thuc hién truyén dur
li¢u xuong thiét bi.

+ Ham pcie_recv(): Thuc hién nhan dir
ligu tir thiét bi.
+ Ham pcie_close(): Thuyc hién dong
thiét bi.
- Cac ham API chuc nang:
+ Céc ham xac thuc thiét bi.

+ Céac ham truyén tham s6 mat mi xudng
thiét bi.

+ Céc ham phyc vu ma hoa/giai ma.
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A. Gidi phdp thiét ké cac ham API co ban

Céc ham API co ban c6 cac ham chinh la:
ham dong va mo thiét bi; ham truyén va nhan
dir liéu. Cac ham API chtrc nang khac sé dugc
thiét ké dua trén co s& hai API nay. Viéc thiét
ké nhu vay nham don gian hoa va tién lgi nhét
cho ngudi str dung. Hai ham API truyén va nhan
dir liéu ldy mang byte 1am tham s6, cac mang
byte chira dit liéu can giri hodc dit liéu nhan duoc.

1. Ham mé thiét bi

Ham nay gitp nguoi dung truy cap dén thiét
bi PCle, khoi tao bd nhé trude khi lam viéc véi
thiét bi. Nguyén mau ham mo thiét bi dugc xay
dung nhu sau:

pcie t * PCIE_open(int id)

- Vé6i tham s6:

id: ID cua thiét bj PCle.

Gia trj tra vé&: CAu tric pcie_t luu cac tham
s0 thiét bi PCle hodc NULL néu khong m¢ dugce
thiét bi.

2. Ham ddng thiét bi

Ham dong thiét bi s& duoc goi khi thyuc hién
xong cac chtrc ning cia thiét bi nhu: ma hoa,
giai ma,... Ham nay giup giai phéong bd nhd,
dong thiét bi. Nguyén mau ham dong thiét bi
duoc xay dung nhu sau:

Nguyén mau:

void PCIE close(pcie_t *pcie)

- Vé6i tham sé:

Pcie: Cau trac luu tham sé thiét bi PCle.
3. Ham truyén dir liéu

Dbéi voi ham truyén dir liéu pcie_send() s€
duoc thiet ke theo so d6 nhu Hinh 2.

Ung dung Thu vién Thiét bi
nguoi dung PCle PCle
pcie_send

Bat dau truyén
Két thic truyén
-t
L3y s& byte truyén

~ " <
sO byte truyén

Hinh 2. Luu dd hoat dong ctia ham truyén dit liéu
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Hoat dong ctia ham nay dugc mo ta nhu sau:
khi tng dung ngudi dung goi dén ham truyén
dr liéu pcie_send(), thu vién PCle s€ gui 1énh
bat dau truyén xudng thiét bi PCle. Thiét bi
PCIe sau khi nhan duogc 1€nh nay sé bat dau
nhan dit lidu tir trén may tinh. Khi nhan hét dix
lidu thiét bi s& gui chi thi bao cho thu vién biét
qua trinh truyén da két thuc. Tiép do, thu vién
PCle s& giri 1énh yéu cau liy s byte da truyén
xudng thiét bi, thiét bi nhan duoc 1énh nay s&
gui tra lai cho thu vién. Thu vién nhan dugc sé
g tra lai cho ung dung ngudi dung sb byte
truyén.

Nguyén mau ham truyén dir liéu duoc to
chure nhu sau:

int pcie_send(pcie_t * void *

data, int len, long timeout)

pcie,

- V6i tham sb:
pcie: Chu tric luu tham sb thiét bi PCle.
data: Dit liéu can ghi xudng thiét bi PCle.

len: Do dai cua dir lidu ghi xudng (4-byte
word).

timeout: Thoi gian chd trong khi truyén, dat
bang 0 thi phan mém s€ cho vo thoi han.

Gia tri tra vé: S6 tur ghi duogc.
4. Ham nhan dir liéu

So do hoat dong cta ham nhan di li¢u dugc
thuc hién nhu trong Hinh 3.

Hoat dong ctia ham nay dugc mo ta nhu sau:
khi tng dung ngudi dung goi dén ham truyén
dir liéu pcie_recv(), thu vién PCle sé cho dir
lidu giri 1én tir thiét bi PCle. Khi thiét bi bat dau
truy?:n dr li€u 1én may tinh, thu vién s€ nhan va
giri cho ng dung ngudi dung. Khi nhan hét di
liéu thiét bi s& gui chi thi bdo cho thu vién biét
qua trinh truyén da két thuc. Tiép do, thu vién
PCle s& giri 1énh yéu cau liy s byte da truyén
xudng thiét bi, thiét bi nhan duoc 1énh niy s&
gui tra lai cho thu vién. Thu vién nhan dugc sé&
giri tra lai cho ung dung ngudi dung sb byte
truyén.

Nguyén mau ham nhan dir lidu dugc to chic
nhu sau:

int pcie_recv(pcie_t * pcie, void *
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data, int len , long timeout)
- V6i tham sb:
pcie: Céu truc luu tham sd thiét bi PCle.
data: Dit liéu doc 1én tir thiét bi PCle.
len: D) dai cia du li¢u doc Ién (4-byte
word).
_ timeout: Thbi ‘gian cho trong khi truyén, dat
bang 0 thi phan mém s€ cho vo thoi han.
Gia tri tra v&: Sb tir nhan duoc.

Thiét bi
PCle

Thu vién
PCle

Ung dung
nguwoi dung

pcie_recv B3t dau nhan
K&t thic nhan

Lay sO byte nhz;m>

s6 byte nhan | |

Hinh 3. Luu d6 hoat dong ciia ham nhén dir ligu
B. Gidi phdp thiét ké cdc ham API chirc ning

Giai phap thiét ké chung ciia cac ham API
chtic nang duoc thé hién nhu trong Hinh 4. Cuy
thé, tit ca cac ham API chirc nang déu hoat
dong theo cac budc sau:

- Bude 1: M thiét bi PCle. Néu thanh cong
chuyén sang Budc 2, nguoc lai két thuc.

- Bude 2: Truyén 1énh va dir liéu xudng thiét
bi PCle.

- Bué6c 3: Nhan dit liéu va mi 1énh phan hoi
tir thiét bi PCle.

- Budc 4: Pong thiét bi PCle.

Bit dau

|

Mo PCle

ltrue

Truyén Iénh va
dir liéu

false

Nhan dir liéu va
ma 1énh phan hoi

DPoéng PCle ‘

hE—

Két thuc

Hinh 4. M6 hinh hoat dong chung ctia cac ham API
churc nang



Tat ca cac ham API chtc ning déu duoc to
chuc dir li€u truyén xuong cé header c6 do dai
16 bytes va ma 1énh phéan hoi c6 d¢ dai 4 bytes.

Khoa hoc va Cong nghé trong linh viec An toan thong tin

2. Cdc ham truyén tham sé6 mdt ma

T6 chitc header:

Cu thé 0 chirc header va ma 1énh phan hoi duge | Thir | .. tri Chirc ning
t6 chirc nhu sau: tw bit
1. Cdc ham xdc thuc thiét bi 0x01 Bao hiéu truyén khoa
5 7:0 , A X
To6 chirc header: 0x0e Béo hi€u truyén Sbox
Thit Gia o 15:8 Dia chi ghi khoa
twbit | tri Chirc ning Bao hi¢u khoa luru tryc
i - 0x01 &1 v 5
70 | oxoo Xac thuc, hiy xéc thuc cho 23:16 X tiép vao RAM trén FPGA
' *77 | admin va ngudi ding 0x02 | B4 hiéu khda luu vao
Xéc thyc thiét b boi ma pin 7 SRAM
0x00 | admin Té chirc ma 1énh phan hdi:
Xéc thyc thiét bi bang ma Thi e oo
0x01 pin ngudi ding tur bit Gia tri Y nghia
Hiy xéc thuc (khoa thiét bi) -0 0x01 Lot
0x02 bang m3 pin admin 0x02 Truyén thanh cong
Huy xéc thuc (khoa thiét bi) L e
15:8 | 9%03 | bing ma pin nguai ding 3. Cdc ham phuc vu md hoa/giai md

0x04 | Thay ma pin méi cho admin

T6 chitc header:

Thay ma pin mdéi cho nguoi

0x05 dl‘mg

Xac thyuc dé ghi va thay khoa
0x06 | tren SRAM

0x07 | Xac thuc dé ghi va thay Sbox

Bao hiéu @0 dai ciia ma Pin

79:16 (tinh theo don vi Byte)

T6 chtrc ma 1énh phan hoi:

Thw Gia

twbit | tri Y nghia

0x01 L5i xac thuc

0x02 | Xac thuc thiét bi thanh cong

7:0 Huy xéc thyc (khoa thiét bi)
0x03 | thanh cong

Huy xéc thuc (khoa thiét bi)

0x04 .
101

S6 1an | SO 1an 16i xé4c thyc (t6i da 10

IS8 "5 | 1an)

tfrl:)‘;’t Gi tri Chike niing
0x03 | Ma hoa theo che do ECB
su dung khdéa &6 SRAM
oxo4 | Gidi mé theo che do ECB
su dung khéa 6 SRAM
0x05 M3 hoa theo ché do CTR
st dung khoa & SRAM
ox07 | Mahoa theo che do OFB
sir dung khéa 6 SRAM
Giai ma theo ché do ECB
7:0 0x08 su dung khoa tir tng dung
0x09 M3 hoa theo ché do ECB
su dung khoéa tir trng dung
ox0b | Ma hoa theo che do CTR
su dung khoa tir tng dung
ox0d | Ma hoa theo che do OFB
sir dung khoéa tr tng dung
0xOe | Gidi mi theo ché do XTS
0x0f M3 hoa theo ché do XTS
Dia chi ghi khoa str dung
15:8 dé m3 hoa/giai ma theo cac
ché 46
0x00 | Mahoa voi IV ti thiét bi
(ap dung cho CTR va OFB)
23:16 0x01 Ma héa véi IV tir ing dung
(4p dung cho CTR va OFB)
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T4 chirc mé 1énh phan hbi:

-Déi v6i ma hoa/giai ma theo ché do CTR
va OFB (céac ché d¢ sur dung IV), khi thyc hién
ma hoa, s€ sir dung IV duogc cép boi thiét bi, qua
trinh doc 1én sé€ thuc hién doc dir liéu IV 1én
cung voi dit li€u da dugc ma hoa.

- Péi véi qua trinh giai ma, dir li€u doc 1én
s€ trur di dix liéu I'V.

Cuy thé cdu trac géi tin sir dung trong céc
ham ma héa/giai mi dugc thé hién nhu trong
Hinh 5 dén Hinh 11.

HEADER
(4 word)

Key
(8 word)

DATA

a) chu tric giri xuéng

DATA

b) cAu tric doc 1én

Hinh 5. Céu triic goi tin mi hoa/giai ma theo ché do

ECB str dung khoa tir ung dung
HEADER
(4 word) DATA

a) chu tric giri xuéng

DATA

b) cAu tric doc 16n

Hinh 6. Cu triic goi tin mi hoa/giai ma theo ché do
ECB str dung khoa tir thiét bi

HEADER |  Key v
(4word) | (Bword) | (4word) DATA
a) chu tric giri xubng
DATA

b) cdu tric doc 1én

Hinh 7. Céu triic goi tin mi hoa/giai ma theo ché do
OFB/CTR str dung khoa va IV tir tmg dung
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HEADER
(4 word) DATA
a) cdu trac giri xudng
v
(4 word) DATA

b) céu triic doc 1én

Hinh 8. Céu triic gbi tin mi hoa/giai ma theo ché do
OFB/CTR st dung khoa va IV tir thiét bi

HEADER Key
(4 word) (8 word) DATA
a) cAu tric giri xubng
v
(4 word) DATA

b) cAu trac doc 1én

Hinh 9. Céu triic goi tin ma hoa/giai ma theo ché do
OFB/CTR str dung khoa tir tmg dung va IV tir thiét bj

(4 word) | (4 word) DATA

HEADER | 1V

a) cau trac giri xuong

DATA

b) cAu trac doc 1én

Hinh 10. CAu triic goi tin ma hoa/giai ma theo ché 46
OFB/CTR st dung khéa tir thiét bi va IV tir {img dung

S8 Sector
(4 word)

HEADER
(4 word)

Key

16 Word (64 byte) DATA

a) cAu tric giri xubng

‘ DATA

b) chu tric doc 1én
Hinh 11. Cu tric goi tin m3 hoa/giai ma theo ché do
XTS

IV. THU NGHIEM

Sau khi xdy dung thanh cong by thu vién
nguodi dung danh cho card tdng toc ma hoa qua



giao tiép PCle, nhom tac gia di xay dung mot
chuong trinh dé thir nghiém. Nhom tac gia da sir
dung bo mach DE4 véi vai tro 1a card ting toc
mé hoa két ndi v6i may tinh qua giao tiép PCle.
Trong d6, may tinh s€& chay tng dung ma
hoa/giai ma di liéu c6 st dung card ting tc ma
hoa. Pau tién phin mém may tinh s& khoi tao
dir liéu dau vao ngau nhién, guri xudng thiét bi
dé ma hoa, dir liéu ma hoéa nhan dugc sé tiép
tuc duogc gui xuong thiét bj dé g1a1 ma. Két
thuc giai ma, phan mém sé& so sanh két qua giai
ma voi dir liéu ban dau. Két qua cta qua trinh
thir nghiém dugc thé hién nhu trong Hinh 12
va Hinh 13.

B Select E:\2021\PCle_Card\test_ky - Copy\x64\Debug\CLK_PCIE_test.exe

Che do doc ghi ro:
Toc do: 2.4467 Gb/s, dung luong file: ©.0488 MB
So tu sai: @/51200

Che do ECB:
Che do su dung khoa tu ung dung:
Toc do ma hoa: 2.3090 Gb/s, dung luong file: ©.0488 MB
Toc do giai ma: 2.40871 Gb/s, dung luong file: ©.0488 MB
So tu sai: /51200
Che do su dung khoa tu thiet bi:

Toc do ma hoa: 2.4467 Gb/s, dung luong file: ©.0488 MB
Toc do giai ma: 2.4120 Gb/s, dung luong file: ©.0488 MB
So tu sai: ©/51200
Che do CTR:
Che do su dung khoa va IV tu thiet bi:
Toc do ma hoa: 1.9687 Gb/s, dung luong file: ©.0488 MB
Toc do giai ma: 2.2956 Gb/s, dung luong file: ©.0488 MB

So tu sai: ©/51200
Che do su dung khoa tu thiet bi, IV tu ung dung:
Toc do ma hoa: 2.1234 Gb/s, dung luong file: ©.0488 MB
Toc do giai ma: 2.1046 Gb/s, dung luong file: ©.0488 MB
So tu sai: ©/51200
Che do su dung khoa va IV tu ung dung:
Toc do ma hoa: 2.1387 Gb/s, dung luong file:
Toc do giai ma: 2.2521 Gb/s, dung luong file:
So tu sai: @/51200
Che do su dung khoa tu ung dung, IV tu thiet bi:
Toc do ma hoa: 2.2268 Gb/s, dung luong file: ©.0488 MB
Toc do giai ma: 2.2693 Gb/s, dung luong file: ©.0488 MB
So tu sai: @/51200

©.0488 MB
©.0488 MB

Hinh 12. Két qua thir nghiém véi ché do doc ghi RS,
ECB va CTR

B Select E\2021\PCle_Card\test_ky - Copy'\x64\Debug\CLK_PCIE_test.exe

Che do OFB:
Che do su dung khoa va IV tu thiet bi:
Toc do ma hoa: ©.4058 Gb/s, dung luong file:
Toc do giai ma: ©.4112 Gb/s, dung luong file:
So tu sai: @/512e@
Che do su dung khoa tu thiet bi, IV tu ung dung:

©.e488 MB
©.0488 MB

Toc do ma hoa: ©.4079 Gb/s, dung luong file: ©.0488 MB
Toc do giai ma: ©.4126 Gb/s, dung luong file: ©.0488 MB
So tu sai: ©/512e8
Che do su dung khoa va IV tu ung dung:
Toc do ma hoa: ©.4082 Gb/s, dung luong file: ©.0488 MB
Toc do giai ma: ©.4110 Gb/s, dung luong file: ©.0488 MB

So tu sai: @/512e@
Che do su dung khoa tu ung dung, IV tu thiet bi:

Toc do ma hoa: ©.3997 Gb/s, dung luong file: ©.0488 MB

Toc do giai ma: ©.4113 Gb/s, dung luong file: ©.8488 MB
So tu sai: ©/5120@

Che do XTS:

Toc do ma hoa: 1.4864 Gb/s, dung luong file: ©.0488 MB

Toc do giai ma: 1.6585 Gb/s, dung luong file: ©.0488 MB

So tu sai: @/512e@

Hinh 13. Két qua thir nghiém voi ché do OFB va XTS

Khoa hoc va Cong nghé trong linh vuc An toan thong tin

Nhom tac gia da tién hanh thir nghiém nhiéu
lan, két qua cho thay bd thu vién nguoi dung
danh cho card tang tbc ma hoa qua glao tiép
PCIe hoat dong on dinh, dat dugc yéu cau dit
ra. Két qua tht nghiém cu thé dugc thé hién
trong Hinh 14.

3

2,5

, ”/./—l—f"' o
——ECB
1,5
CTR
1 = OFB
XTS
0,5

20KB 30KB 40KB 50 KB

Hinh 14. Két qua thir nghiém tdc d6 ma hoa/giai ma
(tinh theo Gb/s)

V.KET LUAN

Bai bao da trinh bay viéc nghién cou gidi
phap thiét ké, xay dung bo thu vién ngudi ding
danh cho card ting toc mi hoa qua giao tiép
PCle. B thu vién nay g1up cac ung dung ngu’m
dung sur dung card tang téc ma hoa mot cach dé
dang, linh hoat. Cac két qua thir nghiém trén bo
mach DE4 cho thdy, bo thu vién nguoi dung
danh cho card tang tbc ma hoa qua giao tlep
PCle di hoat dong 6n dinh, dép tmg cac yéu cau
dat ra. V&i giai phdp nay, nhom tac gia da lam
chu hoan toan bg thu vién nguoi dung, gitip hoan
thién bo thu vién sat nhét v6i yéu cau thuc té.
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