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Ung dung md hinh hoc sau trong phat hién
tan cong trinh sat mang

Nguyén Thi Dung, Nguyén Vin Quin, Nguyén Viét Hiing

Tém tit— Ngay nay, cing véi sy phat trién
nhanh chong cia Internet l1a thuc trang gla tang
cic cudc tin cong mang ci vé quy md lin sb
lwgng. Trong dé, tin tic cé thé sir dung nhiéu
phwong phap tin cong khac nhau, nhung tit ca
thuwong dién ra theo quy trinh nhit dinh, bit diu
tir buée trinh sat mang. Chinh vi vay, dé Kip thoi
phat hién sém cac hanh vi xAm nhip mang trai
phép, dic biét 1a tir giai doan trinh sit mang, cin
trién khai cic giai phap, h¢ thong phat hi¢n xam
nhip wng dung véi nhirng ky thuit phat hién tién
tién. Trén thuc té, cac hé thong phat hién xam
nhip mang (Intrusion Detection System - IDS)
thuong dua trén cac diu hi¢u thong qua cac luat
di dwoc thiét 1ap truée. K thuit nay con nhiéu
han ché do khong phat hién dwoc cic cudc tan
cong méi hodc bién thé ciia cic cude tin cong da
biét. Nhim khic phuc han ché nay, nhiéu ky
thuit ng dung may hoc da dwegec nghién ciru va
trién Kkhai. Trong bai bao nay, nhém tac gia de
xuit huéng tlep can cai tién mé hinh mang hoc
sdu hai giai doan Gng dung trong hé théng phat
hi¢n va phan loai cic hinh thirc tin cong trinh
sat mang. D¢ xuit sé dwoc danh gia, thir nghiém
v6i bd dir liéu tiéu chuin NSL-KDD, UNSW-
NB15, CTU13.

Abstract— In recent years, the number of new
types of attacks has increased dramatically.
Although there are many types of attack
techniques, all of them are following the similar

chain of attack, beginning with network
reconnaissance phase. Therefore, network
reconnaissance attack detection problem is

important for every Intrusion Detection System
(IDS). In fact, network intrusion detection
systems are based on pre-defined rules so they
are not able to detect new attacks or variants of
known attacks. Meanwhile, hackers have developed
many automated toolkits that allow subtle changes
to the attack behavior sufficient for IDS to treat as a
zero-day attack. To overcome this limitation, many
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machine learning models have been applied in IDS
and implemented in a real network. In this paper,
we propose a new approach that uses two stage
AutoEncoder to detect network reconnaissance
attacks. The proposed approach is evaluated on
network security datasets: NSL-KDD,
UNSW_NBI15, four scenarios of the CTU13
datasets and compared to existing methods.

Tir khéa— trinh sit mang; phdt hién xim nhap/bit
thwong; hé thong phat hién xdm nhdp; hoc mdy; mang
hoc sdu.

Keywords— network reconnaissance; anomaly detection;
Intrusion detection system; machine learning; deep learning.

I. GIOI THIEU

Trong cac cudc tin cong mang, dé khai thac
vao hé théng thong tin muyc ti€u, trudc hét tin tic
thuong phai tham do vé hé théng do va tim kiém
nhiing thong tin c¢6 gid tri. Thong qua céc kS/
thuat trinh sat khac nhau, tin tic s& cb ging lay
théng tin vé cdu hinh va so d6 mang, cach trlen
khai may chi ctia hé thong muc tiéu, thong tin vé
cong mo, dich vu cung cip va cac 16 hong tiém
an trudc khi thuc hién cac hanh vi khai thac xam
nhdp vao muc ti€u sau hon. Ky thuat trinh sat
mot mang may tinh ¢ thé dwoc phan loai thanh
ba nhém chinh, d6 1a trinh sat sit dung cac giao
thirc TCP, UDP va ICMP. Phan héi nhén dugce tir
phia nan nhan cho biét cac thong tin hitu ich dé
khéi dong mdt cudc tn cong, vi du nhu thong tin
cac céng md, cac dich vu dang chay, hé diéu
hanh may chi, 15 hong bao mat, ...

Cac phuong phap tiép can phat hién xam
nhap c6 thé dugc chia thanh 4 loai nhu: phuwong
phap tiép can dua trén thong ké, phuong phap
tiép can duwa trén thuét toan, phuwong phap tiép
can dua trén md hinh toan hoc, phuong phap
tiép can dua trén kinh nghiém (heuristic).

Phuong phdp tiép cin thong ké: Cac hé
thong dya trén phuong phap nay s& thu thap
hanh vi ciia ngudi ding va tao mot hd so luu lai
hanh vi ctia nguodi dung hop phap trong mot



khoang thoi gian. Sau do, cac bai kiém tra théng
ké duoc ap dung cho hanh vi duoc quan sat dé
xac dinh vé1 mue d6 tin cdy cao xem do co6 phai
la hanh vi ctia ngum dung h0’p phap hay khong.
Khi ¢6 su kién dién ra, hé thong s& so sanh hoat
dong dang dién ra véi hd so duoc luu, néu diém
sO bt thuong cao hon mot ngudng nhat dinh thi
hé thdng s& dua ra canh bao.

Phuong phdp tiép cin dwa trén thudt todn:
Str dung cac quy trinh timg budc dé tinh toan,
xtr 1y dit lidu va suy luan tu dong (hé thong co
kha nang st dung tri thire da luu trit dé tra 1oi
cau hoi hay dwa ra két ludn hitu ich).

Phurong phdp tiép cdn dwa trén mé hinh todn
hoc: Céac phuong phdp phat hi¢én quét mang
phan tan nay st dung cac md hinh toan hoc,
may trang thai hiru han, cac ky thuat vé dai sb
va hinh hoc khac dé dat dugc nhiém vu phat
hién tin cong mang.

Cdc phirong phdp tiép cdn theo phirong phap
heuristic: Cac phuong phap tiép can phat hién
trinh sat mang phan tan nay st dung phan tich
dua trén kinh nghiém cua céc chuyén gia nhu
truc quan, kinh nghiém dua trén b¢ loc, kinh
nghiém phan tich su ¢d trudc d6 va cac k¥ thuat
téng hop khac.

Trong thoi gian gan day, nhiéu nhém nghién
ctru trén thé giéi da ung dung mé hinh tri tué
nhan tao va tinh toan thong minh vao IDS, bao
gdm ca phat hién tin cong trinh sat mang. Trong
bai bao ndy, nhom tic gia s& d& xudt mot
phuong phép sit dung mang Autoencoder (AE)
dé giam chiéu dir liéu dau vao, sau d6 ap dung
cac thudt toan phan loai dit liéu dé phat hién dau
hiéu cia cac cudc tin cong trinh sat mang. Voi
kha ndng phan tich hi¢u qua dir liéu da chiéu l6n
hon, phuong phéap da thur nghi€ém vai bd dir ligu
NSL_KDD, UNSW-NBI5 va cho két qua tét
hon cac phuong phép hoc may trudce day.

Phan con lai cla bai bao duoc to cht’rc nhu
sau: trong Phan II, trinh bay tong quan vé mot
s0 ky thuat tin cong trinh sat mang va mot so
phuong phap phat hién dugc nghién ciu gan
day. Phan III trinh bay vé& mang hoc siu
AutoEncoder (AE), d& xuit mo hinh hoc siu
tmg dung trong phat hién tin cong trinh st
mang, phuong phap huin luyén 2 giai doan 1a

Khoa hoc va Cong nghé trong linh viec An toan thong tin

sir dung mang Autoencoder dé giam chiéu dir
li€u, sau do6 su dung cac mo hinh may hoc phan
loai dit liéu. Phan IV 1a thyuc nghiém va danh gia
Kkét qua thu duoc. Két luan cua nghién ctru duoc
trinh bay trong Phan V.

II. CAC NGHIEN CUU LIEN QUAN
A. Ky thudt trinh sat mang

Open Scan: La ky thuat quét don gian [1].
K¥ thuat nay st dung giao thitc TCP va co SYN
dé phat hién cac cong TCP. Khi mot cong dong,
may nan nhan s& tra 101 bang cd RST. Mt khéc,
khi phat hién mot cong dang md, may nan nhan
s& tra 10i bang cd ACK. Mot vu diém cua ky
thuat nay 1a c6 thé quét mot cach rat don gian
ma khéng yéu ciu bat ky chirc ning hoic dic
quyén nao khac. Tuy nhién, k¥ thuat don gian
nay s& dé dang bi phat hién boi twong lira.

Half-Open Scan: Thuong duogc g01 la quét
TCP SYN mot phuong phap phd bién dé xac
dinh cong cho phép tin tic thu thap thong tin vé
cac cong dang mo ma khong can hoan thanh
qua trinh bat tay TCP. Vi k¥ thuat quét nay
khong tao ra mdt phién két néi TCP, nén khong
bi ghi log boi cac ung dung & may nan nhan va
it anh huong dén may chu. Vi vay nd khong
bugc Ung dung khoi tao hodc phan bd tai
nguyén hé thong. Tuy nhién, do cin tao cac goi
tin tho mdi khong hoan toan tuan theo bit tay
TCP nén qua trinh két ndi nira mé yéu cau mot
s6 dic quyén hé thong nang cao.

Stealth Scan: Céac ky thuat trinh sat mang &
trén chi str dung c& SYN dién hinh dé kiém tra
céc cong dang mé. Do @6, chung dé dang bi phat
hién va ghi lai bdi cac IDS. Ky thuat Stealth Scan
c¢b gang tranh cac thiét bi loc bang cach sir dung
mot sb bd c& khac véi SYN dé xuét hién dudi
dang luu lugng truy cap hop phap. Bo6 la SYN-
ACK Scan, IDLE Scan, Fin, Xmas Tree and Null
Scans, ACK Scan, Windows Scan va TCP
Fragmentation Scan.

Sweep Scan: K¥ thuat nay khong nham muc
dich xac dinh cac cong dang hoat dong ma la
xéac dinh cac thiét bi dang hoat dong. Pic diém
cua ky thuat nay Ia thuyc hién quét hang loat,
muc dich 13 xac dinh trang thai cta cang nhiéu
may cang tt thay vi tdp trung vao mot may

S6 1.CS (16) 2022 61



Journal of Science and Technology on Information Security

riéng 1é. Sweep Scan hoat dong bé“mg cachtaora
yéu cau phan hdi ciia cac may tram tir xa. Cac
ky thuat Sweep Scan la ICMP Echo Request
Scan, ICMP Timestamp v Address Mask Scans
va TCP SYN Scan.

Miscellaneous Scan: La céac k¥ thuat quét su
dung cac giao thic khac voi cac giao thuc &
trén. Cac k¥ thuat nay bao gdbm FTP bounce,
UDP, giao thuc IP va RPC scans.

Céc k¥ thuat tin cong nay thuong duoc xiy
dung trong cac by dir li€u an ninh mang tiéu
chuan ding dé danh gia cac mo hinh phét hién
tn cong mang, vi du nhu cac by dir liéu dugc
su dung trong bai bao nay.

B. Cac phwong phap phat hién trinh sat mang

Trong phan ndy, nhom tac gia s& trinh bay
mot s k¥ thudt phat hién trinh sat mang da dugc
mot sO nhom nghién ctru d¢ xuat gan day.

Tac gia M. Vidhya da su dung k¥ thuat trich
chon dic trung va may vecto hd trg (SVM) dé
phan loai cac cudc tin cong trinh sat mang [3].
Tac gia dé& xuit phuong phép trich xuit dic
trung cho tap dir litu KDD99 bang cach sir dung
thuat toan Consistency Sybset Evaluation va
phuong phap Best First. Két qua thir nghiém cho
thdy sir dung SVM véi tap dit liéu da dugc giam
chiéu chinh xac hon véi tap dir lidu gdc. Cac tac
gia dat hiéu sudt kha cao 13 99,9185% [3]. Tuy
nhién, v6i dit liéu khong can bang, cic nhoém
nghién cuu khac thuong st dung phép do lién
quan dén dir lidu tan cong.

Nhom tac gia Meijuan Gao cung cac cong su
da trinh bay mdt IDS dya trén SVM, str dung céc
thudt toan tién hoa dé t6i uu héa cac thong sd
SVM nhiam cai thién d6 chinh xac trong qua
trinh phat hién xam nhép [4].

Giai phap AOCD (An Adaptive Outlier
Based Scope-Based Scalarized Scan Detection
Approach) da dugc Monowar H. Bhuyan cung
cac cong su nghién ciru va gidi thiéu nham phat
hién sém tin cong trinh sat mang c6 do chinh
xac cao khi thir nghiém véi b dir lidu KDD99
[5]. Tac gia dd trinh bay mot giai phap dé
chuyén doi dir liéu luu lwong mang thanh mot
dinh dang ma cac bd loc va by phan loai co thé
xt ly. Piéu dang cha y 1a nhom tac gia da lya
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chon cac mau ngau nhién trong co s& dit licu, tir
d6 xac dinh tap cac thudc tinh cho vi¢c phat
hién phan cum duoc str dung trong k¥ thuat phat
hién quét mang trudc kia. Nhém nghién clru da
thir nghiém trén di liéu thuc thu thap dugc tur
Nhom tac gia Thang. N. M va Luong T. T [10]
ciing sir dung hoc may trong phét hién tan cong
va trinh sat website vdi by 8 thudc tinh tu dinh
nghia, cho két qua kha quan. Hé thong phat hién
xam nhép cua Pai hoc Tezpur cua An Do, két
qua chirng minh giai phdp nay c6 kha nang phat
hién cac cudc tin cong mang véi do chinh xéc
cao [5].

I11. UNG DUNG HOC SAU PHAT HIEN TAN CONG
TRINH SAT MANG

A. Mang hoc sau Autoencoder

Trong thoi gian gin dy, cac mo hinh hoc
sau dd duoc tmg dung thanh cong trong nhiéu
linh vuc nhu nhan dang hinh anh, xu ly giong
noéi, xur Iy ngdén nglt tu nhién va xu ly dir li¢u
16n.

Autoencoder la mot loai mang no-ron nhiéu
16p, duoc thiét ké véi muc dich ma hoa dir liéu
dAu vao thanh cac biéu dién tiém 4n, sau do
giai mi dé c¢d ging tai tao lai dau vao bang
cach s dung di liéu ma héa vira duoc tao.
Kién trac mang Autoencoder dugc chia thanh 3
phan: B6 mi hoa (Encoder), Bo giai mi
(Decoder) va Khong gian tiém an (Latent
Space) hay con dugc goi la “nit c¢o chai”
(Bottleneck) nhu trong Hinh 1.

Decoder

Encoder

t t

Input Data Encoded Data Reconstructed Data

Hinh 1. M6 hinh mang Autoencoder



Dbé hoc cac biéu dién dir liéu cua dau vao,
mang duoc huan luyén bang cach st dung dix
liéu khong duogc giam sat (khong dugc gan
nhan). D@t liéu dau vao s€ duogc bién déi (ma
hoéa) qua céc 16p no-ron sang khdng gian c6 so
chicu it hon (khong gian ti€ém an). Cac biéu dién
dir liéu ¢ khong gian tiém an nay s¢€ trai qua mot
qué trinh gidi ma, voi muc ti€u tai tao dau vao.

B6 ma hoa: Bao gdbm mot mang no-ron
truyén thang thong thuong, dugc xdy dung dé
du doan biéu dién ti€m an cua dir liéu dau vao.
d f, 1la Bod
X= {xl,xz,...,

Trong ma hoa va

x,} 1a mot tap dir lidu. BO ma
héa f, nham anh xa ddu vao X, € X thanh mot

dai dién 4n (latent representation) [7].

z; = fo(x:) (1)

Bé giai md: bao gdm mang no-ron truyén
thang nhung kich thudc cia cua cac 16p ting theo
thir ty nguoc lai (déi xung) voi cac 16p cia B ma
hoa. BO giai md g, nhim muc dich 4nh xa biéu

dién tiém 4n Z; tro lai khong gian dau vao, do do,
viée tai tao dugc tinh theo Cong thic 2 [7]:

B6 mi hoa va Bo giai ma duogc biéu dién dudi
dang cac ham kich hoat ctia cac ham tuyén tinh
lién quan dén trong so va do 1éch [7] nhu sau:

fo(X) =y (Wx+b) 3)

g,(X) =y, (Wz+b) 4)

Trong d6 6= (W, b) va ¢= (W °, b*) 1an luot
la (trong s6 va do I¢ch) cho Bo ma hoa va Bo giai
ma. v, va y, la cac ham kich hoat twong tmg.

Ham mat mat tai tao trén cac mau huan
luyén [7] c6 theé dugc viét nhu sau:

Dit liéu déu vao Xir Iy dir liéu AE ML (trich Xuat
ddc trung va phan

Khoa hoc va Cong nghé trong linh viec An toan thong tin

Laz(8;¢3%) = =Z1, 1(x,, %) 5)

Trong d6 I(x,,X,) 1a sy khic biét giita dau

vao X; va sy tai cau trac cua nd X; voi

X, =g,(fo(x));nla s6 lugng mau dit lidu trong

tap dir liéu. Autocencoder hoc cach tdi wu hoa
ham muc tiéu trong (5) lién quan dén cac tham
s6 0 va ¢ bang cach sir dung phuong phap hoc
lan truyén nguoc.

Mang AE dugc tng dung nhiéu trong khoa hoc
dir liéu nhu: giam chiéu kich thudc, phat hién bét
thuong, khir nhiu hinh anh, nén hinh anh, tao
hinh anh, trich xuét dic trung, hé théng goi y.

B. M6 hinh dé xudt

Nhom tac gia d& xuat mo hinh 2 giai doan tng
dung trong phét hi¢n va phan loai cac hinh thuc
tAn cong trinh sat mang 14 sir dung mang AE két
hop cac thuat toan hoc may truyén théng
(AE_Decision Tree, AE_RandomForest,
AE kNN, AE Naive Bayes, AE MLP,
AE_SVM) (Hinh 2). Trong do:

e Giai doan 1 la dung mang AE gié huén
luyén dir liéu khong giam sat nham trich
chon dac trung.

e Giai doan 2 Ia hoc co glam sat, dir li€u
dugc lay tir khong gian tiém an ciia mang
AE 1am dau vao cua thut toan hoc may
dé phat hién va phan loai tan cong.

Y tudng cua dé xuat 1a thay vi dua tat ca sd
chiéu cta dir liéu gbc vao cac thuat toan phan
16p c6 dién thi s& dung mang AE dé giam chiéu
dw liéu (trich chon dac trung), sau d6 dua vao
cac thuat toan phan loai. Muc dich nham c6 thé
cai thién hiéu suét cua cdc mo hinh phan loai
dit ligu 6 dién.

M6 hinh 2 giai doan:

Hiéu suat
phan loai

loai dir liéu)

Hinh 2. So d6 tong quat ctia mé hinh dé xuat
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IV. KET QUA VA PANH GIA
A. Dt liéu thuc nghiém
1. Tap dir lieu NSL-KDD

NSL-KDD la b dir li¢u dugc sir dung rong
rai voi cac IDS hién nay. NSL-KDD dugc cai
tién tir tap dir liéu KDD99, giup loai bo dit liéu
trung 1ap, dir li€u du thua, dugc bo sung thém
nhiéu dit liéu hudn luyén va dit liéu thr nghiém
hon. Tap dit liéu gdm 2 phan, mot dé huan
luyén gdm 125.973 ban ghi (KDDTrain+.csv),
mot tip dé kiém thir gdm 22.544 ban ghi
(KDDTest+.csv). Bo dir li€u c6 41 thudc tinh
nhu trong KDD99, dugc thu thip va gin nhin
tir cac cudc tin cong thir nghiém khac nhau. C6
bén kiéu tin cong trinh sat mang 1a nmap,
ipsweep, portsweep va satan dugc mo ta trong
Bang 1.

BANG 1. DU LIEU TAN CONG TRINH SAT MANG TRONG

NSL-KDD
Kiéu tin | Dirli¢u huin |  Dir ligu
cong luyén kiem thir
IPSweep 3599 141
Nmap 1493 73
PortSweep 2931 157
Satan 3633 735
Tong 11656 1106

2. Tap dir lieu UNSW-NB15

Bo dir liéu KDD98, KDD99, NSL-KDD da
duoc str dung tir 1au nén nhiéu k¥ thuat tin cong
ding dé tao dit liéu da 18i thoi, khong cap nhat
cac ky thuat tan cong hién co6. Bo dir licu
UNSW-NBI15 di khic phuc dugc han ché cua
cac bg dir lieu trude do va dang duge st dung
rong rai trong cac nghién ctru phat hién xam
nhdp. B dir licu UNSW-NBI15 duoc xdy dung
vao nam 2015 tai Phong thi nghiém Cyber
Range cua Dai hoc New South Wales.
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Dit liéu tin cong duogc tao tu dong tur hé
thng IXIA PerfectStorm véi nhiéu k¥ thuat tan
cong mai. Cac goi tin duoc biat, xir 1y trudc va
trich xuét thanh 49 thudc tinh [8]. Cé tong cong
175.341 ban ghi trong tap dit liéu huin luyén va
82.332 ban ghi trong tap dir liéu thur nghi¢m.

3. Bo dir liéu CTUI3

B0 dir ligu CTU-13 duoc nghién ctiru boi Dai
hoc K¥ thuat Cong hoa Séc va dugc cong bd
nam 2011. Pay la bd dir li¢u chira thong tin bao
gbm ca 3 loai luu lwong, d6 14 luu luong Botnet,
luu lugng binh thuong (normal traffic) va luu
lwong nén (background traffic) cua ha ting dich
vu mang.

Céac bo dit liéu con c6 s6 cac thudce tinh khéac
nhau va dugc danh tén theo ky ki¢u tr CTU-
13 01 dén CTU-13 13, trong d6 cac bo dir liéu
dang duoc nghién ctru nhiéu dé dua ra danh gia
Kkét qua trong linh vuc Hoc may, Hoc sau la
CTUI13 08, CTU13 10, CTUI13 12 va
CTU13_13. Nghién ctru ciia nhom tac gia sé& thu
nghiém trén 4 b dir li¢u nay.

B. Thuc nghiém

Thuc nghiém dugc thuc hién véi 2 phuong
phap, mot 1a phat hién va phan loai tin cong
khi st dung cic mé hinh hoc may truyén
thong; hai 1a thyc nghiém véi mo hinh dé xuét
két hop st dung mang AE dé trich chon dic
trung cua tip dir liéu ban dau, sau d6 lam dau
vao cho cac mé hinh hoc may dé phat hién va
phéan loai (Hinh 3).

1. Xu Iy dir liéu

Céac bo dir lieu dau vao s& dugc tién xir 1y
trén ca 2 tap, tap huin luyén va tap kiém thir.
Céc thudc tinh kiéu phan loai s& dugc xur Iy
thong qua thuat toan One-hot Encoding. Sau do,
dit liéu dugc chuin héa theo mot trong )
phuong phap chudn héa (Scale) nhu
StandardScaler, MaxAbsScaler dugc cung cap
trong thu vién sklearn.



Dit lidu ddu vio
(NSL-KDD,
UNSW NB15, CTUI13

:

[ Xtr ly dir ligu ]

Xay dung AE va
huan luyén (trich
chon dic trung)

Thuit toan hoc may
(phén loai dir liéu)

Thuit toan hoc may
(phén loai dir ligu)

Banh gia va so sanh

hiéu suat phin loai

Hinh 3. Luu db thyc nghiém cua nghién ctru

2. Xay dung va hudn luyén AutoEncoder

Chuong trinh huan luyén mang Autoencoder
duoc xy dung bang Python véi thu vién Pytorch.
Thir nghiém duoc tién hanh trén PC Intel Xeon
Core i5-3.6 GHz véi 12GB RAM. DPbi véi timg
b6 dit liéu dau vao (phu thude véc to dir lidu dau
vao c6 bao nhleu gla tr1) kién triic mang AE duoc
xay dung v6i s6 tang, s6 niit twong tmg khac nhau.
Vecto dau vao cta mang c¢6 kich thudc bang voi
s6 Iuong cac thude tinh ciia bo dir liéu duge mod ta
& trén. Cau hinh cudi cing ciia md hinh AE da
dugc chon thong qua cac qua trinh thtr nghiém va
Bo ma hoa cua AE c6 kién tric 4p dung véi timg
bd dit liéu nhu Bang 2.

BANG 2. KIEN TRUC MANG AE VOI CAC DATASET

Kién tric mang AE
B§ di (B0 ma hoa _Encoder)
ligu Piu | Ting | Ting | Ting Klfong
5 2 2 P gian
vao an1 an2 an3 oz
tiem an
NSL-
KDD 122 85 49 12
UNSW | 196 150 100 40 16
CTU13 40 30 15 7
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Céc tham s6 duoc dua vao huan luyén mang
nhu sau: leaning_rate = 0.01, batch_size = 100,
display_step = 10, epoch = 200.

Trong s6 cua AE duoc khoi tao bé“mg phuong
phap khdi tao Xavier [9] dé ting tdc qua trinh
hoi ty, thut toan t6i wu hoa 1a Adadelta, ham
kich hoat 1a ham TANH.

3. Thudt toan hoc may

Mot sd thuat toan duoc sir dung dé phan loai
dir liéu tAn cong trinh sat mang nhu thuat toan
Decision Tree, Random Forest, Naive Bayes, K-
Nearest ~ Neighbor (k-NN),  Multi-layer
Perceptron (MLP), Support Vector Machine
(SVM).

C. Két qud va danh gid

Két qua cta bo phan loai thuong duoc danh
gia thong qua ma tran nham 1dn va mot sd phép
do dya trén ma tran nay. Ma trin nham 13n mo ta

trong Bang 3, trong do Class 0 la binh thuong,
Class 1 1 tin cong.

BANG 3. MA TRAN NHAM LAN

Lop dw doan
Class 0 Class 1
Lép Class 0 TN FN
thye té Class 1 FP TP

Céc do do sau day sé dugc sur dung d¢ danh
gi4 hiu suat ciia cac mo hinh.

_ TP+TN (6)
TP+ FP+TN +FN
Precision(r) = _Ir (7)
TP+ FP
Recall(p) = _Ir (3)
TP+ FN
_ 2 )
F1= 1 1
+
precision recall

1. Bo dit lieu NSL-KDD

Déi v6i bo dit licu NSL-KDD sé& dugc thuc
nghiém va&i hai bd phan loai: B thtr nhat 1a bd
phan loai nhi phan dé xac dinh xem ban ghi luu
lwong mang thu dugc la tan cong hay binh
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thuong. Bo phan loai thir hai dugc huin luyén dé
phan loai bén kiéu tin cong trinh sat mang
(nmap, ipsweep, portsweep va satan).

Phan logi nhi phan

Bang 4 mo6 ta ma trén nham 14n thu duge khi
su dung thuat toan phan loai kNN va khi su
dung m6 hinh dé xuat AE_kNN, dé phén loai dir
liéu 13 tin cong hay binh thudng.

Béng 5 tong hop hiéu suat phan loai nhi phan
dat duogc khi st dung cac thudt toan may hoc
truyén thong (ML) va hiéu suét phan loai khi sir
dung mé hinh dé xuit (AE_ML).

Duya trén két qua thu dugc tor Bang 5, cho
théy mé hinh dé xuét dat hiéu suit cao hon véi ti
1€ 4/6 mo6 hinh dugc thtr nghi¢m, trong d6 cac
md hinh cho hiéu suét t6t hon 1a khi két hop AE
véi cac thudt toan phan loai 1a AE Naive Bayes,
AE kNN, AE MLP, AE SVM.

Cu thé: 02 mdé hinh AE Naive Bayes va
AE_KNN cho két qua cao hon trén ca 4 do do.
Hai m6 hinh AE MLP, AE SVM c¢6 hiéu suat
t6t hon rd rét voi cac chi sb (¢ 3 d do) cao hon
trong khoang 2,23% - 39,29%, trong khi chi c6
mot do do & mdi mé hinh c¢6 d6 chénh 1éch hiéu
suat thip hon trong khoang 2,89% - 3,19% so
v6i thudt toan MLP va SVM.

BANG 4. MA TRAN NHAM LAN - NSL-KDD

Két qua dy doan ciia kNN

Két qua dy doan ciia AE_KNN

Attack Normal Normal Attack
Dir liéu thuc Attack 9426 285 9451 260
Normal 263 843 123 983
BANG 5. KET QUA PHAT HIEN TAN CONG VOI BO DU LIEU NSL-KDD
Phuwong ML (%) AE_ML (%)
phap acc T Recall Fl acc T Recall Fl
DT
96.43 78.71 89.24 83.64 | 90.90 53.77 78.66 63.87
RF
96.86 81.45 89.69 85.37 | 96.73 84.50 83.27 83.88
Naive Bayes
10.33 10.19 99.46 18.49 | 93.60 61.54 99.82 76.14
K_NN 94.93 74.73 76.22 7547 | 96.46 79.08 88.88 83.70
MLP 77.78 31.51 100 47.92 | 95.61 70.80 97.11 81.89
SVM 94.40 78.87 61.75 69.27 | 96.63 75.68 98.73 85.68
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Két qua tir Bang 6 cho thiy d6i v6i phan loai 4
kiéu tan cong trinh sat mang, mé hinh d& xuat cho
hiéu qua phan loai cao hon la AE DT, AE Naive
Bayes, AE_SVM, AE_MLP vdi chi s6 clia cac do
do acc, F1, recall, precision da s6 14 cao hon so
vo6i thudt toan hoc may thong thuong.

2. B¢ dir lieu UNSW-NB15

Déi v6i tap dir lidu UNSW-NBI5, vi cac kiéu
tan coéng trinh sat mang duoc gan nhin giéng
nhau (nhan 1) nén chi 4p dung phan loai nhi
phan dé xac dinh xem dit liéu co phai 1a mot

Khoa hoc va Cong nghé trong linh viuc An toan thong tin

cudc tan cong hay khong. Do déi véi tap dir liu
UNSW-NBI15 kiém thir 13 tap dir liéu tuong doi
can bang gitra 2 16p. Trong d6: Lép normal (0)
c6 37.000 ban ghi (44.94%) va lop attack (1) c6
45332 ban ghi (55,06%), do d6 c¢6 thé dung do
do accuracy dé danh gia va so sanh hiéu suat cua
cac phuong phap duoc sit dung (Hinh 4).

Két qua cho thiy, mo hinh dé xuit co hiéu
suét cao hon ¢ hau hét cac thuat toan. Cu thé, 5
md hinh c6 accuracy cao hon la AE DT,
AE RF, AE Naive Bayes, AE kNN, AE SVM
(Hinh 4), trong d6 03 mo hinh c6 két qua cao
hon & tt ca cac d6 do 1a AE DT, AE RF,
AE kNN (Bang 7).

BANG 6. KET QUA PHAT HIEN 4 KIEU TAN CONG CUA CAC PHUONG PHAP

Kiéu tin cong
Phuong phap (%)

Ipsweep Nmap Portsweep Satan

acc 93.50
i1 2.44 0.00 64.60 78.76

DT

recall 0.71 0.00 92.99 64.08
F1 1.10 0,00 76.24 70.67

acc 95.03
AE_ DT L 87.82 4.35 32.96 81.19
recall 97.16 1.37 56.05 74.01
F1 92.26 2.08 41.51 77.44

acc 7.55
Naive Bayes T 0.00 0.00 0.29 19.03
recall 0.00 0.00 12.74 75.51
F1 0.00 0.00 0.56 30.40

acc 94.33
AE_ Naive n 57.92 29.05 69.15 69.29

Bayes

recall 98.58 71.23 88.54 97.01
F1 72.97 41.27 77.65 80.84

acc 94 .41
b1 0.00 100 59.43 98.62

SVM

recall 0.00 50.69 92.36 58.50
F1 0.00 67.27 72.32 73.44
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Kiéu tén cong
Phwong phap (%)
Ipsweep Nmap Portsweep Satan
acc 96.54
T 73.49 64.49 69.11 79.47
AE SVM
recall 86.53 94.52 84.08 97.42
F1 79.48 76.67 75.86 87.53
acc 94.82
s 89.61 90.12 46.04 82.98
kNN
recall 97.87 100 96.18 63.67
F1 93.56 94.80 62.27 72.05
acc 96.49
b 81.82 71.57 62.45 80.61
AE kNN
recall 31.92 100 94.27 96.74
F1 45.92 83.43 96.74 87.94
acc 84.51
b 89.54 12.12 12.12 51.47
MLP
recall 97.16 21.92 96.18 64.08
F1 93.20 15.61 21.52 57.09
acc 94.72
b 50.00 33.65 43.96 83.44
AE MLP
recall 17.02 97.26 83,44 57.58
F1 25.40 50.00 57,58 86.98
BANG 7. KET QUA PHAT HIEN TAN CONG VOI BO DU LIEU UNSW_NBI15
Phwong ML (%) AE_ML (%)
phap
b Recall F1 L Recall F1
DT 79.39 81.53 80.44 79.86 95.54 87.00
RF 75.35 99.67 85.82 79.04 99.87 87.79
K NN 80.57 96.43 87.79 80.83 96.86 88.13
MLP 76.69 98.79 86.35 75.39 99.35 85.72
SVM 74.77 99.61 85.42 74.92 99.51 85.49
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B1.27 81.39
SUM

85.24 BE5.63

kNN

Phwong phip

AE_ML

Hinh 4. Biéu d6 so sanh acc ciia mo hinh d& xuat UNSW_NB15

3. Bo dir lieu CTU 13

Déi voi tap dir liéu CTU 13, mé hinh dé xuit
co ban cho hiéu qua phan loai cao hon trén céac
kich ban CTU13 08 (Bang 8), CTU13 12 (Bang
10), CTU13 13 (Bang 11).

Céc do do cua AE_MLP c6 thip hon nhung
khong nhiéu so voi thuat toan MLP (Béang 8), tir
bang ma trdn nham 13n (Bang 9) cho thiy két
quad phéan loai cia AE_MLP la tuong duong véi
MLP (bt nham 1 ban ghi binh thuong 1a tan
cong). Mo hinh AE-kNN cho hiéu suét cao nhat
trong cac mo hinh dé xuét.

Hiéu suit cia mé hinh dé xuét dugc danh gia
dwa trén cac d6 do da sb 1a cao hon, ting trong
khoang tir 0.12% dén 17.4% so voi thuat toan
hoc may thong thuong, trong khi mdt sb do do
(3 chi sd) thap hon trong khoang 0.42% dén
1.11% (Bang 10, Bang 11). Trong do, tat ca cac
chi sd cua do do F1 déu cho hiéu suit cao hon.

Tuong tw nhu by dit lisu UNSW-NBI15, dbi
voi tap dir liu CTU13 13 kiém thur, thi sw chénh

léch giita cac ban ghi tan cong va binh thudng 1a
khong nhiéu, dit liéu mét can bang nhe, nén do
do acc c6 thé dugc dua vao dé so sanh danh gia
hiéu suét cua cic phuong phap (Bang 11): sb
ban ghi normal 13 6428 (44.67%), s6 ban ghi tan
cong 1a 7961 (55.33%).

Do cac thuat toan hoc may phan loai tuong
dbi chinh xac trén tap dit liéu nay (hiéu sut tir
99.60-100%), nén mo hinh dé xuat cho két qua
phén loai twong duong (thdp hon khong déng
ké khoang 0.02%) (Bang 12), chu yéu 1a do
chénh 1éch it vé& sé lugng bat nham ban ghi 1a
tan cong. Thuc nghiém chi cho két qua t6t hon
v6i mo hinh AE_ kNN (Bang 13), hiéu suét
phan loai 1a 100%.

Qua két qua thyc nghiém ddi véi cac kich ban
ciia Bo dir liéu CTU 13, ¢6 thé rat ra mot két
luan 12 mo hinh AE-kNN déu cho hiéu suét cao
hon so vdi cac mo6 hinh khac trén cac kich ban
CTUI3 08, CTUI3 12, CTUI13_10.

BANG 8. KET QUA PHAT HIEN TAN CONG VGI BO DU LIEU CTU13_08

Phuong ML (%) AE_ML (%)
phip T Recall F1 m Recall F1
DT 84.03 99.92 91.29 98.85 99.67 99.26
RF 99.59 99.84 99.71 100 99.67 99.84
kNN 99.92 99.67 99.79 99.92 99.94 99.88
MLP 99.92 99.75 99.83 99.83 99.75 99.79
SVM 99.75 93.35 99.04 99.92 99.59 99.75
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BANG 9. MA TRAN NHAM LAN - CTU13_08

70

Két qua du doan ciia Két qua du doan ciia
MLP AE_MLP
Normal Attack Normal Attack
Dir  li¢u Normal 14579 14579 2
thuc
Attack 3 1207 3 1207
BANG 10. KET QUA PHAT HIEN TAN CONG VOI BO DU LIEU CTU13 12
Phuong ML (%) AE_ML (%)
phap T Recall F1 T Recall F1
DT 93.68 75.64 83.70 98.04 93.04 95.48
RF 98.24 100 99.11 98.89 97.66 99.33
KNN 98.88 98.88 98.88 98.45 99.55 99.00
SVM 98.73 90.02 94.18 98.31 94.20 96.21
BANG 11. KET QUA PHAT HIEN TAN CONG VOI BO DU LIEU CTU13 13
Phuong ML (%) AE_ML (%)
phap acc T Recall F1 acc T Recall F1
DT 96.91 96.37 98.10 97.23 97.73 98.39 97.49 97.94
RF 89.56 84.78 98.88 91.29 99.26 99.42 99.20 99.31
MLP 97.74 99.07 96.82 97.93 98.28 99.27 97.60 98.43
SVM 96.48 99.42 94.18 96.73 99.67 96.17 94.78 96.92
BANG 12. KET QUA PHAT HIEN TAN CONG V61 BO DU LIEU CTU13_10
ML (%) AE_ML (%)
Phwong phap
T Recall F1 T Recall F1
DT 100 100 100 100 99.995 99.98
RF 100 100 100 99.98 100 99.99
Naive Bayes 99.80 99.60 99.70 99.80 99.60 99.70
kNN 100 99.995 99.998 100 100 100
MLP 100 99.78 99.89 100 99.78 99.89
SVM 100 99.73 99.87 100 99.72 99.86
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BANG 13. MA TRAN NHAM LAN - CTU13_10

Két qua dy doan ciia KNN Két qua du dosn cia
AE_KNN
Normal Attack Normal Attack
Dir liéu Normal 3152 0 3152 0
thyre Attack 1 21287 0 21288
V. KET LUAN [4]. Meijuan Gao, Jingwen Tian, Mingping Xia,

Bai bao di trinh bay k¥ thuat két hgp mé hinh
hoc sau AE va cac by phan loai dé phat hién cac
cudc tin cong trinh sat mang. Thir nghiém véi
bd dir liéu NSL-KDD, b6 dir licu UNSW-NBIS,
CTU 13 cho thiy mé hinh dé xuit c6 ty 1& phat
hi€n va phan loai dir liéu trinh sat mang cao,
ddng thoi dam bao ty 18 bao dong gia thap hon
s0 voi cac thuat toan may hoc trude do. Pa sb
cac mo hinh dé xuét cho két qua phan loai dit
liéu cao hon, cho théy viéc hoc dac trung dir lidu
ctia AE 13 hiéu qua. Ddi v6i cac tap dir liéu nho,
tap dit liéu dau vao c6 sd chiéu thip hon thi két
qué hiéu suat phan loai 1a twong dwong. Dya trén
két qua nghién ctru thu duoc, hudng nghién ctru
tiép theo s& thir nghiém véi cac mang dir liéu
tryc tuyén dé kiém tra kha ning hoat dong cta
md hinh dé xuat trong cic hé thdng phat hién
trinh sat tin cong mang theo thoi gian thyec.

Dé ¢ duoge sb lidu gitip hoan thién duogc bai
viét nay, nhom tac gia xin cam on UBND Tinh
Vinh Phiic d ho trg thong qua Nhiém vu nghién
ctru khoa hoc va cong nghé cip Tinh Vinh Phuc
ma s6 20/DTKHVP/2021-2022.
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