
' , ' , 
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De xuat tang tuyen tinh va danh gia kha nang 

cai d�t trong xay d\IIlg ma khối 256 bit c6 

cấu true FLC

Trftn Sy Nam, Nguy@n Van Long, Nguy@n Bui Cuong 

Tom tdt- Trong bai bao nay, nh6m tac gia d@ 
xuit ting tuy@n tinh an toan va hifu qua trong cai 
dit d@ hll'O'llg toi vifc xay d\fllg ma kh6i kich thtr6-c 
256-bit co ten la FLC. Cy th@, nhom tac gia da sinh
ra ma trin MDS kich thooc Sx8 co di,ng hiy thira
cua ma trin d6ng hanh tren tmirng hiru hi,n. Khi
xem xet sir dyng ma trtn nay trong xay d\fllg ma
kh6i 256-bit co ciu true FLC, nh6m tac gia th\fC
hifn danh gia kha niing cai dV,t cua qua trinh ma
h6a/giai ma tren nhi@u n@n tang khac nhau. Cac
k@t qua th\fC nghifm chi ra ring cai dit cua ma
kh6i voi d@ xuit nay hoan toan phu hf!P d@ tich
hf!P trong cac ll'Dg dyng thvc t@.

Abstract- In this paper, we propose a secured 
and efficient linear diffusion layer that suitable for 
block cipher with 256-bit block size named FLC. 
Specifically, we have generated an SxS MDS 
matrix that has the power of a companion matrix 
over a finite field. We also perform a performance 
evaluation of the encryption/decryption process on 
various platforms. Our experimental results show 
that block cipher with our proposed linear 
diffusion layer is perfectly suitable for real life 
applications. 

Tir khoa- t/ing tuyin tinh; hiju qua cai i/9,t; cciu true 
FLC; mii kh6i. 

Keywords- linear diffusion layer; efficient 
implementation; FLC structure; block cipher. 

I. G1d1 THIJ�U

Hdu het cac ma khfii hi�n di.ti thm'mg due.re 
thiet ke dga tren ma phap li.ip, trong d6 thgc hi�n 
li.ip Ii.ii cac bien dBi don gian, hi�u qua trong cai 
di.it de dam bao tinh khuech tan va xao tr()n theo 
nguyen ly cua C. Shanon [1]. Thong thucmg tinh 

Bai bao dugc nh@ll ngay 14/6/2022. Bai bao dugc nh@ll xet Mi 
phan bien thu nhM ngay 21/6/2022 va dugc chdp nh@ll dang 
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ngay 22/6/2022 va duqc chdp nh@ll dang ngay 24/6/2022. 

xao tr()n dugc dam bao boi nhfmg anh Xl,l phi 
tuyen ma di.ti di�n la cac S-hQp, con khuech tan 
la tdng tuyen tinh. Cac S-hQp thucmg dugc su 
d1,lllg v6i kich thu6c nho de giam chi phi cai di.it, 
do d6 de tang d() an toan cho ma khfii, cac tdng 
tuyen tinh dugc su d\lllg song hanh de khuech tan 
tinh phi tuyen ma nhfmg S-h()p nay mang Ii.ii. 
Dum g6c nhin hi�u qua SU d1,lllg, tdng tuyen tinh 
thucmg la bien dBi ch� nh§.t va doi hoi nhi€u chi 
phi cai di.it trong ma khfii. Vi v�y, vi�c nghien 
cuu lga ch9n tdng tuyen tinh khong nhfmg lien 
quan trgc tiep den dQ an toan cua ma khfii khang 
Ii.ti m()t s6 tham ma quan tr9ng nhu tham ma 
lugng sai va tham ma tuyen tinh, ma con anh 
hu6ng den kha nang thgc thi cua chinh ma khfii 
d6. Do d6, m()t thu�t toan m�t ma tru6c khi dugc 
dua vao SU d1,lllg, ngoai vi�c ki6m chung ve mi.it 
an toan, cdn phai dugc danh gia cful th� ve mi.it 
hi�u nang va tinh m€m deo trong cai di.it tren cac 
n€n tang khac nhau. 

Dfii vm xay d\fllg thu�t toan m�t ma dfii xung 
h�u lugng tu, m()t hu6ng giai quyet don gian nh§.t 
la tang kich thu6c khfii dfr li�u dugc xu ly 6 tri.ing 
thai trong cua thu�t toan. Tuy nhien, vi�c tang 
kich thu6c khfii keo theo nhi€u v§.n d€ trong thgc 
thi va trien khai cac thu�t toan m�t ma. Nhfmg 
kh6 khan d6 xu§.t phat tir vi�c lam tang chi phi 
cai di.it, kh6 khan trien khai tren n€n tang phdn 
cung bm kha nang dap ung tai nguyen cua moi 
trucmg phdn cung la c6 hi.in. Hi�n nay, tren the 
gi6i khong c6 nhi€u thu�t toan v6i kich thu6c 
khfii 256 bit. Dien hinh vm 16-p thu�t toan nay c6 
ma khfii Rijndael-256 va Kalyna cua Ukraina [2]. 
Tuy nhien dfii vm Rijndael khi ban hanh chudn 
AES thi chi c6 kich thu6c khfii 128-bit. Dfii vm 
Kalyna, day la m()t thu�t toan dinh hu6ng cho cac 
tir c6 64 bit, dugc thiet ke dga tren n€n tang cua 
Rjindael va c6 kha nang cai di.it hi�u qua trong 
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