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Tuw dong chon ham b1 loa1 bo trong kiém thir ban
va khi st dung Thuc thi tuong trung lugc bot

Tém tit— Kiém thir bao mat ban va phan
mém cdp nhat (Patch testing) dwoe siv dung khi
trong phin mém c6 mdt module thém méi hodc
¢6 module dwoc chinh sira. Nhiém vu ciia kiém
thir ban va 1a dam bio phin mém méi dwoc cip
nhat hoat dong ma khong c6 bat ki 16 hong bao
mit nao xay ra. Kiém thir bao mat ban va doi hoi
rit nhiéu thoi gian, cong sirc va yéu ciu ngudi
kiém tra cin phai ¢ Kién thirc chuyén siu vé hé
thong. Trong nhitng nim gin diy, Thuc thi
twgng trung luwgc bét (Chopped symbolic
execution) dai dwgc ap dung thanh céng trong
kiém thir an toan thong tin cho cic phin mém
mét cach tw dong hodc ban tw dong. Sit dung ky
thuit Thuec thi twgng trung (Symbolic execution),
phwong phap nay cho phép nguoi kiém thir chi
dinh ciac ham, module “khéng can thiét” dé bo
qua trong qua trinh phan tich, do dé noé cho phép
kiém tra mdt module cu thé ma khong cin phai
thuc hién Thuc thi twgng trung trén toan bd
chwong trinh. Thach thirc ciia phwong phap nay
12 cin chuyén gia c6 hiéu biét sau vé phan mém
cin kiém thir dé chon ra cic ham “khéng cin
thiét”. Trong bai bio nay, nhém tac gia dé xuit
mot phwong phiap méi dé tw dong chon ra cac
ham dwge loai trir khi ap dung Thuc thi tuwgng
trung lugce bét. Két qué cho théy ri’mg phuong
phap ciia nhém tac gia cé thé dwoe ap dung mot
cach hiéu qua hon so véi cac thir nghiém ban dau
cia Chopper trong hiau hét cac cic truong
hop thir nghiém.

Abstract— Patch testing is the problem that
the modified modules (a software update or
patch) need to be checked to ensure that they
work as expected (function testing) and do not
have any vulnerabilities inside it (security
testing). Security patch testing requires a lot of
time and a professional security knowledge from
the tester. In recent years, chopped symbolic
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execution was successfully applied in automatic
or semi-automatic program testing to reduce the
amount of testing work. Chopped symbolic
execution (Chopper) allows users to specify
“uninteresting” functions to ignore during
analysis, therefore allows testing a module of
software without running all functions of the
program. Effectiveness of chopped symbolic
execution method in patch testing depends on
how good the ignored functions are chosen. In
this paper, we proposed a novel method to
automatically exclude functions for chopped
symbolic execution in patch testing using control
flow graph. Moreover, we used cyclomatic
complexity to optimize the speed of testing
process. Experimental result shows that our
method can choose the ignored func-tions
automatically with the testing time less than the
Chopper in most cases.

Tir khéa— kiém thir bin vi bdo mdt; thwc thi twong
trung; luoc bot.
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I. GIOI THIEU

Theo khao sat, mot ti 1¢ dang ké nguoi dung
¢6 xu hudng tir chdi cap nhat phan mém lén
phién ban méi nhét, vi lo ngai mic do an toan
clia cac chirc ning méi [10]. Viée kiém thtr bao
mat cac ban nang cap, ban va module phin mém
la mdt cong viéc thuong xuyén phai thuc hién,
trude hét nguoi dau tién thyuc hién cong viéc do
chinh 1a cac 1ap trinh vién. Ho phai tién hanh
danh gia ma khi c6 mot ban cap nhat dugc cong
b, diéu do rat ton thoi gian va cong strc. Cac
ban va, ban cap nhat c6 thé dan toi nhitng nguy
co vé mat an toan v&i nhitng doan ma méi [11],
[12] boi vi cac 1ap trinh vién khong du thoi gian
dé tim ra toan bo 13i trong ma cua hg. Do do,
mot giai phap tu dong dé tim ra cac 16 hong bao
mat trong cac ban va 1a diéu thiét yéu.

Thuyc thi tuong trung (Symbolic execution) la
mot ky thuat hiéu qua khi 4p dung vao tim 15



hong phan mém. K§ thuat nay xuit phat tir ¥
tuong sé st dung cac bién dau vao tuong trung
thay cho céc bién ctia chwong trinh. Sau khi thuc
thi chuong trinh va anh xa cac bién thanh cac
biéu thirc ki hidu véi cac rang budc, s€ thu dugc
mot biéu thirc twong ing véi mdi dudng di cta
chuong trinh ¢6 thé xay ra. Tai mdi cau 1énh diéu
kién déu s& thém vao biéu thirc diéu kién (Path
constraint). Luu y rang viéc Thuyc thi trong trung
s& thyc hién tat ca cac diéu kién c6 thé xay ra dbi
v6i bién khi kiém tra rang budc. Cudi cing két
qua thu dugc s& 1a didu kién bién tuong Gmg véi
mdi dudng di ciia chuong trinh [24].

RAt nhiéu cong cu da dugc xdy dung dua
trén k¥ thuat nay da duoc gi6i thidu dé tim 15
héng phan mém [1], [3-5], [7-9]. Tuy nhién
phuong phap nay thuong hay gap kho khan khi
mudn phén tich sau vao cic dudng thuc thi cua
cac phan mém phuc tap, cling nhu khi giai
quyét cac diéu kién rang budc [2]. Trudng hop
nay xay ra rat phd bién khi gip cac vong lip
léng hodc cac diéu kién ch@)ng nhau, khi d6 sb
duong di s& tang theo cap sd nhan (khi gip mdi
diéu kién s& nhan d6i sé duong di) do d6 gay
qua tai cho hé thdng hodc cong cu.

Déi voi bai toan kiém thir bao mat ban va, da
c6 mot sd cong cy dugc gidi thi¢u su dung k¥
thuat Thuc thi tuong trung nhu KATCH, KLEE
[6]. Trong do, KLEE hién la mot trong nhiing
cong cu pho bién nhét trong kiém thir phan mém
st dung Thyc thi tugng trung. Cong cu nay la
mot may do Thyc thi tugng trung dugc xay
dung véi dau vao lay tir trinh bién dich LLVM
[1]. KLEE duoc st dung trong kiém thir phan
mém, tuy nhién lai té ra kém hi¢u qua voi cac
chuong trinh 16n vi van dé bung nd duong di
(Path explosion problem). Pa sd cac phuong
phap sir dung Thuc thi tuong trung trong kiém
tha phén mém s& lam viéc v&i toan bd céac
duong di trong chuong trinh, do d6 déu gip
phai van dé bung nd duong di va to ra chua thuc
su hiéu qud. Thyc thi tuong trung lugc bot
(Chopped symbolic execution) [2] da dugc gioi
thiéu dé giai quyét van dé bung nd duong di
cung voi cong cu Chopper - mdt phién ban mé
rong cua KLEE. Céc tac gia cua Chopper da dé
xuét co ché xac dinh cic ham co thé tam loai bo
trong qua trinh phan tich va diéu nay rat hitu
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dung véi bai toan kiém thir ban va, khi c6 thé
giam bt qua trinh phan tich doan ma khong cé
thay doi s€ giai quyét van dé bung no duong di.

V& mit k¥ thuat, Chopper khong thuc su loai
b6 cac ham, bai vi diéu d6 s& dan dén két qua
b6 s6t 16 hong hoidc canh bao nham 16 hong bao
mat. Thuc té, cac phﬁn duoc loai bo sé duoc
Thuc thi ludi biéng (Lazy execute) [2] va duogc
kich hoat khi phat hién ra cé su anh huong (Side
effect) té1 doan ma dang duoc phéan tich. Thuc
thi tuong trung luge bdt s€ tdn dung viéc phan
tich tinh d6i v&i cac con tré anh hudng trong
qua trinh runtime dé tai kich hoat viéc thuc thi
cac doan ma duogc loai bd [2]. Mdc du phuong
phap nay to ra rat hitu hiéu, nhung né van con
diém han ché chinh 1a viéc xac dinh module
nao, ham nao s€ lugc bo hi¢n dang xac dinh boi
chinh nguoi kiém tht. Di véi bai toan kiém
tht ban va, viéc xac dinh ham nao khong co
thay doi va dé loai bo 1a c6 thé thuc hién, tuy
nhién yéu cau phai tién hanh hiéu va phan tich
ma ngudn chi tiét. Vi vy, diéu nay sé lam giam
dang ké hiéu qua ctia cac cong cu phén tich hay
tim 16 hong tu dong sir dung phuong phap Thuc
thi tuong trung lugce bat.

Chinh vi li do dugc dé cap ¢ trén, phuong
phap tiép can cta nhom tac gia s& cai thién kha
ning ctia Chopper bang cach sir dung phén tich
tinh dé chi ra ciac ham nao khong can thiét va
dugc tam thoi loai bo trong qua trinh phan tich.
Viée xac dinh cac ham khong c6 thay d6i trong
ban va dé cho Chopper hoat dong hiéu qua rat
kho khan. Néu liét ké toan bo ham khong c6
thay d6i vao trong danh sach loai bo ham s&
khién cho Chopper mét rat nhidu thoi gian trong
vi€c tim ra cac anh hudng (Side effects), cling
nhu thoi gian dé tién hanh snapshot va khoi
phuc khi can. Trai nguoc voi viée do, viéc xac
dinh ra ham c6 thay ddi trong ban va rat don
gian bang viéc so sanh cic commit trén céc
trinh quan ly ma [13-17].

Trong bai béo nay, nhom tac gia dé xuat mot
phuong phéap goi la “Tu dong xéc dinh ham loai
bo trong Thuc thi tugng trung lugc bot”
(Chop’s automatic exclusion). Phuong phéap nay
s€ xac dinh cac ham phu hop dé tam thoi loai bo
v6i phuong phap Thuce thi tugng trung lugc bot
trong bai toan kiém thir ban va. Pau vao dugc
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yéu cau s€ la ham muc ti€u - 1a ham c6 su thay
doi trong ban va.

Nhitng dong gop chinh cia nhom tac gia
bao gom:

- P& xuat phuong phép tu dong xac dinh ham
loai bo khi Thuc thi tugng trung lugc bét trong
kiém thir bao mat ban v4.

- Xay dung cong cu ChopperAEx, chuong trinh
ung dung ki thuat dé xuat dudi dang mét thu vién
dong cua opt - LLVM optimizer and analyzer [18].

Trong cic phan tiép theo, nhom tac gia s&
trinh bay tong quan k¥ thuat chon ham loai bo
trong phan II; dé xuit phuong phép ty dong xac
dinh ham loai bo trong phan III va danh gia hiéu
qua ctia phuong phép trong phan IV.

II. K¥ THUAT CHON HAM LOAI BO

Trong phan nay, nhom tac giad s€ dua ra mot cai
nhin téng quan vé van d& chon ham loai bo khi sir
dung phu:ong phéap Thuyc thi tuong trung trong bai
toan kiém thir ban va. Hinh 1 1a mot phéan gia ma
ctia chuong trinh minh hoa (bao gdm ham main va
test) can kiém thir ban va. Trong minh hoa nay, f1a
ham c6 thay d6i va 1a muyc tiéu dé kiém thir bao
mat. Hinh 2 1 d6 thi ludng thyc thi (Control flow
graph - CFG) cua chuong trinh. Ham » va ham m
la dai dién cho cac ham khong lién quan truc tiép
dén ham muc tiéu va c6 thé duge xem xét loai bo
trong qua trinh thuc thi kiém thir ham muc tiéu.

1.void test(char* a){

2. char* strl = "OK";

3. if(str(strl) == str(a)){
4. m();

5. f(a);

6. }

7. else{

8. n();

9. }
10.}
11.
12.int main(int args, char** argv){
13. int x,y;

14. char* a = argv[1l] //symbolic
15. test(a);

16.}

17.

18.void f(char *a){

}...

Hinh 1. Gid ma ctia chuong trinh vi du

Bit dau tir ham main, khi sitr dung Thuc thi
tuong trung, s€ c6 mdt bién tugng trung véi bién

26 S61.CS (16)2022

a c6 gia tri a. Dé thyc thi ham muc tiéu, dudng
di s& 12 main dén test sau 46 m va f & cudi
cung, mién 1a c6 diéu kién str(a) bang “OK”.
D2 thay rang ham 7 nén duoc chon loai bod vi
né khoéng niam trén dudng di dan toi £, Néu
ham n duogc loai bo, cong cu kiém thir tu dong
s& khong mat thoi gian va tai nguyén dé kham
pha cac duong di dugc sinh ra tor ham n. Tuy
nhién voi truong hop ham m thi khong don
gian nhu vay bai vi theo ludng thuc thi chuong
trinh, mudn goi ham £ thi phai thyc hién ham
m trudc. Ham m van c6 thé xét dé loai bo
trong truong hop toan bd con tro trong ham f
khong bi anh hudng bdi ham m. No6i cach
khéc, khong c6 bién nao trong ham f bi thay
ddi khi ham m c6 thay d6i. Trong vi du nay,
gia sir diéu d6 dang va ham m s& dugc chon dé
loai bo. Cubi cung, ham m va ham n duoc
chon loai bo véi hai li do khac nhau, 1i do dau
12 vi ham khong nam trén duong goi dén ham
muc tiéu va li do con lai, tuy ham nam trén
duong goi ham dén ham muyc tiéu nhung
khong anh huéng dén cac con tro trong ham
muc tiéu.

“OK”

str(o) !=

Hinh 2. Minh hga chon ham loai bé véi phuong
phép Thuc thi tuong trung luge bét trén mot vi du
don gian

Vi du trén da cho théy cach chon téi uu s&
duogc sir dung dé loai bd ham cho bai toan
kiém thtr ban va voi phuong phap Thuc thi
tuong trung lugce bdt. Tuy nhién, khi st dung
Chopper, nguodi kiém thtr can tu xac dinh céac



ham loai bé nhu trén biang cach phan tich
phén mém, d6 chinh 1a diém han ché d3 dugc
dé cap ¢ phan trén. Dé giai quyét van dé nay,
nhém tac gia dé xuat mot giai phap chon ham
loai bé mdt cach ty dong va s€ dugc dé cap
chi tiét dudi day.
III. TU BONG XAC PINH HAM LOAI BO TRONG
THUC THI TUGNG TRUNG LUGC BOT

Thuét toan sir dung trong giai phap da dé cap
(tu dong xac dinh ham loai bé trong Thuc thi
tugng trung lugc bot) dugec minh hoa trong
Hinh 3 théng qua so d6 khdi v6i cac bude chinh
dé chon ra danh sach ham loai bo duoc.

Pau vao 1a ham muyc tiéu (ham c6 su thay doi
trong ban va), nhom tac gia s€ st dung thuat
toan duyét theo chiéu rong - BFS (Breadth-first
search algorithm) dé tim duong goi ham ngan
nhat téi ham muc tiéu. Véi timg ham trén duong
di ngdn nhat s& xem xét cac khdi co ban trén do,
muc tiéu 1a tim ra tit ca cac 10i goi ham lién
quan, sau d6 kiém tra cac duong di bat ngudn tir
ham duoc goi c6 dan téi ham muc tiéu hay
khong. Nhitng ham din téi ham muc tiéu s&
khong bi loai bo dé dam bao viéc kham phé tat
ca cac truong hop c6 thé xay ra khi goi ham
muc tiéu. V&i cac ham con lai s& co thé duoc
loai bo néu thda man thém diéu kién c6 do phuc
tap 16n hon ngudng da dugc dinh nghia trude.
Khi mot ham xac dinh bi loai bo, théng tin vé sb
tha tu dong mi cua 16i goi ham s& duogc lay
thong qua thong tin g& rdi khi bién dich. Cudi
cung danh sach cac ham bi loai bd va vi tri goi
ham d6 s& dugc dua ra dé dung lam dau vao cua
phuong phéap Thyc thi twong trung lugc bot.

Phuong phap tinh d6 phuc tap ciia ham sé
duoc trinh bay qua so do trong Hinh 4. D6 phirc
tap chu ki cia mdt chuong trinh dugc dinh
nghia theo d0 thi ludng thuc thi chuong trinh
(CFG). CFG 1a mot d6 thi c6 hudng vdi cac
dinh 1a cac khéi co ban cua chuong trinh. Hai
dinh trong CFG c6 mét canh ndi néu ton tai 16
goi tir khdi co ban nay dén khdi co ban kia. Do
phuc tap M s€ dugc tinh theo cong thirc:

M=E—-N+2P (1)

E: s0 canh

N: s6 dinh

Vi
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P: 56 thanh phan lién thong cta do thi

Ma P trong CFG ludn bang 1 nén s& co cong
thirc don gian hon nhu sau:

M=E—-N+2

B&tdau
ham muc tiéu

Tim dudéng goi ham
ngan nhat dén ham
muc tiéu i BFS

2

Danh sach hamtrong duéng di

DA duyét
hétds ham

L&y ds khdi co ban
trong ham
D& duyét
tds khii co ba

Sai

Bing—

Chuyén sang ham
fiép theo trong danh
sdch 7

Lay thdng tin ham
dugc goi tir khdi

Ham dwoc goi

Ham duoc goi

nam trén dudng di
5 :

ngan nhat

iing

Sai

Duyét cac dudng di

trén CFG cla ham

durcre goi vii DFS va
Iru wét

Duwing di co chira’
ham muc tiéu hodc ham
dénh ddu dén dén
ham muc tiéu

Banh dau ham din
dén ham muc iéu

Ding—»

am dugc gol
6 36 phirc tap 1&n ho
ngudng

N

Bing
¥

Thém ham va vi tri
goi ham vao danh
sdch

A

Ny

Danh sach ham
loai bé va vi tri goi
ham

Hinh 3. So d6 khéi thuat toan Ty dong xac dinh ham
loai bé trong Thuc thi tugng trung lugc bot
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ham cdn tinh
dé phirc tap

ham trong

tinh trurdec @6

Sai
w

Duyét cic khii co
ban trong ham s&

Duyét hét cac
khdi cor ban

FChdi cor ban co
chira didu kién
ré nhanh

Biing
h 4

Ba phirc tap tAng
Sai thém 1

#hoi co baM
cb chira I&i
goi ham

—

Ddnh déu va lvu 36
phirc tap cda ham

B4¢ phirc tap chu ki
cilia ham s6

Hinh 4. So d6 khdi thuat toan tinh do phuec tap chu
ki ctia ham s

Do phuc tap cia ham sé dugc chia lam hai
phan dé tinh toan. Mot 1a d6 phirc tap dén tir dd
thi ludng thuc thi noi ham, tirc 1a do thi 101 goi
giita cac khdi co ban trong chinh ham d6. O
day nhém tac gia tinh toan phan d6 bang cach
duyét cac khdi co ban va kiém tra diéu kién ré
nhanh, vi v6i mot ham co ban nhat s& co do
phuc tap 13 1, chi khi ¢ diéu kién r& nhanh do
phtic tap méi ting 1én. Phan th hai tao nén do
phuc tap chu ki cia mot ham dén tir cac ham
dugc goi tir ham do. Cac ham dugc goi sé tao ra
cac duong di mdi trong dd thi luéng thuc thi,
viéc mo rong dd thi dan dén viéc co thé thay doi
do phuc tap. Luc nay, nhoém tac gia st dung
thuat toan dé quy, cac ham dugc goi s€ dugc
tinh toan d§ phirc tap ndi ham tuwong ty nhu vira
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dé cap va co co ché luu vét trong qua trinh dé
quy duoc thyc hi¢n.

IV. DANH GIA

Dé danh gia hiéu qua cta thuit toan dé xuat,
nhom tac gia ciing str dung cac truong hop kiém
thir voi nhitng 16 hong bao mat CVE nhu trong
bai bao gidi thiéu Chopper [2], bao gdm 4 CVE
v6i téng 6 16i trong md ngudn. Toan bd cac thir
nghiém duogc tao dudi dang mdt driver thyc thi,
sit dung thu vién libtasnl dé thyc hién mot sd
tac vu tuong tu cac tinh ndng dugc micu ta va
st dung trong cic phin mém khac (nhu
GnuTLS).

CVE 2012-1569 xuat hién trén cac phién ban
trudc ban 2.12 (¢ day sur dung ban 2.11), duogc
thir nghiém véi 16i truy cap bd nhé ngoai ving
cho phép (tc 1a 16i Memory corruption) trong
tép decoding.c xay ra tai dong 137 thong qua
viéc phd v& cdu triic cua dir liéu dau vao ASNI.

CVE 2014-3467 xuat hién trén cac phién ban
trudc ban 3.6 (¢ day sir dung ban 3.5), dugc thu
nghiém véi 3 16i truy cap bo nhd ngoai ving
cho phép trong tép decoding.c xay ra tai cac
dong 152, 709 va 1131 thong qua vi¢c pha vo
cAu trac cua dit liéu dau vao ASNI.

CVE 2015-2806 xuat hién trén cac phién ban
trudc ban 4.4 (¢ day sir dung ban 4.3), dugc tha
nghiém véi 16i tran bo nhé dém trén ngin xép
(Stack-based Buffer overflow) trong tép
parser_aux.c tai dong 574.

CVE 2015-3622 xuét hién trén cac phién ban
trude ban 4.5 (6 day st dung ban 4.4), duoc thir
nghiém véi 16i doc dir liéu ngoai ving cho phép
trong t€p decoding.c tai dong 91 thong qua viéc
tao gid chung thuc cua ASN1.

Nhom tac gia st dung mdy tinh voi hé didu
hanh Ubuntu 14, 4GB ram, CPU i3-8100 @
3.6GHz v6i 1 nhan 2 ludng. Két qua bao gom
thoi gian dé phat hién ra 16 hong lan lugt voi
KLEE, Chopper v6i ban thir nghiém gidng tac
gia va Chopper khi st dung kém ChopperAEx
dé tim ra ham loai bo mét cach tu dong. O day
ChopperAEx sé& str dung ham tryc tiép chira 16
héng 1am ham muc tiéu.

Bang 1 ghi lai thoi gian tim ra 16i v6i timg
cong cu. Trong do, timeout tic 1a thoi gian vuot



qué 3 tiéng va Error c6 nghia da xay ra 13i trong
qué trinh chay Chopper.

BANG 1. KET QUA CHI TIET KHI TAI PHAT HIEN LO HONG
TRONG LIBTASN] (CHINH BANG VAO 1 COT)

CHOP- | Choppe
K§¥ thuit KLEE PER rAEx

CVE . Ve

tim kiém
Time(s) | Time(s) | Time(s)
Random | 499.94 125.11 16.43

2012-

1569 DFS 99.91 27.56 4.96
Coverage | 291.72 136.68 10.88

2014- | Random | Time 487.70 12.12

3467 out

M DFS 111.87 7.41 5.32
Coverage | Time 195.45 8.30
out

2014- | Random | 2.29 579.33 67.29

3467

@) DFS Time 159.07 Error
out
Coverage | 2.09 495.18 41.23
2014- | Random | Time 426.40 | Time
3467 out out
3) DFS Time 13.90 Time
out out
Coverage | Time 259.65 Time
out out
Random | 281.86 142.68 | 225.22

2015-

2806 DFS 7733.60 | 584.82 | 5990.59
Coverage | 210.33 54.84 171.25
Random | Time 64.37 18.03

2015- out

3622 DFS Time 1123.22 | 20.54

out
Coverage | Time 69.59 18.18
out
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V. KET LUAN

Tu dong xac dinh ham loai bo trong Thuyc thi
tuong trung lugc bot 1a mot phuong phap loai
b6 cac ham ty dong trong bai toan kiém thir ban
va khi st dung Thyc thi tugng trung lugc bot.
Panh gia so b cho thdy rang, phuong phap nay
dem lai hiéu qua tot hon so v6i ban gidi thiéu
ctia Chopper trong da sé cac truong hop. Hon
ntra, khi st dung phuong phap nay, bai toan
kiém thir ban vé ¢6 thé thuc hi¢n mot cach hoan
toan tu dong va khong st dung kién thic
chuyén gia cling nhu phan tich ciia nguoi kiém
thir nhu véi Chopper truyén théng. Trong twong
lai, nhom tac gia s& tiép tuc cai thién hiéu ning
hoat dong va tim ra cach chinh xac hon nita dé
tranh t6i da viéc loai bd cac ham nim trong
vung anh hudng cua ham muc tiéu.
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