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Initial point for enhancing DC Programming
and DCA in Physical Layer Security

Abstract— Physical layer security (PLS) is to
enable confidential data transmission through
wireless communication systems in the presence of
illegitimate receivers, without basing on higher-
layer encryption. The goal of PLS is to make use
of the properties of the physical to enable critical
aspects of secure communication. PLS's additional
strength is that it is based on information-theoretic
security, which assumes no limit on the opponent's
computational power and is thus inherently
guantum-resistant. In general, PLS problems are
non-convex programming and thus hard to deal
with. One approach to handling these problems is
based on DC programming and DCA, in which
finding a good initial point of DCA scheme is still
a complicated, challenging and open problem.
This paper proposal some good initial points for
the PLS problem DCA-DF scheme on Decode-and-
Forward relaying wireless networks.

Tém tit—Bao mat tang vat 1y dang dwoc
nghién cau wng dung véi muc tiéu bao mat dir liéu
trong mang truyén tin vo tuyén cé sw xuit hién caa
cac tram nghe Ién ma khoéng st dung cac thuat
to4dn mat mé tai cac ting phia trén. Ban chét caa
bao mat tang vat ly 1a dya vao cic déc trung vat ly
cua tin hiéu dé bao mat truyén thong. Mét trong
nhirng wu diém cia bao mat tang vat ly khién giéi
khoa hec dang tap trung nghién ciu dé la chung
khéng phu thudc vao bai toan kho ciaa qua trinh
phan tich ma, hay noi cach khac la tinh bi mat cia
phwong phip khong bi dnh hwéng khi may tinh
lwong tir ra doi. Theo ly thuyét théng tin, thwong
thi cac bai toan bao mat tang vat Iy dwec md hinh
héa thanh cac bai toan quy hoach khéng 16i va kho
giai tim nghiém téi wu. Mgt trong nhiing phwong
phap giai cac bai toan quy hoach khdng 16i nay
dang dwogc nghién ciru va cong bd gan day 1a &ng
dung Quy hoach DC va giai thuat DCA. Trong do,
viéce tim dwoc mgt diém ban dau tot cho giai thuat
DCA dang dwgc cho 1a kho va dwoc cac nha nghién
Ccitu quan tAm. Bai bao nay dé xuit mat sé diém
ban diu tét dé nang cao hiéu qua wng dung Quy

This manuscript is received on December 07, 2022. It is
commented on December 08, 2022 and is accepted on
December 20, 2022 by the first reviewer. It is commented on
December 08, 2022 and is accepted on December 21, 2022 by
the second reviewer.

Nguyen Nhu Tuan

hoach DC va giai thuat DCA cho bai toan bao mat
tang vat ly déi véi mang vo tuyén chuyén tiép hoat
dong theo ky thuat Giai ma — Chuyén tiép.

Keywords—Physical layer security; DC programming
and DCA,; decode-and-forward.

Tir khba— Bdo mét tang vat Iy; quy hogch DC va thugt
todn DCA,; gigi ma chuyén tiép.

I. INTRODUCTION

The concept of secrecy communication was
first proposed in the pioneering work from 1949
by Shannon [1], in which secrecy
communication was investigated from the
viewpoint of information theory. Recently, the
traditional communication security methods rely
on cryptographic algorithms at the upper layers
of multi-layer communication models that are
being studied and widely applied. In wireless
networks, another trend for  security
communication that has been extensively
researched lately is physical layer security (PLS)
without using cryptographic algorithms and
resistance to quantum computers. Actually, the
research on physical layer security was
pioneered by Dr. Aaron D. Wyner since 1975 [2].
Wyner has demonstrated that it is possible to
transmit security information at Cs rate
(bits/symbol) in a communication system that
has the presence of an eavesdropper (Cs > 0). Cs
is the secrecy capacity of a discrete memoryless
channel, that was the maximum value of the
difference between the mutual information of the
legitimate channel and the mutual information of
the wiretap channel.

Over the past two decades, with the rapid
development of wireless communications
technology, physical layer security methods
have been studied widely [3, 4, 5, 6]. A great
effort to increase the achievable secrecy rate in
PLS is cooperative nodes networks with act two
roles are cooperative jamming [5] and
cooperative relaying [3, 7]. Therefore, the
secrecy rate value is defined as follows:
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R; = min{log(1 + SNR,) — log(1 + SNR,)}.

Where, SNR, and SNR, are the signal-to-
noise ratios at the legitimate user destination and
the eavesdropper, respectively.

This paper focused on the cooperative
relaying network with Decode-and-Forward
(DF) technique in the present of one
eavesdropper. The wireless relay beamforming
network problem in this paper is modeled as a
nonconvex optimization problem. In which, the
objective function is the value of the secrecy rate
of the system R, (bits/symbol) and the solutions
of this optimization problem are the
beamforming weights of the relay stations. We
investigate in the case of having perfect channel
state information (CSI) in both legitimate and
illegitimate users. This paper presents the state-
of-the-art DF cooperative relaying networks and
the experiments to show in detail the effects of
our proposal.

The rest of the paper is organized as follows:
Section Il presents the DF system model and
PLS programming problem; Some approaches
and proposals are introduced in Section IlI;
Section 1V is the experiments and results; and
the last one is the conclusion section.

Notations: In this paper, the bold uppercase
letters are denoted for the matrices; The bold
lowercase letters indicate the column vector;
The symbols (.)7, (.)" are used for transpose and
conjugate transpose, respectively; Iw is
identity/unit matrix with dimension M; diag{a}
or D(a) is denoted for Diagonal matrix with
elements on the diagonal is the value of the
vector a; ||a|| is denoted for 2norm of vector a;
A > 0 is denoted for matrix A working as a
semidefinite positive matrix; C is denoted for a
complex form; s.t. (subject to) is denoted for
constraints of the optimal problem; trace(A) is
a trace of matrix A.

II. SYSTEM MODEL AND PROBLEM

The system includes a source station (S), a
destination station (D), M trusted relay stations and
an eavesdropper station (E), as shown in Figure 1.

As all the source and the relays are located in
a small trusted zone, the relays can receive the
signal properly, and the power of the signal,
which are broadcast from the source would be
not strong enough to send directly to destination
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and eavesdropper stations. The channel gain
from the relays to D and E denoted by the
complex constraints h,, and h. (h,q, he € C€),
respectively.

Figure 1. The system model Decode-and-
Forward with one eavesdropper

The S station sends signal x, to M relay
stations, these relays decode the received signal
and re-encode it, then cooperatively transmit the
re-encode symbols to the destination station. At
the D station and E station, the received SNR are:

_ |Z%:1 hrd,m Wm|2

SNR, = 2 1)
SNRe — |ZrA1/I‘L:1 hr;,m Wm|
o

Where w;,i = 1 + M are relaying weight; o is
variance of Gaussian distribution with zero mean
of noises at D and E stations.

The secrecy rate of this system model
formulated as:

Rg =log(1 + SNR,) — log(1 + SNR,)

2

_ o+ |21A141=1 hrd,m Wm| 2)

R = log 5 " 5
02+ |ZM_ hrom Wi

The maximizing problem of secrecy rate
with the constraints on power of each relay is:

maxlog
w

(O-z + |21A141=1 hrd,m Wm|2> (3)

0-2 + |Zrl‘;’l:1 hre,m "Vm|2

s.t. w2 < pp,Ym = 1... M.

By
+ T
-H;=h.zh " hy = [hrd,lﬁhrd,z'---'hrd,M'] ,
+
- Hre = hrehref; hre = [hre,ll hre,Z' LR hre,M'] .
The problem (3) is equivalent to
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o> +wrH,w (4)
max ————————
w o2+wtH,w
st wpl? < p, Ym = 1... M.

The secrecy rate maximization problem (4)
above is a non-convex programming then it
might be difficult for solving to find global
solution.

III. THE RECENT APPROACHES AND A PROPOSAL
A. Semi-Definite Relaxation technique

In [7], the authors dial problem 0O by
reformulated to Semi-Definite Programming
(SDP) as:

max t
w,t

s.t.diag(W) < pm
Rank(W) =1
w0 ®)
trace(W(Hq — tH,)) > o%(t — 1).

Where:

-W = wwt,

- trace(4) is trace of matrix 4,

- diag(W) is the diagonal vector of matrix w,

- W > 0 means W is symmetric positive semi-
definite matrix.

Then apply Semi-Definite Relaxation (SDR)
method by considering relaxation on rank one
symmetric positive semi-definite constraint. The
optimization program above (5) has all objective
function and constraints that are convex so it can
be solve as a convex optimization problem.

B. DCA method to solve the problem

In [8], we proposed DC (Difference of
Convex functions) programming and DCA (DC
Algorithm) method to address the problem above
by reformulated problem (4) to:

0% +xTHx
t
St xXm|* < Pm
X = [Xp Xppam) T, Vm = 1...M Q)
o>+ xTZx <t

min 0 —
x,t

Where:

Re(H,;)
Im(H,)

—Im(H,)

“H= Re(Hy) I’

Re(H,) ~—Im(H,)
Im(H,) Re(H,) |

- x = [Re(w")Im(wT)].

-7 =

In problem (6), the objective function has
form of DC as f(x,t) = g(x,t) — h(x,t), with

2 T
g(x,t) = 0and h(x, t) = ==

Following the DC programming and DCA
method applied to problem (6) has DCA-DF
scheme as below,

INPUT:H,Z, 0
INITIALIZE: SETu® = (x°, %), t,gun; < 0,€ = 1075,1 « 0
REPEAT:
CALCULATE:u!*! = (x!*1, t'*1)by solving
o?+ (xHTH(xH 2Hx!
) TN o
mit e ¢ T e
st |xm|? < Pm
X = X Xppam) T, Ym =1...M
o2+ xTZx <t
INCREMENT:l « [+ 1
UNTIL:
ul+1 _ ul ]’l ul+1 _ h ul
[ : [ [h(u™) 1( )] ceul= Gl
1+ ||ud| 1+ |h(ub)]

OUTPUT: Rs = log,h(w); teount-
C. Propose initial points.

The PLS problems in wireless networks focus
on both the secrecy rate value and the timing cost
of problems. The timing cost for solving PLS
problems plays an important role to apply it in
real application.

As with DC programming and DCA method
[9], finding a good initial point for each problem
is an open challenge, it relates to the convergence
and running time of DCA algorithm. In [8], we
studied problem DCA-DF with random initial
point (x° = rand (2 = M, 1)).

In this paper, we propose three initial points
for the DCA-DF problem above. Two of them
come from the idea that the solution of PLS
problems is strongly related to the channel gains
of legitimate users and eavesdroppers, so we
propose two initial points: the eigen values of H
and Z, which are:

- IniP_1: The eigenvalues of channel gains
matrix H from relays to D (x° = eig(H));

- IniP_2: The eigenvalues of channel gains
matrix Z from relays to E (x° = eig(2));
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- IniP_3: The solution to problem (4) in the
case of total relays power (Pt) constraint is
considered. In this case, the problem (4) and
becomes to:

o?+wrH,w
max ———————
w o2 +wtH,w ©)

s.t.wtw < P,
The problem (7) can reformulated as:

o +wrH,w
W%CE;T o? +wtH,w
wt (02 (PLT) + Hd) w
R - (o2 PLT )+ H.)w (8)

=1 (O’Z(L)-l-HdO'Z(L)-I-H)
max PT ’ PT e

In which: 4,,.,(4, B) is the largest generalized
eigenvalue of the pair of matrix 4 and B. And |
is an identity/unit matrix with dimension 2*M.
The problem (8) is completely solved [7] so we
propose to use this solution as the initial point of
DCA-DF problem.

The experiments and results will show that
the DCA-DF scheme has different number of
iterations and different running time in each
iteration due to these initial points.

IV. EXPERIMENTS AND RESULTS

A. Experimental setups

We implemented experimental in a PC Intel
® core i3-6100 CPU @ 3.7Ghz 3.7 Ghz, 4.0 GB
RAM with Matlab R2017 and CVX tools.

The channel coefficients gain h,, and h,, are
assumed to be complex, circularly symmetric
Gaussian random variables with zero mean and
variances g, and o,.2, respectively.

h.4 =ad/\/@ + (rand(M, 1) + 1lix
rand(M, 1)),

h. =ae/\/@ + (rand(M, 1) + 1ix
rand(M, 1)).

In these tests, we assume that the channel gain
of both legitimate users and eavesdroppers has
the same quality (0,2 = 0,2 = 2). We perform on
two cases of numbers of relays in model system,
those are M =5 and M = 10. It is also assumed
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that the relays have equal power budget (p,, =
FI’W—TVm).

B. Numerical results

We test DCA-DF algorithm with four cases of
initial points, these are the random and proposed
initial points. All experiments are done with 100
independent Rayleigh fading channel realizations.
The average secrecy rates and runtimes of both
algorithms obtained are recorded.

TABLEIl. RsvsM=5
Pr Rs (bits/symbol)
(m DCA-DF SDR-
W) [Rand | P 1 | mip 2 | mip 3 | DF
20 | 7732 | 7732 | 7731 | 7729 | 6595
40 | 8727 | 7727 | 8719 | 8723 | 7.569
60 | 9310 | 9310 | 9299 | 9299 | 8146
80 | 9.724 | 9724 | 9719 | 9721 | 8556
100 10504 10046 | 10039 | 10043 | 8875
TABLE Il. RsVS M =10
P Rs (bits/symbol)
(m DCA-DF SDR-
W) | Rand niP_1 | Inip_2 | Inip.3 | DF
20 | 8948 | 8948 | 8948 8990 | 7.998
40 | 9.946 | 9946 | 9.946 | 9988 | 8.994
60 | %% 10530 | 10530 = 10572 | 9578
80 | 9% 10045 10945 10987 | 9.992
100 | M0 11267 | 11267 | 11300 | 10314

In term of the secrecy rate, it can be seen
from TABLE I. and Table Il that between four
cases of initial points for DCA-DF scheme have
no change about secrecy rate values. It also
means that the initial points have no effect on the
value of the objective function of DCA
problems. Compared to SDR method, the
secrecy rate values from DCA-DF are clearly
higher than SDR-DF secrecy values.

The optimal values of secrecy rate obtained
by both algorithms in all cases show an
increasing trend as the ratio of total power
constraint (Pr).
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TABLE Il1l. THERUNNINGTIMEVSM =5 TABLE VI. THE NUMBER OF ITERATION VS M = 10
p The running time (seconds) Pr The number of iterations
T
(m DCA-DF SDR- \(/f\?) DCA-DF
W - - -
) Rand | IniP.1 | nip 2 | mip 3 | DF Rand IniP_1 | IniP_2 | IniP_3
20 291 2.05 2.01 3.01
20 2.273 1.863 1.768 2.559 9.358
40 2.85 2.01 1.99 2.99
40 2.276 1.575 1.594 2.266 9.117
60 2.79 1.99 1.99 2.97
60 2.270 1.578 1.592 2.195 9.175
80 2.77 1.99 1.98 2.97
80 2.141 1.609 1.544 2.840 9.267
100 2.72 1.99 1.98 291
100 | 2.221 1.652 1.537 2.959 9.481

TABLE IV. THE RUNNING TIME VS M = 10

The running time (seconds)

Pr

(m DCA-DF SDR-
W) "Rand | mip_1 | mip 2 | mip 3 | DF
20 | 3217 | 2178 | 2179 | 3051 | 10424
40 | 3016 | 2176 | 2006 | 3036 | 9.598
60 | 2981 | 2112 | 2002 | 3.049 | 9.469
80 | 2951 | 2196 | 2015 | 3.071 | 9511
100 | 2922 | 2144 | 2014 | 3009 | 9.626

Concerning the running time, the Table 1l
and Table 1V show that DCA-DF algorithm with
proposal initial points IniP_1 and IniP_2 is the
best in all cases. The proposal initial point IniP_3
and the random initial point have a similar value.
More specifically, the gaps between the running
times obtained by DCA-DF and SDR-DF
algorithms are significant.

TABLE V. THE NUMBER OF ITERATIONVS M =5

Pr The number of iterations

(m DCA-DF

W) . B ]
Rand IniP_1 IniP_2 IniP_3

20 3.230 2.343 2.485 3.471

40 3.11 2.285 2.371 3.243

60 3.080 2.257 2.328 3.143

80 3.020 2.243 2.300 3.043

100 3.020 2.228 2.287 3

More specifically, in terms of the number of
iterations for DCA-DF scheme in each initial
point, the TABLE V. and Table IV show that
two proposal initial points IniP_1 and IniP_2
make DCA-DF scheme have less number
iterations in average than two others in both cases
of number of relays. The IniP_3, solution of
DCA-DF problem in total power relays is
considered with the hope that it will near the
solution of DCA-DF but have nearly the same
iterations and runtimes with the random initial
point case.

All things considered, it seems reasonable to
say that the proposed IniP_1 and IniP_2 are two
good initial points of DCA-DF scheme in terms
of running time.

I'V. CONCLUSION

PLS has been considered an alternative
approach to  securing future  wireless
communication systems. In which, Decode-and-
Forward and Amplify-and-Forward relaying
technique and those problems are openning
researched. Some of previous research has
shown that PLS problems can be solved
efficiently by DC programming and DCA
method.

In this paper, we have reviewed Decode-and-
Forward relaying wireless networks and those
problems in PLS. To deal with one of major
problems to apply PLS in real applications,
which is the timing cost of solving PLS
problems, we proposed two specific initial points
for DCA-DF algorithms, which are IniP_1 and
IniP_2.

The experimental performances reveal the
efficiency of the proposed initial points for DCA-
DF scheme in terms of running time.
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