Khoa hoc va Cong nghé trong linh vic An toan thong tin

Vé viéc dém di€m cia dudng cong elliptic dang
Edwards cudn dinh nghia trén truéng httu han

Tom tdt— Trong bai bao nay, nhém tac gia
nghién citu viéc dém diém ctia dudng cong
Edwards cudn dinh nghia trén truong huu
han. Cu thé, nhém tic gia xiy dung cic cong
thitc twong minh cho phép xac dinh chinh xac
s6 diém k-hitu ti cia mét dudng cong
Edwards cudn khi biét s6 diém k-hitu ti chia
duong cong tuong duong song hitu ti dang
Weierstrass hoac Montgomery tuong ung. Tu
d6, nhém tac gia dua ra thuit toin dé dém s6
diém cia duong cong Edwards cuén trén
truong hitu han.

Abstract— In this paper, we are interested
in counting points on a twisted Edwards curve
defined over a finite field. In particular, we
construct explicit formulae allowing to
determine exactly the number of k-rational
points on a twisted Edwards curve when the
number of k-rational points on the birational

equivalent curve of  Weierstrass or
Montgomery form respectively is known.
Using these formulae, we introduce an

algorithm to count points on the twisted
Edwards curve define over a finite field.
Keywords— counting points; twisted Edwards
curve; Montgomery curve; Weierstrass curve; elliptic curve.
Tic khod— dwong cong Edwards cudn; duong cong
Montgomery; dudng cong Weierstrass; duidng cong elliptic;
dém diém.

1. GIGI THIEU

Cac dudng cong elliptic dang chudn Edwards
lan dau dugc Harold Edwards dua ra trong [8], sau
dé dugc nhom tac gia Daniel J Bernstein, Peter
Birker cling céc cong su tdng qudt hoa trong [3].
Theo do, ta c6 véi k 1a mot trudng hitu han véi dic

Bai bdo dugc nhén ngay 02/5/2022. Bai bdo dugc nhan xét bdi
phan bién thi nhat ngay 11/5/2022 va dugc chap nhan dang
ngay 18/5/2022. Bai bao dugc nhdn xét bdi phan bién thi hai
ngay 16/5/2022 va dugc chip nhan déng ngay 26/5/2022.
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s6 nguyén t6 p # 2, dudng cong elliptic cho bsi
phuong trinh:

Egq:ax® +y* = 1+ dzy? (1)

véi a,d € k thod méan ad(a — d) # 0 dugc goi 1a
duong cong Edwards cudn (twisted Edwards
curve) dinh nghia trén trudng k. Khong gidng
nhu cac dudng cong elliptic dang Weierstrass,
trén dudng cong Edwards cudn ngudi ta c6 thé
xdy dung phép cong va phép nhan d6i di€ém véi
cing mot cong thic duy nhét. Pidu nay mang lai
cho cic dudng cong Edwards cudn hiéu qua cao
hon vé miit tinh todn ciing nhu kha ning khéng
lai cic tin cong kénh k& t6t hon khi so véi
nhiing dang dudng cong elliptic khiac [4-6, 9].
Do d6, viéc xay dung céc giao thifc, ludc dd mat
mi st dung cic dudng cong dang chuin Edwards
dang ngdy cang trd nén phd bién, tiéu bifu cé
thé k&€ dén nhu lugc do chit ky s6 EdDSA [5, 10]
- lugc dd chit ky sb tit dinh hién di dudc cong
nhin 12 mot trong nhitng chuidn chit ky sb ciia
NIST [1]. Xu hudng st dung rng rai cac duong
cong dang chuin Edwards trong céc tng dung
mat mi di 1am ndy sinh yéu ciu cin xiy dung
cac dudng cong dang nay thod man cac tiéu
chuén an toan d€ st dung trong thuc té.

Pé c6 thé st dung trong cic cai dit thuc té,
cdc hé mat ma dudng cong elliptic cAn dudc xay
dung trén nhitng dudng cong c6 sb diém 16n va
thod mén cé4c tiéu chuin an toan dit ra. Do do,
v6i cic dudng cong dudc sinh, ta cin dém sb
diém ctia dudng cong d6 trén trudng xé4c dinh,
sau d6 kiém tra cdc tiéu chudn an toan tuong
ting. Viéc dém s6 di€ém clia mot dudng cong
elliptic trén trudng hitu han ludn 1a mot bai toan
phic tap va tén nhiu chi phi tinh toin. May
min thay, nhitng két qua nghién ciu tuyét voi
clia cac nha toan hoc va mat ma, bt dau tir René
Schoof [13], sau d6 la Noam Elkies va A. O. L.
Atkin di cung cip cho chiing ta mot thut todn
hiéu qui d€ dém sé diém dudng cong elliptic
trén trudng hitu han véi kich thuéc 1én dén hang
tram bit, goi 1a Thudt todn Schoof-Elkies-Atkin,
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hay mot cach ngin gon, Thudt todn SEA [7, 14].

Nhitng m6 tad rd rang cua Thuit toan SEA
hién nay chi 4p dung cho cac dutng cong elliptic
dang chuan Weierstrass ma chua cé cdc phién
ban tuong Ung cho cac duong cong dang
Edwards cudn. Vdy nén, dé c6 thé dém diém cta
cic dang duong cong elliptic khong phai
Weierstrass, ta can “di dudng vong” méi c6 thé
thuc hién dugc. Phuong phap “di duong vong” &
day la tir dudng cong dang chuin Edwards (1), ta
sé bién ddi ching vé dang chuin Weierstrass, sau
d6 st dung Thuit toan SEA dé€ dém sb diém cia
dudng cong do, roi tir két qua nhan dugc dé tinh
ra s6 diém ctia dudng cong ban dau. Tuy nhién,
hau hét cic phép bién ddi qua lai giita cac dang
dudng cong elliptic chi 1a cac phép bién ddi song
hitu ti, do vdy khong bio toan sb diém cia
dudng cong d6. Mot cach cu thé, gid st Egg 1a
mot dudng cong dang chuin Edwards dinh nghia
trén trudng hitu han & dugc bién d6i vé duong
cong dang chuin Weierstrass Ey tuong ting. Do
k 1a mot trudng hitu han nén tap cic diém k-hitu
ti cia Fpg va Eyy, ky hiéu 1an lugt 1a Epg(k) va
Ew (k), déu 1a cac tap c6 lyc lugng hitu han. Do
dé, ta hoan toan c6 thé viét dudc

v6i o 12 mot s6 nguyén nao d6. Bai todn dit ra &
day 1a caAn xdc dinh chinh xdc gid tri o nay.

Cho dén nay, mot sb dudng cong dang chuin
Edwards cudn an toan di dugc xay dung va dé
xuét dua vao st dung, chang han nhu dudng cong
Edwards Ed25519 hodc Ed448 [11]. Hodc nhu
trong cOng trinh [2], cac tac gia cling da xay dung
thuat todn dé sinh cic dudng cong Edwards c6 sd
diém du 16n d€ st dung trong cic ing dung mat
ma. D€ nhan dudc cdc dudng cong nay, phuong
phdp co ban vin 1a bién d6i song hitu ti tir cac
duong cong dang Weierstrass hoac Montgomery
tuong ng. Tuy nhién, hién tai chua thiy tai liéu
nao dua ra mdt cach tudng minh vé cong thiic lién
hé gitta s6 di€ém k-hitu ti clia dudng cong Edwards
cudn va nhiing dang duong cong tuong duong
song hitu ti khac. Muc tiéu cia bai bao nay chinh
12 thiét 1ap cong thiic lién hé gitta sb diém k-hitu ti
cua duong cong Edwards cudn véi cac duong
cong dang Montgomery va Weierstrass tuong
ung, tit d6 c6 thé mo ta thuat toan “ducng vong”
dé dém sb diém mot duong cong Edwards cudn.

4 S61.CS (16) 2022

Dong gop chinh cia bai bao: Trong bai bdo
ndy, qua cic Pinh ly 4, Ménh d& 5 va Hé qua 6
sé chi ra cong thiic lién hé gitta s6 di€ém k-hitu ti
cia mot duong cong Edwards cudn vé6i cac
duong cong tuong duong song hitu ti dang
Montgomery va Weierstrass cia n6. Tu d6, nhém
tac gid xdy dung thuat todn don gidn d€ dém sb
diém cta dudng cong Edwards cudn dinh nghia
trén mot truong hitu han. Pong thdi v6i Ménh dé
7, nhém tic gid danh gid ti 1& phan b6 cla dudng
cong dudc sinh khi cdc hé sb dudc chon ngiu
nhién déu.

B6 cuc cia bai bao: Phin II trinh bay viéc
bién ddi tuong duong song hitu ti tir mot dudng
cong Edwards cuén FEp; vé dudng cong
Montgomery Ej;. Sau d6 1a mot trong nhiing két
qua chinh - Dinh ly 4 dua ra cong thuc lién hé
gitta #Fpq(k) va #FEy (k). Phan III tdp trung
vao quan hé gitta dudng cong Montgomery Iy,
va duong cong Weierstrass Fyy tuong tng cling
nhu cong thic lién hé gifta sb di€ém cla ching.
Phan IV trinh bay viéc bién d6i song hitu i truc
tiép tir duong cong Edwards cudn sang dudng
cong Weierstrass. Tit d6 chi ra cong thiic tinh sb
diém cta Ep,g ti s6 diém cta F);. Cing trong
phan nay, nhém tic gid mo td mot thuit toan dé
dém sb diém cta dudng cong Edwards cudn trén
truong hitu han. Phan Két luan tong két nhiing
két qua dat dudc va dé cip dén mot s6 hudng
nghién ctu tiép theo gin v6i dudng cong
Edwards cudn va viéc dém diém cta no.

Cac ky hiéu: Xuyén subt trong bai bdo nay, k
dugc st dung dé€ ky hiéu trudng c6 dic sd khac 2
(c6 thé khic ca 3); p ky hiéu cho dic s6 nguyén
t6 cta truong k; Egg, Ear, By 1an ludt ky hiéu
cac duong cong Edwards cudn, Motgomery va
dang chudn Weierstrass; Cac chit cai Hy Lap
¢,1,,®, T, U ky hiéu cho cic phép bién ddi
gitia cac duong cong; Bén canh dé, cic ky hiéu
con lai trong bai sé dugc dinh nghia truée khi st
dung.

II. PUONG CONG EDWARDS CUON VA PUONG
CONG MONTGOMERY

Tru6c hét, d€ thun tién cho viéc trinh bay, dudi
day nhém tac gia nhic lai mot s6 dinh nghia dudc
st dung trong bai bdo nay.

Dinh nghia 1 ([3, DPinh nghia 2.1]). Cho k
1a mot trudng véi dic sd khac 2 va cac phan ti
a,d € k thoa man ad(a — d) # 0. Mot duong



cong Edwards cuon v6i cac hé sb a,d 1a duong
cong dugc cho bdi phuong trinh

Egq: ax? + y2 =1+ d.’IIZQZ.

Mot duong cong Edwards la mdt dudng cong
Edwards cudn véi a = 1.

Dinh nghia 2 ([3, Pinh nghia 3.1]). Cho £ la
mot trudng véi dic sd khac 2 va cic phan ti A €
k\{—2,2}, B € k\{0}. Puong cong Montgomery
v6i cdc hé s6 A va B la dudng cong dudc cho bdi
phuong trinh

Ey s Bv? =4 + Au® + u. (2)

Trong cac dinh nghia trén, £ 1a mot trudng tuy
y v6i dic sd khac 2. Tuy nhién, ngoai trif mot
I6p duong cong elliptic dac biét dinh nghia trén
cac truong nhi phan, cic hé mat ma dudng cong
elliptic thuong dudc xdy dung trén nhitng duong
cong dinh nghia trén cic trudng hitu han c6 dac
s6 p rat 16n. Do d6, trong pham vi bai bdo nay, dé
don gian nhom tac gia chi lam viéc véi cac trudng
k hitu han c6 dic sd khac 2, 3.

Mot khdi niém quan trong nita ma ching ta can
dé cap dén, d6 1a khai niém “twong duong song
hitu ti (birational equivalence)” gitta cac dudng
cong.

Pinh nghia 3 ([12]). Gia st £ va E’ 1a hai
duong cong dinh nghia trén mot truong k. Ta ndi
rang E va E' 1a tuong duong song hitu ti néu tdn
tai cac anh xa dudc cho bdi cac phéan thic (cac
anh xa httu ti) p : £ — E' va ¢/ : E/ — FE sao
cho ¢ o ¢’ 1a 4nh xa dong nhit trén F ngoai trit
tai mot s6 hitu han diém va ¢’ o  1a 4nh xa dong
nhét trén £’ ngoai trit tai mot s6 hitu han diém.

Céc anh xa @, ¢’ dudc goi 1a cdc phép doi bién
song hitu 11 gitta E/ va E'.

Bay gig, v6i duong cong Edwards cudn Fpy
dinh nghia trén mot truong hitu han k cé dic s6
khac 2 bdi phuong trinh (1), dat

2 d 4
A= M’ B= —
a—d a—d
Khi d6, theo khang dinh (i) ctia Pinh Iy 3.2 trong
[3], duong cong Epy la tuong duong song hitu ti
véi dudng cong dang Montgomery dinh nghia trén
truong k bdi phuong trinh

Ey : Bv? =4 + Au? + u. 3)
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Phép d6i bién Ery — E); duge cho bdi

(2.) > (u,0) = (1 - (11_+yy)x>. @

Phép d6i bién ngudc tuong tng Fy; — Epg dudc
cho bdi

u u—1
> =|(- : 5
o) ) = (S 24) O
Ky hiéu tdp Erq(k) = {(z,y) € k x k : ax®+
y? =1+ dz?y?*}, va Ey(k) = {(u,v) € k x k
Bv? = u? + Au® + u} U {oo} 1an lugt 1a tap cic
diém k-hitu ti trén dudng cong Epg, Ey tuong
ting, trong d6 Ej;(k) bao géom diém trung hoa
00, va Ey(k) = {(u,v) € k x k : Bv* =
u? + Au® + u} 1a tap chi gdbm cdc diém k-hitu ti
cua Iy;. Luc lugng clia cac tap nay dugc ky hiéu
lan lugt 1a #EEd(k), #EM(]{?), #EM/k<k) Trong
dinh ly duéi day, nhém tic gia sé& chi ra mdi quan
he gitta # Epq(k) va #Ey (), #Evi(k).
Pinh ly 4. Ta co
#E1W<k) - 27 néu
#EM<k) - 4, néu
#Eu(k), néu ()
Chirng minh: Dinh nghia anh xa

#Epa(k) =

ASHISERLSHIS]

cho bdi (4):

1+y 14y
s 0= (155205

Ta thiy 4nh xa ndy xdc dinh tai moi diém trong
FEgq(k) ngoai trit nhiing diém c6 toa do (x,y)
thod méan

z(l—y)=0.

Xét cac truong haop:
- Néu z = 0, phuong trinh (1) tré thanh
v =1,
diéu nay din dén
y = +£1.
— Néu y = 1, phuong trinh (1) trd thanh

ax® = dz®.
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Do a # d néu suy ra phuong trinh chi c6
nghiém z = 0.

Nhu vdy, véi 4nh xa ¢ chi ton tai 2 diém ngoai
1€ 1a
Q = (0,£1).
Dinh nghia anh xa

¢_1 : EM/k(k) — EEd(k‘)

cho béi (5):

(u,v)»—)(x,y):(%,z_;i).

Ta thdy 4nh xa nay xéc dinh tai moi diém trong
Ewmyk(k) ngoai trit tai cac di€m c6 toa do (u,v)
thod méan
v(u+1)=0.
Xét cac truong hdp:
— v = 0: Khi d6, phuong trinh (3) trd thanh
0=+ Av® + u = u(u? + Au+1).
+ Néu (A —2)(A+2) = 2% 1a chinh

phuong trong k, diéu ndy tuong duong véi
ad la chinh phuong trong k thi phucng

trinh trén c0  cac nghiém
w=0, _—A:I:\/(Az—2)(A+2).
+ Nguge lai, néu (A —2)(A+2) = 2% 1a

khong chinh phuong trong k, cé nghia ad
khong la chinh phuong trong & thi phuong
trinh trén chi c6 nghiém v = 0.

— u = —1: Khi d6, phuong trinh (3) trd thanh
Bv?=A-2.

+ Néu 452 = d la chinh phuong trong k, thi
phuong trinh trén c6 cidc nghiém
v==+4/(A-2)/B.

+ Ngudgc lai, néu Agz = d khong la chinh
phuong trong k thi phuong trinh trén khong
c6 nghiém.

Nhu vy, ta c6 céc diém ngoai 1& cu thé cho
anh xa ¢! nhu sau:

- Néu (‘id) =—1:
D
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+ Néu (9> —1, (g :) — —1: Chi ¢6 1 diém

P
ngoai 1€ 1a
P = (0,0).
+ Néu (%) = -1, (%) = 1: Cé4c diém ngoai

18 1a

P =(0,0),(~1,£1/(A—2)/B).

- Néu (2‘1) =1:
P
+ Néu (

) =1, (%) = 1: Céc diém ngoai 1&
1a

a
p

P = (0,0), ((—A%/(A - 2)(4 +2))/2,0),

(~1,+/(A —2)/B).

i (5) = -1, (3) -
A\p P
ngoai

&'la
P =(0,0),(~1,++/(A—2)/B).

Ky hiéu 3(¢), S(¢~') 1an lugt 1a tap &nh cia
cic 4nh xa ¢, ¢! tuong ing; Except(¢),
Except(¢™!) 1an lugt 1a tip cdc diém ngoai 1&
clia ¢, ¢~ tuong tng. Ta sé chi ra

—1: Cac diém

() N Except(¢p™!) =0

S(¢™) N Except(¢) = 0.

PAu tién, cAn phii ching minh
S(¢) N Except(¢~!) = 0,

diéu nay tuong duong vdi viéc chi ra ring véi méi
diém P = (u,v) € Except(¢~'), sé khong ton tai
di€m Q = (z,y) € Epa(k) sao cho ¢(Q) = P.
That vy, ta xét céc trudng hdp cu thé sau:
- Véi P = (0,0): Gia st ton tai diém Q =
(x,y) € Egq(k) sao cho ¢(Q) = (0,0). Tir

4), ta co
-0
y
1+y = 0

(1-y)x

H¢ phuong trinh trén cing véi phuong trinh
(1) cho ta két qud Q@ = (0,—1), diéu nay
1a khong th€ vi diém (0,—1) € Except(®).



Do d6 khong ton tai diém Q € FEgq(k) dé

$(@) = (0, 0)-

— V6i P = (—1,+4/(A —2)/B): Gia st ton
tai di€ = (z,y) € EEd(k) sao cho
»(Q) = (0 0) T (4) ta c6

R
(l—yy)m = % (A - 2)/B

HE phuong trinh trén v6 nghi€m, suy ra khong
ton tai diém Q € Egy(k) thod mén ¢(Q) =
p.

—_Véi P=((—A+ \/
Gia sif ton ta1 diém Q =

—2)(A+2))/2,0):
(z, y) € Egq(k) sao

cho ¢(Q) = (0,0). Tt (4), ta c6
1y —AE/(A2)(A+?)
1—y - 2
Ity _
(1-y)z 0

Giai hé phuong trinh trén cung véi (1) cho ta
diém Q = (0, —1), diéu nay 1a vo Iy vi diém
(0,—1) € Except(¢). Do d6 khong ton tai
Q € Ega(k) sao cho ¢(Q) =

Tiép theo, chiing minh
S(¢7") N Except(¢) =
That vy, ta xét cac trudng hdp cu thé sau:

— V6i Q; = (0,1): Gia st ton tai P, = (u,v) €
Eyk(k) sao cho ¢~ (Py) = (0,1). Tu (5) ta

{
—_— = I

1
Hé phuong trinh trén v6 nghiém, suy ra
khong ton tai diém P, € Ejk(k) sao cho
¢~ (P) =

IS

— V6 Q1 = (0,-1): Gia si ton tai
P1 (u,v) € Enk(k) sao cho
(P1) = (0,—1). Tix (5) ta c6

L= 0
u=l _ 1

u+1

Giai hé phuong trinh trén cung véi phuong
trinh dudng cong (3) cho ta két qua P, =
(0,0). Piéu nay 12 vo 1y vi diém (0, 0) 12 diém
ngoai 1 cla ¢~1. Do vy khong ton tai diém
Py € Eyi(k) sao cho ¢71(Py) = (0, —1).
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Biy gi0, ching minh v6i moi diém
R = (z,y) € Egq(k) va R ¢ Except(¢), ta c6

¢~ (#(R)) = R.
That vy, do R ¢ Except(¢) nén diém ¢(R) dugc

x4c dinh. bit R’ = (u,v) = ¢(R) € I(¢) va tit
4) ta cod
1+y 1+y)
R' = (u,v =< , :
(2) 1-y (1-y)=

Theo ching minh & trén, 3(4) N Except(¢~!) =
0, suy ra ¢~ 1(R’) dugc xdc dinh va thay toa do
R’ vao (5), ta ¢6

(@(R) =

- ? )
<

1

1ty

1+1/
1-y — 1)
1+y 1+?J
1— y):l: 1-y +1

R.

Mot cach tuwong tu, dé dang chi ra dugc, véi
moi diém

S = (u,v) € Eyyi(k) va S ¢ Except(¢™?),
ta co

$(¢7(S)) = S.

Tt c4c ching minh trén, ta suy ra ton tai song
anh gilta cac tdp di€m Egq(k) \ Except(¢) va
Ewyk(k) \ Except(¢~!). Tt day nhan dugc hé
thic

#FEgq(k) — #Except(¢)
= #Eyi(k) — #Except(¢™?).
Két hop hé thiic nay vdi khang dinh vé& s6 lugng
cdc diém ngoai 1é clia ¢, ! tuong dng theo tinh

chinh phuong trong k ciia a va d, ddng thoi tir
khéng dinh hién nhién

#Eyv (k) = #Eumu(k) + 1,
ta thu dugc cong thic

#EM(]C) - 2, néu

a) =
#Epa(k) = { #Eu(k) — 4, néu ; = (4) =
#E(k), néu (5) =1, (g) -1
Nhu vay, ta c6 diéu phai ching minh. O
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ITII. DPUONG CONG MONTGOMERY VA BUONG
CONG WEIERSTRASS

Gia st ta c6 dudong cong elliptic dang
Montgomery dinh nghia trén trudng hitu han &
c6 dic sb6 p # 2,3 cho bdi phuong trinh (3) Ia
Bv? = ud + Au? + u, v6i A, B € k thoa min
B(A% — 4) # 0. Do B # 0 nén c6 thé thyc hién
viéc chia ca hai v& phuong trinh trén cho B3 va
nhén dudc:

v? B u? n A u? 1 u
B2 B3 BB? B2?B’
bat u v
X=—s5=—
B,s B,
phuong trinh trén trg thanh:
A 1
2 _ y3 2

Tiép tuc bién ddi phuong trinh trén, ta cé:

A A? A3
2 _ 3 A 52 A
s = X —|—333X +3QB2X+§7B3
A

A2 1
Xt mX g
A3

9B?2 B2
AN\ 3-— A2

- (X+3_B) T 3m X T

AN\ 3-— A2 A

= (X+3—B) + 352 (X‘f‘@)

3-A2A A

3B2 3B 27B3
3 A2

_ (X+£) L34 (mi)

3B 3B? 3B
243 — 94
27B3
bit t = X—F%,g = ?};27142 vi o = 213:];2,4’

ta nhin dugc phuong trinh dudng cong cé dang
chuin Weierstrass, ky hiéu Ey:
Ew 2=t +et+4. (6)

Téng hop céc phép bién ddi trén, tir dudng cong
dang Montgomery

Ey i B! =ud 4+ Au? +u
nhin dugc dudng cong dang chuidn Weierstrass

Ewi 52=t 3=}€t'|'5
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qua phép d6i bién
A
(u,0) = (t,5) = (“ + 2=, 3) @)

va cac hé sb

3— A2 243 —9A
€= 0= ————

382’ 2783
Phép ddi bién ngudgc d€ dua Ey, vé E) trong
truong hgp nay dudc cho bdi

(t,s) = (u,v) = (Bt - g, Bs) . ®
Ky hiéu
Ew (k) = {(t,s) € kxk : s* = t*+et+5}U{oc}

1a tap cdc diém k-hitu ti clia dudng cong Fyy cling
v6i diém tai vo6 cung oo, va ky hiéu

Ewp(k) ={(t,s) €k xk:s* =1 +et+4}

la tap chi gdm cic diém k-hitu ti. Ta c6 khang
dinh sau day.

Ménh dé 5. V6i cdc dwong cong Eny, Evw duoc
xdc dinh nhu trén, ta co

#Eu(k) = #Ew (k).
Chitng minh: Dinh nghia anh xa

cho bdi cong thic (7):

(u,0) v (t,8) = (%Jrs%,%).

Khong khé d€ chitng minh 4nh xa % 12 mot song

anh véi anh xa ngugc

¢! Ewk(k) = Eyyi(k)

dudc cho bédi cong thiic (8):

(t,5) > (u,0) = (Bt - g,Bs) .

That vay, véi mot diém
Q = (t,s) € Ew(k) tuy §, bang cach tinh todn
truc tiép, ta chi ra dudc

Q@ =v7(Q) = (Bt - %, Bs) € Bun(h)



Tiép theo, tit dinh nghia ciia v, ta c6
Bt—A/3 A Bs
/ —_ —_— —_— = =

Piéu nay c6 nghia 1a
o 1/)_1(Q) = Q,VQ € EW/k(k)7

hay néi cich khic 1) o 9»~! 1a 4nh xa ddng nhit
trén EW/k(k)

Tuong ty, ta ciing chi ra dudc ¥~ o) 1a 4nh
xa dong nhét trén Epyyx(k). Bén canh d6, viéc chi
ra tinh don 4nh ciia 1, ¢! 1 tim thudng. Tt d6
ta c6 1 1a song anh, vdy nén

#Evk(k) = #Ew(k)
va diéu nay kéo theo
#Eu(k) = #Ew (k).
Ta c6 khing dinh cin chitng minh.

IV. PUONG CONG EDWARDS CUQON VA PUONG
CONG WEIERSTRASS

Gia st ta c6 mdt dudng cong elliptic dang
chuin Edwards dinh nghia trén trudng k cé dic
s6 nguyén t6 p # 2,3 bdi phuong trinh
Egq : ax? +y? = 1 + dz*y?, trong d6 a,d € k
thod mén ad(a — d) # 0. S& dung phép ddi bién
dudc cho bdi cong thic (4)

1+y 1+y
- ) = (15 7505

ta bién d6i Egg vé mot dudng cong tuong ducng
song hitu i c6 dang Montgomery E,; : Bv? =
ud + Au? +u yéi

2(a+4d) 4
a=20r9 g %
a—d ’ a—d
Ky hiéu phép ddi bién nay 1a
®: Egg - Ey.

St dung phép ddi bién dugc cho bdi cong thitc
(7

(u,v) = (t,s) = (%+3%,%>,

ta bién ddi Ej; vé mot dudng cong tuong duong
c6 dang chuén Weierstrass

Ew:s*=t2+et+4,

Khoa hoc va Cong nghé trong linh vuc An toan thong tin

véi
_3-A 2494
*= 3Bz T TooiB
Ky hiéu phép d6i bién nay la:
it
I'=Uod

1a hop thanh cia ® va U. RO rang,
T: EEd — EW

12 phép d8i bién tryc tiép dua Egy vé Ey va duge
cho bdi cong thitc

(1"7:‘{[) = (ta 5) Z .
+y +y
(Bu —9) "3B B —y —yﬁ)- ®

Thay A = 209 B = 4 vao cong thiic (9),
ta nhan dudc

B ﬁa( —y)z
(a—d)(1+y)
41 —y)z

Nhu vy, ta c6 cong thifc d6i bién tit Egy vao Ey

(z,y) = (t,s) = (10)
((a—d)(l-l—y) a+d (a—d)(1+y)>
4(1 —y) 6 @ 4(1-y)z
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Hon nira, ta c6
3— A2
3B2

2(a+d) | 2
3- (PP

2
()
—E(a2 + 14ad + d?), va
24° — 94
27B3

2 ()’ _ g2etd
27 (%d)

1 2 2
= 864(a—{—d)(a 34ad + d*).
Tém lai, véi phép d6i bién I' : Egy — Ew
dudgc cho bdi cong thiic (10), ta dd dua dudng cong
dang chuin Edwards Egg : az?® +y? = 1+ dz?y?
vé dudng cong tuong duong song hitu ti c6 dang
chuidn Weierstrass Ey : s2 = t2 + et + 6, trong

2(a+d)

do
£ = —i(a2+14ad+dz), (1)
1 2
= —@(a—i-d)(a — 34ad + d*). (12)

V& mbi quan hé giita sb diém clia dudng cong
dang chuin Edwards Egg va dudng cong dang
chuidn Weierstrass Ey tuong ting trén trudng hitu
han k (k€ ca phdn ti trung hoa), ta c6 khing
dinh sau.

Hé qua 6. V3i cdc ky hiéu nhu & trén, ta cé

#Ew (k)
#Ew (k)

— 2, néu

WL wie

— 4, néu

#Ega(k) =

Chitng minh: Hé qui nay dudc suy truc tiép
ctia Pinh 1y 4 va Ménh dé 5. O

Xét trudng hgp cu the k=TF,véip #2,31a
mot sb nguyén t6. Vi céc du0ng cong dang chusn

Edwards Er; dugc sinh ngiu nhién, tic 1a cic hé
sd a, d € F, dugc chon ngiu nhién, thi ti 1¢ phin
bb cic du'dng cong nay theo 3 trudng hdp trong Hé
qud 6 dugc uSc lugng trong ménh dé phét bidu
dudi day.
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#Ew(k), néu (5) =1, (g) - 1.

Ménh d& 7. Gid si cdc hé 56 a,d € Fp, ad(a—
d) # 0 cia duong cong dang chudn Edwards

Egq: az® +y* = 1 + dz’y?

dugc chon mdt cdch ngdu nhién déu. Khi do tl 1é
phdn bé duong cong Egy thod man cdc truong
hop 1, 2 va 3 tuong iing theo thit ty tic trén xudng
trong Hé qud 6 xdp xi khodng 50%, 25% va 25%.

Chitng minh: Truéc hét, véi z # 0 13 mot
phin tit dudc chon mot cich ngiu nhién déu

trong F} thi xdc suat d€ (%) = 1 s& bing véi

T

xéc sult dé (5) = —1, va bng 1. That vy, ky

hiéu
A1={a:e11<‘;:(f>=1},
D
A2={xe]F;:<£>:—1}.
D

Xét cac trudng hgp sau:

—p = 1 (mod 4): Theo tinh chit cia ky tu
Legendre thi

-1 _
(—) = (-1’7 =1
p
Do do,

5)-6)0-6)

#Ay = iAo = P

—p = 3 (mod 4): T tinh chét cda ky tu
Legendre, ta c6

_1) p=1

—_— = —]_ 20 = —]__
(5) =

Do 4o,

(5)-G)G)--G)
p p/\p p)
Diéu nay ciing din dén

#-Al = #-A2 = T

Bay gid, vdi cic trudng hgp trong HE qua 6, ta c:

1) Trudng hop 1: Theo chitng minh & trén thi:



1
pefocar;: (%) = 1] -

c6 nghia 1a ti 1€ cic dudng cong Egy thudc
trudng hop nay sé bing 50%.

2) Trudng hdp 2: Do

d
Pr !a €R ]F;,d €Rr ]F; (g) =1, <[_)> =—1
1

suy ra ti 1€ cac dudng cong Er4 thudc trudng
hop nay sé 13 xép xi 25%.

3) Trudng hgp 3: Tuong tu nhu trén,

PrizeRE;¢ieRE;:(%)::1,<g> :]l

1 1 1

22 4

tic l1a ti 1€ cac dudng cong Erg thudc trudng
hop nay sé xip xi 25%.

Nhu vay ta nhan dugc khing dinh cin chiing minh.

Tit HE qua 6, ta xdy dung thut todn nhu dudi
day d€ dém sb diém cia dudng cong dang chudn
Edwards cudn trén trudng hitu han.

Thuét toin 8. Pém sb diém ciia dudng cong
Edwards cudn trén truong hiru han

Pau vao:

- Mot dudng cong Edwards cuén Egg : az’+
y? = 1+ dz?y? dinh nghia trén trudng hitu
han k cé diic s6 nguyén tb p # 2, 3.

Pau ra:

- #Eg4(k) 1a s6 diém k-hitu ti cda dudng
cong Egg.

Cac budc thuc hién:

1) Tinh céc hé sb &, theo cic cong thic (11)
(12) va dinh nghia dudng cong Ey : s =
t3 + et + 6 trén trudng hitu han k.

Khoa hoc va Céng nghé trong linh vuc An toan thong tin

2) St dung Thuit todn SEA d€ tinh #Ey (k)
12 s6 diém k-hitu ti cia Ey, bao gdm ca
diém trung hoa oo.

3) Ap dung Hé qua 6 d€ tinh #FEgq(k) tit
#Ew (k).

4) Tra Vé #EEd(k)

PE minh hoa thudt todn trén, ta xét vi du dudi
day tuong tUng véi dudng cong Edwards cudn
“edwards25519” trong [10].

Vi du 9. Xét dudng cong Edwards cudn
“edwards25519” trong [10] dinh nghia trén
trudng I, bdi phuong trinh

edwards25519 : az? + y% = 1 + dz%y?,

trong dé
p = 2% 19
a = —1 (mod p)
d = —121665/121666 (mod p).

nhém tic gid sé st dung Thuét todn 8 & trén dé
dém sb diém ciia duong cong edwards25519 trén
trudng F,. Céc tinh todn dugc nhém tdc gia thuc
hién véi phin mém SageMath-8.8.

# Khai bdo dic sb p:

sage: p = 27255 - 19; p

# Pinh nghia trudng

h#tu han K:

sage: K = GF(p); K

# Khai bdo hé sbé a:

sage: a = K(-1); a

# Kiém tra tinh chinh
phuong cua a:

sage: a.is_square()

# Khai bdo hé sbé d:

sage: d = K(-121665/121666) ;
d

# Kiém tra tinh chinh
phuong cua d:

sage: d.is_square()

# Tinh hé sé A:

sage: A = K((-1)

* inverse_mod (48, p)

* (a”2 + 14 * a * d + d*2));
A
# Tinh hé sb B:
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sage: B = K((-1)
* inverse_mod (864, p)

* (a + d)
* (a”2 - 34 * a *d+ d*2));
B

# Pinh nghia duodong

cong elliptic

E : y*2 =x"3 + Ax + B

trén K:

sage: E = EllipticCurve (K,
[A, B]); E

# Pém sb didm m = #E(K):
sage: m = E.order(); m

# Xac dinh sb6 diém n

clla dudng cong edwards25519.
# Trong trudong hop nay n = m:
sage: n = m; n

# Phén tich n:

sage: factor (n)

Chay doan code trén, ta tinh dudc sb diém cilia
duong cong edwards25519 trén trudng hitu han
F, la:

n = 23 x 72370055773322622139731865630429
9424085711635937990760600195093828545425
0989.

bit:

L = 72370055773322622139731865630429942
408571163593799076060019509382854542509
89

= 2252 4 9774231777737235353585193779088
3648493,

va gia tri dong thita s6:
c=2%

Két qua tinh to4n dudc hoan toan khdp vdi gid
tri dudc cho cua dudng cong edwards25519 trong
[10].

V. KET LUAN

Trong bai bdo nay, nhom tac gia da tap trung
nghién citu viéc dém s6 diém k-hitu ti cta mot
duong cong Edwards cudn Eg,; dinh nghia trén
trudng hitu han k. Két qua thu dudc 13 nhém tic
gia da dua ra cic cong thic tudng minh dé€ xac
dinh s6 diém k-hitu ti cla mdt dudng cong
Edwards cudn tif s6 diém k-hitu ti cla cic dudng
cong tuong duong song hitu ti dang Weierstrass
hodc Montgomery. Tit d6, nhém tac gia xay dung
mot thuit todn dé dém sb diém k-hitu ti cua
dudng cong Edwards cudn khi biét phuong trinh
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dinh nghia va trinh bay Vi du 9 minh hoa cho
viéc d&m s6 diém clia dudng cong Edwards cudn
edwards25519 trong tai liéu [10].

Hudng nghién ciu tiép theo: Trong thdi gian
tiép theo, nhém tdc gia sé tip trung nghién citu
xdy dung bién thé ciia cic Thuit todn dém diém
Schoof ho#ic SEA 4p dung truc tiép cho dudng
cong Edwards cudn. Néu tdn tai thuit toan nhu vay
sé gitip tranh phai bién d6i song hitu ti dudng cong
Edwards cudn vé dang Weierstrass tuong tng.
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