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Extrapolated nonstandard numerical
schemes for solving an epidemiological
model for computer viruses

Abstract— The aim of this work is to construct
high-order numerical schemes that preserve the
dynamical properties of a mathematical model
describing the spread of computer viruses on the
Internet. For this purpose, we first apply Mickens’
methodology to formulate a dynamically consistent
nonstandard finite difference (NSFD) scheme for
the model under consideration. After that, the
constructed NSFD scheme is combined with
Richardson’s extrapolation method to generate
higher-accuracy numerical approximations. The
result is that we obtain extrapolated numerical
schemes that not only preserve the dynamical
properties of the computer virus propagation
model but also provide higher-accuracy numerical
approximations. In addition, a set of numerical
examples is conducted to illustrate and support the
theoretical findings and to show the advantages of
the proposed numerical schemes.

Tom tidt— Trong bai bao nay, cac lwge do sai
phan phi tiéu chuin cé cip chinh xic cao va bio
toan cac tinh chit h¢ dong lwc ciia mdt mé hinh
lan truyén virus may tinh trén Internet dwgc xay
dung. Piu tién, nhém tic gia ap dung phwong
phép luén ciia Mickens dé dé xuat mot lwgc dd sai
phan phi tiéu chuin twong thich dong lye hoc voi
mé hinh lan truyén virus may tinh. Sau d6, lwoc
dd sai phan dwoc két hop véi phuong phap ngoai
suy Richardson dé tao ra cac lwge dd sai phin c6
cip chinh xdc cao. Két qua 1a nhém tac gia thu
dwoc cac lwge dd sai phan phi tiéu chuin khong
nhitng bio toan cac tinh chit hé dong luc ciia md
hinh lién tuc ma con cung cip cac 1oi giai xap xi 6
cip chinh xac cao. Cudi cing, cic md phéng sb
dwoc thye hién dé minh hoa va hd tro cho cac két
qua ly thuyét ciing nhw dé chirng minh wu thé cia
cac lwge d sai phan khac thwong dwge xiy dung.
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. INTRODUCTION

Mathematical modeling and analysis of the
spread of computer viruses and malware can
provide us with many useful applications in
science and technology. This topic has strongly
attracted the attention of mathematicians and
engineers for many years (see, for instance, [1, 9,
28, 31, 33-35] and references therein). Recently,
we have studied qualitative properties and
reliable  numerical schemes for some
mathematical models of computer viruses and
malware [5, 12-15].

In this work, we reconsider a mathematical
model describing the spread of computer viruses
on the Internet, which was proposed and
analyzed by Yang and Yang in [34]. In this
model, we call computers as nodes; a node is
called internal or external depending on whether
it is connected to the Internet or not; and all
computers are classified into three groups
depending on their status with respect to
computer viruses, that are:

e Susceptible S: the group of uninfected
computers.

e Latent L: the group of infected computers
without any exploiting viral replication.

e Exploding B: the group of infected
computers with exploding viral replication.

Let S(t), L(t) and B(t) be the numbers of
uninfected, latent, and exploding internal nodes
at time t, respectively. Based on some technique
hypotheses, the following nonlinear system of
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ordinary differential equations was formulated to
describe the transmission dynamics of computer
viruses on the Internet (see [34]):

as(t)

—r = M [BA®) + B(BO) + 01S()
+ V1iL(t) + v2B(t) — 85(¢),

di(t)

—r = Mt [BL®)+ B(BO) + 0]s®)

— (@ + 1y, + L),
al(t) = (y2+ 8)B(1), 1)

where all the parameters are assumed to be
positive; B, and B, are functions having
continuous second derivatives with B, B, > 0
and By, B5 < 0. Details of this model can be
found in [34].

Since it is impossible to determine the exact
solution, our objective is to construct reliable
numerical schemes for solving model (1). For
this purpose, we first apply Mickens’
methodology [23-27] to propose a nonstandard
finite difference (NSFD) scheme preserving the
positivity, boundedness and asymptotic stability
of the model (1). Although the main advantage
of NSFD methods is that they have the ability to
preserve essential properties of differential
equation models regardless of chosen step sizes
(see, for example, [23-27, 29, 30] and references
therein), most of them are only convergent of
order 1. Therefore, the problem of improving the
accuracy of NSFD schemes has been studied by
many researchers with various approaches (see,
for instance, [4, 6, 7, 10, 11, 16, 20-22]). For this
reason, after constructing the (first-order)
dynamically consistent NSFD scheme, we
combine it with Richardson’s extrapolation
method [18, 32] to generate higher-accuracy
numerical approximations. The result is that we
obtain extrapolated numerical schemes that not
only preserve the positivity, boundedness and
asymptotic stability of the model (1) but also
have higher-accuracy. Note that the combination
of NSFD schemes and Richardson’s
extrapolation technique has been used in [11] to
improve the numerical solution of population
models; however, this work only deals with the
positivity and boundedness, not the asymptotic
stability of the population models.

dB(t) _
at
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Along with the theoretical analysis, a set of
numerical examples is performed to illustrate
and support the theoretical findings and to show
the advantages of the constructed numerical
schemes. The obtained results show that there is
a good agreement between the theoretical
findings and the numerical results.

The plan of the paper is as follows: NSFD
schemes are proposed and analyzed in Section I1.
Numerical examples are conducted in Section
I1l. The last section provides some conclusions
and discussions.

1. CONSTRUCTION OF NSFD SCHEMES

In this section, we will construct NSFD
schemes for model (1). For this purpose, we now
consider the model (1) on a finite time interval
[0, T] and partition this interval by a uniform
mesh

0=ty < t; <..< t;<..< ty_ < ty =T,

where t,,, —t, = At fori = 0,1,...,N-1.
Let wus denote by (S,L,B) (n=
1,2,...,N) the intended approximations

for (S(t,),L(t,),B(t,))T, respectively. By
applying the rules for the construction of

NSFD schemes [23-27], model (1) is
numerically approximated as follows:

: Sn+1 = Sn

W gan

L ~ n+1 -~ “n

W g@n

B ~ n+1 -~ Pn

W~ "pa@n
and

t — [B1(L(tn)) + B2(B(tn)) + 6]S(tn)

+V1L(tn) + VZB(tn) - 5S(tn)

~ Uy — [B1(Lp) + B2(Bp) + 0]Sn41

+V1Ln + Van - 6Sn+1»

tz + [BL(L(tn)) + B2(B(t)) + 0]S(tn)

—(a+y, +6)L(tn)

& Uy + [B1(Ly) + B2(Br) + 0]Sp41

—(0( + 6)Ln+1 + Y1Ln»

aL(t,) — (y2 + 8)B(tn)

~ aLn+1 - VZBn + 6Bn+1'
where ¢(4t) = At + 0(At?) as At -0 is
called a nonstandard denominator function.
For the sake of convenience, the variable At
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will be omitted in some places. The above
discretization process leads to the following
NSFD scheme for model (1):

Sn+1 - Sn

o0 T Biln) + Ba(Bo) + 0)Sni
+y1Lly + V2B — 8Sn41,

Ln+ - Ln

W = piz + [Bi(Ln) + B2(Bn) + 6]Snss

_(a + 5)Ln+1 + Van:

Bn+1—Bn
ﬁ =Ly — V2B + aBn+1' (2)

In order to analyze dynamical properties of
the NSFD model (2), we use the notation N,, =
Sy +L,+B, for n>0 and introduce the
following hypothesis

P(At) < min {%%} for all At > 0. (3)

Theorem 1 (Positivity and boundedness).
Let ¢(4t) be a function satisfying the
condition (3). Then, the following assertions
hold for the NSFD scheme (2):

1) The set R¥ = {(S,L,B)|S,L,B > 0} is a
positively invariant set of the NSFD scheme (2),
that is S,,L,, B, =0 for n > 0 whenever
5(0),L(0),B(0) = 0.

2) The sequence {Nn}nj; monotonically

converges to N:=u/8 as n -, where
wr=py o,

Proof of Part 1. This part is proved by
mathematical induction. Indeed, we first
transform the system (3) to the explicit form as
follows:

Sn + ¢(:u1 + Yan + Yan)

S = X
T4+ @By (L) + Ba(Ly) + 0+ 6)
L — (1-9y1)Ln+dy,

n+1 1+¢(a+8)

P(B1(Ln)+B2(Ln)+6)Sn+1 (4)
1+d(a+d) !

_ (1—¢y2)Bn + dalnyy
By =
1+ ¢6
It follows from (3) that 1 — ¢y, > 0and 1 —
¢y, > 0. Hence, we deduce that
SpitrLns1yBpos =0 if S, L,,B, >0 . The
proof for this part is complete.

+

Proof of Part 2. By adding side-by-side the first
and second equations of the system (2), we have:

Nn+1 - Nn
¢

which implies that

Npy1 = (% - No) <—1 +1¢8)n + %

therefore, the monotone convergence of the
sequence {N,} is proved due to the fact that
[1/(1 + ¢5)] € (0,1). The proof for this part is
complete.

=p — 6Npyq,

Next, we consider the following system of
algebraic equations to determine the equilibria
of model (2):

Sn+1 = Sy Ins1 = Iy Enya = En

It is easy to verify that the equilibrium points
of the discrete model (2) and the continuous
model (1) are identical. Hence, the NSFD
scheme also has a unique viral (positive)
equilibrium point E, = (S,,B,, L,).

We now apply Lyapunov’s indirect method
[8, 19] to investigate the asymptotic stability of
model (2). Following this method, we need to
determine conditions that guarantee that all the
eigenvalues of the Jacobian matrix of system (2)
evaluated at the unique viral equilibrium point
lie strictly inside the unit circle. By applying the
approach used in [17], we obtain the following
theorem.

Theorem 2 (Asymptotic stability). There exists
a positive number ¢, that only depends on the
parameters of the model (1) and plays as a sta-
bility threshold of the NSFD model (2), i.e., the
unique viral equilibrium point is asymptotically
stable whenever

¢(4t) < ¢, forall At > 0. )
Theorems 1 and 2 lead to the following result.

Theorem 3. The NSFD scheme (2) is
dynamically consistent with respect to the
positivity, boundedness and asymptotic stability
of the computer virus propagation model (1)
provided that

P(At) < At,:= min {Viyiqb} (6)
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for all At > 0, where ¢, is defined in Theorem 2.

Remark 1. 1) It is easy to design an algorithm
for computing the number At, in the condition

(©6).

2) There are many denominator functions
satisfying the condition (6), a simple function is
(see [23-27]).

1-— —TAt 1
At) = —— .

Some general families of denominator functions
satisfying (6) were introduced in [6].

Before constructing extrapolated NSFD
schemes, we need to analyze the convergence
and error estimates of the NSFD scheme (2).

Theorem 4. The NSFD scheme (2) is convergent
of order 1.

Proof. First, we set:
y(@) = (SO, L&), BT, ¥n = (S, Ln, BT,
and denote by f(y(t)) and g(y,, At) the
right-side functions of models (1) and (4),
respectively. It is easy to verify that
09y, 0)

g».0) =y, —7—=10).
from to the boundedness of y(t) and {y,} it is
valid to set

c:=sup ly(®) I,

t=0

d:=sup |l y, I,

t=0

c:=sup lly'(t) I,

t=0

Ocpi= | Iy I€ max{c,d}}.
for each arbitrary but fixed step size At > 0,
we denote

Qp:={(y, 40| 1y IS d,0 < At < At*}
and

if (v)
T,:= max
Y€Qcp oy
— az 7
2= (}’thglexﬂn )

It follows from Taylor’s theorem that

Y(tni1) = y(tn + AL)
2

, Ats
= y(tn) + Aty (tn) + Ty (gn)
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= y(t) + Atf Y (t) + 22y &),
Yn+1 = G(Yn, A1)

dg
+ At (yn,O)

N Atz azg

=9(Vn 0)

At? 9%g

—orz Yo ),
fOED) — fln) = % () 0 (tn) = ¥n)

where &,, ¥, € (t,t,+4t) and 6, €
((tn), y)- Therefore,

= Yo +Atf () + =

Y(tns1) = Yne1 = V(&) — V)
+At(f (tn) = fF ()

2 2

At ., g
+ T (y (fn) - W (yn' lpn)
9
=) — )+ At A (Hn)(y(tn) Yn)
206D ~ 2L G )

which implies that

Il ensq 1INl e, II +AtT, |l €, || +T,At2
= (14 Atty) |l e, Il +7,At2,

where e,,: =
(7). Hence,

y(t,) — yn; T, and T, are given by

Il enyq Il
S A+ Atr)[(A + Atty) Nl epq
| +7,4t%] + 1,4t2
= (1 + AtTI)Z ” en_l ” +T2At2(1 + AtTl) + T2At2
n

<< (14 AtT)™ |l ey || +7,4¢2 Z( 1+ Aty

j=0

By using Il e, Il = 0, we obtain:

I epyy I< 7,482 2(1 + Atzy))
=0

= 221+ Aer)" 1],

By applylng the well-known inequality z +
1 <e?for z > 0, the following estimate is
obtained:

rzm

(e"—'1 tnt1 — 1)

enig I< TZM( (n+DAtty _ 1 =
T1
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This is the desired conclusion. The proof is
complete.

We now construct an extrapolated NSFD
scheme for model (1) by combining the NSFD
scheme (2) with Richardson’s extrapolation
method. It is well-known that Richardson’s
extrapolation method generates
higher-accuracy results by combining lower
formulas [18, 32]. This method has been
widely used in the numerical analysis of
differential equations and integrals [2, 3].

Let us denote by:

yft/z: _ (Sﬁt/z,l’it/z, Bft/Z)T and
YAt = (SAt JAt BANYT(n > 1) the numerical
solutions generated by the first-order NSFD
scheme (2) using the step sizes At/2 and At,

respectively. Note that y*“/* and yAt are O(At)
approximations. Then,
At /2
zit = 2y, — it ®)

provides an O(At?) approximation formula for
model (1) (see [3]). By the similar way, we
can obtain  higher-accuracy numerical
approximations. For example, third-order and
fourth-order formulas can be obtained as
follows:

At/2 At
4z - Z
vrél\t: = nTn (9)
and
At/2 _ At
8v -
ert: = an (10)
respectively. In general, the (n+ 1) — order

formula is given by
ZnXAt/Z _ XAt
2n—1 '’

where X2t is an n —order formula.

Y4t =

In numerical examples performed in the next
section, we will observe the convergence and errors
of the extrapolated NSFD schemes (8) - (10).

I11. NUMERICAL EXAMPLES

In this section, we perform some numerical
experiments to illustrate the theoretical results

and show the advantages of the NSFD
schemes.

Example 1 (Comparing the NSFD scheme (2)
with standard schemes). Consider model (1) with
the data given by

L
pi(L) = 1+L ﬁZ()_l—-l-L' y1 = 0.5,
y, = 0.25, u, = 0.5, U, = 0.25,
a = 0.2, 6 =0.5, 6 = 0.01,

In this case, the viral equilibrium point E, =
(25.1019, 28.2033, 21.6948) is asymptotically
stable. Numerical approximations generated by
the standard Euler scheme, the second-order
RungeKutta (RK2) scheme and the NSFD
scheme (2) (with ¢(h) = 1 —e™" ) for
(5(0),L(0),B(0)) = (25, 20, 16) are
depicted in Figures 1 and 2.

It is clear that the Euler and RK2 schemes fail
to preserve the asymptotic stability, meanwhile,
the NSFD scheme (2) correctly preserves the
dynamics of model (1). Furthermore, we observe
from Figures 3 and 4 that the dynamics of the
NSFD scheme (2) do not depend on the chosen
step sizes.

—Euler scheme
| ——NSFD scheme

18 18

Figure 1. Phase spaces generated by the Euler scheme
and the NSFD scheme (2) with At = 1.45 after 1000
iterations
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——RK2 scheme |
—NSFD scheme| :

Figure 2. Phase spaces generated by the RK2 scheme
and the NSFD scheme (2) with At = 1.5 after
1000 iterations

Figure 3. Phase spaces generated by the NSFD
scheme (2) with some different initial data, At =
2.0 and t € [0,2000]

Bing 6

20

20
Dy

L
S

Figure 4. Phase spaces generated by the NSFD
scheme (2) with some different initial data, 4t =
0.01 and t € [0,2000]
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Example 2 (Errors and convergence of the
extrapolated NSFD schemes). In this example,
we analyze the convergence and errors of the
extrapolated schemes (8) (10). For this

purpose, we consider model (1) with the
foIIowing data
0.5B
W) =77 B =17 n=05
y, = 0.75, Uy = 0.5, u, = 0.25,
a = 0.25, 6 = 0.55, 6 =0.01,

Since it is impossible to determine the exact
solution, we admit the numerical solution
generated by the fourth-order Runge-Kutta
scheme using the step size At =107° as a
reference (benchmark) solution.

Our main investigation is focused on
approximations for model (1) at the end of the
time interval, i.e,, at T = 100. More clearly,
we now use the NSFD schemes (2) and (8)-(10)

e~ 16
with ¢ (4t) = to compute the numerical

approximations at T = 100. The obtained
results are reported in Table I-1V. In these
tables, the errors of the schemes are defined by

error(4t) = |S(ty) — Syl + |L(ty) — Ly|
+ |B(ty) — Byl,

and

rate := log at,/at,) (error(Atl)
/error(Atz))

is used to approximate the rates of the
convergence of the numerical schemes (see [2]).

TABLE 1. ERRORS AND CONVERGENCE RATES OF (2)

At error rate
0.5 1.8917
0.25 0.9951 0.9268
0.2 0.8033 0.9593
0.1 0.4085 0.9757
0.05 0.2058 0.9889
0.025 0.1033 0.9947
0.02 0.0827 0.9968
0.01 0.0414 0.9980




TABLE 2. ERRORS AND CONVERGENCE RATES OF (8)

At error rate
0.5 0.0984

0.25 0.0220 2.1608
0.2 0.0136 2.1450
0.1 0.0032 2.1130
0.05 | 7.5200E — 004 2.0682
0.025 | 1.8317E — 004 2.0376
0.02 | 1.1660E — 004 | 2.0243
0.01 | 2.8829e — 005 2.0159

TABLE 3. ERRORS AND CONVERGENCE RATES OF (9)

At error rate
0.5 0.0035

0.25 | 6.2628e — 004 2.4662
0.2 3.4258e — 004 2.7036
0.1 4.8549e — 005 2.8189
0.05 6.4410e — 006 29141
0.025 | 8.2896e — 007 2.9579
0.02 4.2656e — 007 2.9775
0.01 5.3879¢ — 008 2.9849

TABLE 4. ERRORS AND CONVERGENCE RATES OF (10)

At error rate
05 | 2.2137e — 004

0.25 | 1.5636e — 005 | 3.8235
0.2 6.5443e — 006 3.9034
01 | 4.2557e — 007 3.9428
0.05 | 2.7242¢ — 008 3.9655
0.025 | 1.4186e — 009 4.2633
0.02 | 6.3965¢ — 010 | 3.5694
0.01 | 1.4966e — 010 2.0956

Journal of Science and Technology on Information security

It is clear that the accuracy of the NSFD
scheme (2) is improved by the extrapolated
NSFD schemes. It should be emphasized that the
underlying NSFD scheme (2) is dynamically
consistent with model (1).

To end this example, we observe errors over
the time interval [0,100] generated by the
extrapolated NSFD scheme (9) with ¢(4t) =
h (ENSFD?2) and the RK2 scheme using the step
size At = 1073, From Figure 5, we see that the
ENSFD?2 is better than the RK2.

—FK?
—ENSFD2

Figure 5. Errors of the ENSFD2 and RK2 schemes
IV. CONCLUSIONS AND DISCUSSIONS

As the main conclusion of this study, we have
proposed and analyzed high-order numerical
schemes that preserve the dynamical properties
of a mathematical model describing the spread of
computer viruses on the Internet. By combining
the first-order NSFD scheme (2) with
Richardson’s extrapolation method, we have
obtained extrapolated numerical schemes that
not only preserve the dynamical properties of the
model under consideration but also provide
higher-accuracy numerical  approximations.
Finally, a set of numerical examples has been
conducted to illustrate and support the
theoretical findings and to show the advantages
of the proposed numerical schemes.

The results and approach presented in this
work will be useful in future works to construct
high-order numerical schemes for mathematical
models describing the spread of computer
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viruses and malware in particular and
mathematical models arising in science and
technology in general.
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