Journal of Science and Technology on Information security

Approach to collaborative fuzzy clustering in
large data analysis

Dang Trong Hop, Mai Dinh Sinh, Do Viet Duc, Ngo Thanh Long

Abstract— When data sets have one or more
similar characteristics, the clustering in each of
these data sets will have an effect on the other
data sets. However, for various reasons such as
data security issues, these data cannot be stored
centrally but in different places. Collaborative
clustering is a clustering technique that allows to
performance of local clustering on each sub-data
set and to exchange of information with other
data sets. A collaborative process will be
performed to adjust the clustering results on each
subset to achieve better clustering results on the
subsets of data. This paper presents a
collaborative fuzzy clustering approach in big
data analysis based on a high-performance
computational model to improve the computation
speed. Experiments on the Kitsune network
attack dataset show that the proposed algorithm
significantly improves the calculation speed
compared to the previous method.

Tom tit— Khi cac tap dir liu c6 mdt hodc
nhiéu dic diém twong dong véi nhau, viéc phian
cum trong mdi tap dir liéu nay sé c6 anh huwéng
dén cac tap dir liéu khac. Tuy nhién, vi nhiéu ly
do khac nhau nhw vin dé biao mit dir li¢u, nhirng
dir liéu nay khong thé dwoc lwu trir tip trung ma
Iru trit & nhirng noi khac nhau. M6 hinh phan
cum cfng tac la ky thuat phan cum cho phép thuc
hién tai mdi tap dir liéu con, va thuc hién trao dbi
thong tin véi cac tap dir li€u khac. Qua trinh cong
tac sé dwoc thye hién dé diéu chinh két qua phén
nhém trén mdi tap con dé dat dwoc két qua phén
nhém tét hon trén cac tip dir liéu con. Bai bio
nay trinh bay mét cich tiép cin phin cum mo
cfng tac trong phan tich di li€éu 1é6m dya trén mo
hinh tinh toan hiéu niing cao dé cai thién toc dd
tinh toan cia thudt toin dwoc dé xuit. Thir
nghiém trén tip dir liéu tin cong mang Kitsune
cho thiy thuit toan dé xuit cai thién dang ké toc
d¢ tinh toan so véi phwong phap trwéce do.
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|. INTRODUCTION

Today, we are faced with a huge amount of
information and data generated every day from
many different sources by humans. Data
analysis yields a wealth of useful information
from sources such as Facebook, Twitter,
Google, Wikipedia, and so on, as well as the
sensor system found in the majority of
electronic devices. However, large data sources
will also face demanding requirements in terms
of storage memory as well as computing
resources. Many techniques and algorithms
have been developed to deal with big data
problems, but it is difficult to get a universal
solution for every problem.

Collaborative fuzzy clustering (CFC) is a
tool to find structural similarities and
similarities between data patterns located in
many distinct regions, that is based on the
objective function expansion and fuzzy
clustering approach [1]. The idea of this
algorithm comes from the fact that the data
sets may not be concentrated on one computer
but affect each other during the clustering
process [2]. At the same time, the fuzzy
clustering in this data set has an impact on the
clustering in other data sets [3]. There are two
features of collaborative fuzzy clustering, one
is that detailed information in data sets cannot
be exchanged, but only structural information
can be exchanged [7]. The second is to
consider whether fuzzy clustering in this data
set has an impact on clustering in other data
sets [8]. Is the information about cluster
structure in each dataset useful in clustering
the remaining datasets?

Although fuzzy clustering models have
many advantages in handling uncertain data,
they face difficulties when working on large,
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multidimensional data sets [10]. Many authors
have developed techniques to improve the
efficiency of the original model [9]. Li et al.
proposed a Fuzzy C-Means (FCM) algorithm
based on GPU [4]. The empirical results
obtained by Li et al. showed that the proposed
parallel FCM on GPU is more efficient than the
sequential FCM. Instead of efficiency, they
claimed that the proposed method exhibits
improvement in the quality of the GPU
segmented image [12]. Mahmoud et al.
presented a GPU-based FCM for medical
images segmentation [5]. Shalom et al.
proposed a scalable FCM based on graphic
hardware [6]. They modified the sequential
FCM algorithm, such that the calculations of the
membership and cluster center matrices are not
comparable to the sequential one.

However, to the knowledge of the author,
there have not been studies to propose
collaborative fuzzy clustering models and
algorithms to speed up computation on large
data sets and overcome the problem of noise
and uncertainty in input data. Therefore, in this
study, we propose to use a parallel computing
model based on high-performance computing
units (GPUs) to improve the computational
speed of the collaborative fuzzy clustering
algorithm. In fact, it is difficult to give an exact
concept of large data, in the experimental part,
we test the Kitsune Dataset from the UCI
machine learning library with more than 27
million data samples. The results show that the
proposed method gives much better results than
the pre-improvement method.

The paper is organized into 5 sections:
Section 1 is the introduction; Section 2
introduces some related knowledge; Section 3 is
the proposed method; Section 4 presents some
experiments and Section 5 gives the conclusions.

Il. BACKGROUND
A. Fuzzy clustering

One of the widely used fuzzy set applications
is the FCM algorithm [1]. This algorithm allows
each data element to belong to many different
clusters according to different membership
grades. This algorithm considers MF values
based on the distance from each data pattern to

cluster centroids [1]. FCM algorithm model is
to optimize the objective function:

min{J,_(U,V, X) = ZC:Zn:ﬂdeii}
i=1 k=1 (1)

where Y=ldlan s 4 fuzzy MF,
V=(V,V,,.,V,) is a vector of (unknown)
cluster centers, X ={X,,X, € RM k=1,...,n},
d = |v; = %||. With the following constraints:
m>10< g, <1,
D> e =Ll<i<cil<k<n (2)
i=1
The objective function J_=(U,V,X) reaches
the smallest value when and only if:

Vi = Z,Uir: X/ Zﬂi[: 3)
k=1 k=1

ph =103 (dy 1, ) (4)
j=1

Equations (3), (4) can be obtained based on
the Lagrange multiplier theorem with the
constraints by Equation (2). FCM algorithm will
perform iterations according to Equations (3),
(4) until the objective function J_=(U,V,X)

reaches the minimum value.

B. Collaborative fuzzy clustering

Figure 1. The model of collaboration between data sets

The model of structural information
exchange or collaboration between data sets is
depicted in Figure 1. Given the data set

X ={X, X, ..., X | there are P sub-datasets
including D[1], D[2]....,D[P], where each sub-
dataset containing N[1], N[2]....,N[P] data
samples in the same attribute space X. In each
data set D[ii], we divide into c clusters. The
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clustering results in each data set affect the
clustering in the remaining regions, we call this
process collaborative fuzzy clustering.

In which the data sets do not directly
exchange detailed data, but only share structural
information, there is the cluster center vector
v[ii] (with ii=1,.,P). Naturally, when
collaboratively clustering results, looking at the
overall level of data sets will be better than
clustering results based only on local data at
each dataset.

The collaborative fuzzy clustering problem
whose objective function needs to be optimized is:

NIii] C
Qi = Z Zui[ii]diﬁ
©)
+ﬂz Z Z(uik —Uik [” | JJ])2d|2k
ji=1 k=1 i=1

The first part of the objective function is
similar to the FCM algorithmic objective
function. The second part of the objective
function shows that the optimization in the
collaborative process makes the difference
between the partitioning matrices decrease.

In the above objective function, u, [ii] is the

matrix that partitions the object k into cluster i in
dataset ii. U, [ii| jj] is called the collaborative

partitioning matrix of dataset jj onto dataset ii
and is calculated by the formula [5]:

0, [ii] jil= y 6
Jiﬂx [iil-v[i1]) ©

LI Lii]=v, i)

Parameter S represents the degree of

cooperation between data sets, the larger the
value, the higher the degree of cooperation, and
the value £ =0 represents between data sets

that have no cooperation. d, is the distance

from the k™ object to the "
the same data set.

cluster center in

Using the Lagrange method to optimize the
above objective function, the formula for
calculating the partition matrix and cluster
center is as follows:
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B, aliil il

=L i

U [ii] = — g 1-
Zfs a1 (+p(P-1)
=L Y
B Y. Uil jj]
Ji=1, ji=ii
1+ A(P-1))
Vn[ii]z
[ii] P NTii]
Zurk[ll]xkt+ﬂ 72 Z( U [iT] =0, [ | 1), (8)
P NTii]
ST+ A Y D (0,0, )

The partition matrix of the objective function
must satisfy the constraint that the total
membership of an element in the clusters in the
same data set is equal to 1, as follows:

U ={u, e[0,1]|ZC:uik[ii]:1,‘v’k

NTii] (9)
0< Y u[fii] < N[ii], vi}
k=1
C. High-performance compute architecture
GPU  (Graphic Processing Unit): A

microprocessor that specializes in analyzing
blocks of image data. The CPU handles
graphics and video-related tasks differently than
the delicate GPU, which specializes in visual
tasks.

The GPU also processes information via
multi-threading, parallelism, and memory at
high speeds. GPU technology is gradually
becoming easier to program, providing more
potential for processing acceleration for many
programs for a variety of purposes, than
conventional processing chips (CPUs).

Control ALU ALU

ALU ALU

CPU

GPU
Figure 2. GPU and CPU Architecture

The difference between the data processing
capabilities of these two types of chips is this:
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GPUs are designed specifically for parallel
computing and information processing. Up to
80% of the chip's transistors are used
exclusively for data computation, not for
receiving data or controlling information flow.

I1l. PROPOSAL METHOD

A. Collaborative fuzzy clustering based on
GPUs

CUDA is the parallel programming model
used for NVIDIA GP-GPUs. CUDA can
increase performance by harnessing the power
of a GPU device. Thousands of threads can be
executed concurrently using CUDA on GPUs.
The general model of the proposed method is
shown in Figure 3. Accordingly, on the CPU,
the input data is randomly divided into P data
sites. On the GPU, perform local clustering at
data sites using the FCM algorithm.

Datasite 1 Datasite 2
m

!
.
i

i -
|GPUs
i
1
1

|
CPUs
Fuzzyclustenng

Compute centroids on each datasite

_____

| Yes
Figure 3. General model of the proposed method

For data set X ={X,X,... Xy}, N is the

number of data samples, n is the number of
features of the data. X is divided into data sets
D[1], D[2],...,D[P], which contains NI[1],
N[2],...,N[P] data samples in the same space X
contains M attributes. In each data set D[ii] we
divide into c clusters.

NT[ii] ¢
Q[ii] Zzulk ["]d
i o (10)

+>, > 2 Al Hilugildil il

k=1 jj=1,jj=ii i=1

In the objective function (10), ii and jj are
the index of the ii data set and jj, u, [ii] are the

partition matrix of the ii dataset. The parameter
represents the degree of cooperation of the set jj
with the set ii and has the value domain [0, 1],
the value £ =0 represents the data sets without

the cooperation and is calculated according to
the following formula:

JIii]
Aii| jj]=minfl, Ti IJJ]] (11)
_ N[ii] €
with  J[ii| jj]= Z_Zﬂii[ii | i1l % —vLiil P,

and U, [ii| jj] is the cooperative partitioning
matrix of dataset jj on dataset ii and is
calculated by the formula:

aik[ii | JJ] =

7 (12)
s Ixliil-u il

& il v, Lill)
where, d? is the distance between the k™ data

in the set DI[ii] and the center of the i"™ cluster

M
v; in this same data set: df = > (x; —V;)* and
=1

d, [ji] is the distance between the k" data in

- .th - -
the set D[ii] and the i cluster center v;[jj] in

the D[if]: diliil= (% —v, i)’ -
j=1

For the convenience of implementation, we
build calculation functions on GPU including:
distance function d,, d,[jj], membership

value function u,, cluster center function v,

objective function Q,, and some other

functions Aii| jj1; J[ii| jj]. Input data on data
sites is divided into blocks of 16 samples
(array). All the arrays are defined in a 1-D
pattern. After defining device’s memories, all
data is transferred from the host to the device,
and then the main program loop is started.

The host calls four CUDA kernels one after
another to calculate the cluster centers from
memberships. The host will determine if the new
membership function satisfies the condition as
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shown in Figure [3]. If the condition is satisfied,
finally the cluster center arrays will be transferred
back to the host. Defuzzification is performed and
the final clustering results are obtained.

The steps to implement the CFC-GPU
algorithm are shown in Algorithm 1.

Algorithm 1: The CFC-GPU algorithm

Input: Dataset X, &, and initialize the
parameters m, the maximum number of
iterations T the number of data site P, the

max !
number of items in each data site ii is N[ii], the
number of cluster in each data site ii is c[ii], the
number of attribute of the data item is n, the
data item in each data site X[ii].

Output: Clustering results.

Begin
Phase 1:
1.1 Locally clustering.
1.2 Run FCM algorithm for each data site
Phase 2: Collaboration
2.1 REPEAT
2.1.1 t++
2.1.2 Communicate cluster prototypes from
each data site to all others
2.1.3 For each data site DIii]
Compute induced partition matrices
Repeat

+ Compute local partition matrices u® by
Equation (7).

+ Compute local cluster prototypes v® by
Equation (8).

Until the objective function is minimized
End for
-1

2.2 UNTIL max(v® —vP |<g OR t=T__
End.

For each phase in the algorithm flowchart,
the parameters for each algorithm are selected
based on the parameter suggestions in the
original paper.

B. Cluster quality evaluation index

Bezdek studied and presented two
coefficients, that are Partition Coefficient (PC)
[13] and Partition Entropy (PE) [14] to
measure the clarity of the fuzzy membership
function values.
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1 C N
PC :WZZU"ZS
1c:lc|:1N (13)
PE=—=> > u,lInu,
N c=1 i=1l

The resulting classification performance is
evaluated by determining True Positive Rate
(TPR) and False Positive Rate (FPR) defined as
follows:

TPR=—1" _ppR=_N__
TP +FN TN +FP

The accuracy of the classification results is
calculated by the formula:

TP+TN
TP+TN +FP+FN

where TP is the number of correctly classified
data and FN is the number of incorrectly
misclassified data, FP is the number of
incorrectly classified data and TN is the number
of correctly misclassified data. The better the
algorithm is, the higher the TPR value is, and the
smaller the FTR value is encountered.

(14)

Accuracy =

(15)

IV. EXPERIMENTS

In the experiment, we select an Intel Core2
2.66 GHz CPU-based desktop computer with a
Windows 10 operating system and C++
programming environment as our platform.
NVIDIA graphics card with a memory capacity
of 2 GB.

To test the effectiveness of the proposed
method, we experimented on a dataset
downloaded from the UCI machine learning
library [15]. The details of the experimental data
set: A cybersecurity dataset containing nine
different network attacks on a commercial IP-
based surveillance system and an 10T network.
The dataset includes reconnaissance, MitM,
DoS, and botnet attacks. There are 9 network
capture datasets in total, listed below. Viol. is a
breach of security (of confidentiality, integrity,
and authenticity).

For each attack (network capture) above we
provide (1) a CSV of the features used in our
paper where each row is a network packet, (2)
the corresponding labels [benign, malicious],
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and (3) the original network capture in truncated
pcap format. The dataset consists of 27.170.754
observations with 115 features. We randomly
divided the Kitsune Network Attack dataset into
3 subsets (3 data sites). The data is clustered
into 10 clusters (one benign packet cluster and
nine attack packet clusters).

Experimental evaluation of the accuracy of the
proposed algorithm CFC-GPU is compared with
the algorithms FCM [1], CFC [7, 8], FCM-GPU
[11]. The experimental parameters are set together
as follows: Fuzzy parameter m=2, maximum
number of iterations T_, =500, stopping

condition €=10"°. These parameters were
selected based on previously published studies.

TABLE 1. ACCURACY OF CLASSIFICATION RESULTS

Al Indexes

g- PC PE Acc. Time
FCM | 0.8211 | 04871 | 0.8706 | 2h36m28s
CFC | 08974 | 01571 | 09376 | 1h24m4ls
FCM-
opy | 08209 | 04895 | 08645 = 29m32s
CFC-
Cpyy | 08973 | 0.1482 | 09388 | 16m29s

Table 1 shows the results of the classification
efficiency evaluation according to the CFC, FCM-
GPU, and CFC-GPU algorithms. The
classification results show that the CFC, CFC-
GPU algorithms give the best results on most data
sets. The running times of the algorithms FCM,
CFC, FCM-GPU, CFC-GPU are shown in Table
1 and Figure 4. It can be seen that the FCM and
CFC algorithms running on the CPU run much
slower than when running on the GPU.

Second Running time (s)

10000

9000
8000
7000
8000
5000
4000
3000
2000
1000

o

FCM CFC

Figure 4. Running times of algorithms

W Time ()
B =

FCM-GPU CFC-GPU

Specifically, the running times on FCM and
CFC are 2h36m28s and 1h24m41s, respectively.

Meanwhile, FCM-GPU and CFC-GPU are
29m32s and 16m29s, respectively. As can be
seen, when performed on GPU, the CFC and
FCM algorithms produce results approximately
five times faster than when performed on CPU.

From the experimental results, it can be seen
that GPU-based parallel computing on
subdatasets will significantly speed up the
clustering process according to the traditional
sequential method. This is achieved because the
parallel computation will perform local
clustering (simultaneously) on the subdatasets
and there is no communication with each other.
After finishing the local clustering process,
information will be exchanged between the sub-
datasets. Thus, instead of clustering each subset
of data in turn before collaborating, parallel
clustering will significantly reduce the time to
solve the problem.

V. CONCLUSION

The paper proposed to improve the
computational speed of the collaborative fuzzy
clustering algorithm based on the high-
performance computing platform. To evaluate
the effectiveness of the proposed algorithm, we
tested it on the Kitsune Network Attack large
dataset with more than 27 million data samples.
Experimental results show that the proposed
CFC-GPU algorithm running on the GPU gives
computational results many times faster than the
CFC algorithm running on the CPU. This result
shows the potential of applying for integrated
graphics cards on personal computers to
increase the computational speed of algorithms
on large data sets.

In the future, we will experiment with other
types of data and develop semi-supervised and
supervised techniques for more powerful
algorithms, such as fuzzy deep learning.
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