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Efficient multiplication of a vector by a
matrix MDS

Pablo Freyre Arrozarena, Ernesto Dominguez Fiallo

Abstract— An algorithm is proposed for the
efficient multiplication of a vector by an n xn
MDS matrix defined on [F, or by its inverse. The
algorithm is based on the multiplication of two
polynomials modulo a polynomial of degree n
Reed-Solomon code generator and has
complexity O(nlog, log,(nlog, q)).

The algorithm only needs to store n values of
the IF, field for the multiplication of a vector by
an nxn MDS matrix and 2n values for the
multiplication of the vector by the inverse matrix.

Tém tit— Mot thuat toan dwge dé xuit cho
phép nhan hig¢u qua ciia mjt vecto véi ma tran
MDS n X n duwge xac dinh trén Fq hodc nghich
dao caa nd. Thuat toan dua trén phép nhan hai
da thac modul mét da thic bic n By tao méa
Reed-Solomon va ¢6 d¢ phiac tap
O(nlog; log;(nlog; q)).

Thuat toan chi cin lru trit n gid tri cia
truong F, cho phép nhén vecto véi ma tran MDS
n X n va 2n gié tri cho phép nhin vecto véi ma
tran nghich dao.

Keywords— MDS  matrices;
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Tir khba— Ma trgn MDS; phép nhéin da thic.
|. INTRODUCTION

MDS matrices are of great importance in the
design of block ciphers and hash functions
because they allow the building of optimal
linear diffusion layers. However, MDS matrices
are not sparse and have a large description,
which induces costly implementation in
software and hardware. Research focuses on
circulant [1] and recursive matrices [2] to
reduce implementation costs, but the solutions
found to date are only for small dimensions.
When the dimensions considered grow, both
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generating the MDS matrices and reducing their
implementation  costs, become extremely
complex problems that have not yet been
resolved.

In this paper, an algorithm is proposed for
the multiplication of a vector by an n x n MDS
matrix defined over IF, or by its inverse, which
does not need to store them. With the proposed
algorithm, the problem of obtaining an MDS
matrix, its inverse and the efficient
multiplication of a vector by an nxn MDS
matrix are solved. This is of great importance
for cryptography, in particular, in light-weight
cryptography.

The algorithm is based on the multiplication
of two polynomials modulo a polynomial of
degree n Reed-Solomon code generator and has

complexity O(nlog, log,(nlog, q)) [3].

The algorithm only needs to store n values of
the IF, field for the multiplication of a vector by
an n xn MDS matrix and 2n values for the
multiplication of the vector by the inverse
matrix.

The paper is organized as follows. In the
preliminaries (Section Il) are basic and
necessary mathematical elements. Section Il
describes and bases the algorithms proposed for
the generation of non-singular matrices and it
concludes with an example that serves as an
introduction to the algorithm to generate MDS
matrices, which is described in Section IV and
the paper ends with the conclusions.

I1. PRELIMINARIES

Let G = GL,(FF,) be the general linear group
and Q the vector space over [F,. The action of
gEG on e is denoted by 9 € G. The
stabilizer of points By,B,,...,0; € Q in G is

denoted by Gg 4, g Let B = (B, Bz -, Pk)
be a basis for G, then it holds thatGg 5, 5, =
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{I,}, where I, is the identity matrix of size n x
n. This determines a descending chain of
stabilizers:

G=6W26@®2...26%D ={] 3,
where GO =Gp g 5, i=12,..,k+1.
The orbit of a specific element g € Q is B¢ =
{B9:g € G}. Given the base B =

(B1, B2, -, Br), the basic orbits are the sets of
points [4]

AO={pf", i =12,...,k}

The Schreier structure for the base B is
defined as the arrangement

L =Lg, Lg, s Lp,]

in which
L [ Bi ay a, - s ]
Bi I, gil) ggl) gs(z) .
A= (B a @ i),
o @& O
i i i : 94195 -9;
gil)’ggl)’ "_’gg) € G(l), ﬁi 192 -9; _ @,

i=12..,kandj =12, ..,s,.

A right transversal for GV in GO is the set
Ui = {uguy, ..., u,,} of the representatives of
the right cosets of G+ in G®, being x, = 1,
and t; + 1 the index of GGV inG®. Every
element g € G can be expressed in a unique
way as the product of elements of a right
transversal U;, 1,2, ..., k for GV in 6@ ie.

1
VgEG,g= Hui
i=k

where
!
u; €U; = ng(-i) :g((,i) =I,l=01,..,5s;
j=0

A random selection of the elements of G can
be reached by randomly selecting the elements
of U, 1,2, ..., k [5].

Given a  monic  polynomial g(x) €
Fqlx],g(x) = go + gax + -+ + gnax™ ' +
x™, the companion matrix is:

0 1 .. 0

_ : : : 0

A=l o o = 1
—90 —Y91 " TIn-1

The order e € N of the matrix A is the
smallest positive integer such that g(x)
dividesx® —1. Let a(x)=a,+a;x+ -+

p_x™1,  and  a(x)=a,+ a;x+ -+
a,_,x™1 be two polynomials such that
a(x),a(x) € Fy[x]. Itis to be noted that

(o, 1, ) Q1) = (@9, Ay, v, Apg) - A"

it is equivalent to
a(x) = a(x) - x* mod g(x)
see [5].

From now on, the base considered for G =
GL,(F,) is the base B = (By, By, ..., Bn), Where
B, =(1,0..0) and Bi =

<0, ...,O,l,o 0),2 < i < n, are the canonical
i

vectors with 1 at position i and 0 elsewhere.

I1l. ALGORITHM

Next, an algorithm is presented with its
foundation for the generation of an invertible
matrix from the set of all invertible matrices
defined over I, another algorithm for obtaining
the inverse matrix of a matrix obtained by the
previous algorithm, and the multiplication of a
vector by an invertible matrix.

In the algorithms that are presented below:

e ¢, meets thatn<e; <g"—1 and is

defined in Lg in the algorithm
foundation.

e They,, fulfillthat1 <y, < q" —2and
1<i<y,.

Algorithm 111.1: Generation of a non-singular
matrix.

Input:
e The monic polynomial

vl(x) == 171,0 + Ul’lx + -4 vl'n_lxn_l +
x™ € Fy[x] withv, 5 # 0.

e The primitive polynomials
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9i(x) = gio + gi1x Tt Gim-iX"
+x" e F,[x],1<i<n
e The values ¢;; EFg,2<i<nand 0 <
j<i-2.
e The values p; indicate the position of y;
in  Lg,0<p <q""'—-2and1<
i <n.
Begin
/[Calculation of the first row of matrix A
Input: (aq, a4, ....,a,_1) = (1,0, ...,0)
Switch (u,)

o Casey, =1ii=0,1,..,e; — 1.
(Gg+ Qyx+ .ot Ap_x™1)

= (ap+ a;x + -

+ ap_1x™ ) (x#1) mod v, (x)

o Case uy =y, i=12,..,71.
(Ao + Gyx+ ...+ Gy x™ 1)
= (((ap + ayx + -
+ a1 ™Y (x¥ 7 )mod vy (x))

et dymod g, (x))

(ag, @y, v, py_q) = (Gg, 8y, oo, Gp_q)

Output: Row: = (ag, @y, .-, Ap—q)
/[Calculation of the row j of matrixA, 2 <j <n
Step 1

Input:

(ag,aq, -y an_1) = (0, ...,0,\1'1,0 ..0),2<)<

]
n. They are the canonical vectors with 1 at

position i and 0 elsewhere.
Fori=jdownto2do

Begin

Gy = ag + Cio0i—1,4; = a3 + €;1Gi_1, .y
A2 = Qi3+ €201

(Gi_y + Qix + oot Gy x™Y)

= (aj_1 + a;x + -+ ap_1x™" ) (x*) mod g;

(aOf ay, ..y an—l) = (dOf alf ] an—l)

End
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Step 2
Input: (ay, a4, ---

Switch (u,)

o On_1)

o Casep, =14i=0,1,..,e; — 1.
(Gg + a1 x + ot Ap_x™1)
=(ay+ ayx + -

+ ap_1x™ ) (x#1) mod v, (x)

o Case y, = Yip L=12,..,71.
(Ao + yx+ ...+ @p_x™ 1Y)
= (((ap + ayx + -~

+ a1 XY (x17)mod vy (x))

7 )ynod g, ()
(aOJ Aqy eeeey an—l) = (aO' Ayqy ey an—l)

Output: Row j = (agy, a4, .
End

+y On_1)

Output: Non-singular matrix A.
Proof:

We will perform the proof of the algorithm
by induction. We will first show that Lg and

Lg, can be written as shown in the algorithm
and then we will assume that it holds for Lg.
and show that it holds for Lg..

Let the Schreier structure be for the
canonical basis B = (4,8, --,Pr)- Be the
arrangement L = [Lg , Lg , ..., Lg |-

Let

Lg,

B @, o, a, , 01, = O,

- Y- Y
L, A, A, .. A B;'* .. B

where:

e A, is the companion matrix of the
arbitrary monic polynomial
v1(x) = (W10 + VX + o+
Vi1 X"+ x™) € Fy[x] with vy5#0
and e;,n <e; <q™—1, is the order of
the matrix A4,.

* Bl = (1' 0' e 0)' all = ﬁl Al

0(15+1 == alsAl, 1 S S S 81 - 2
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[ ] als i Slyj,

J=7-

e B, is the companion matrix of a
primitive polynomial g;(x) = (g1 +
g1aX + o+ g X"+ x™) €
Fg[x].

o b5, #6 forl#m, 1<[m<y, and
y, are such that &, = a;, _, B** and

1
512 = 612—1 Bl}/lz’ 2 =z= Y1

1<s<e —1land1<

Writing Lg, in the form shown, the right

transversal U, of G®) in GV is determined and
givenu, € U;, ((ag,aq,.--,ap_1)uy) IS as
shown below:

Ifi=0,1,..,e;—1.

(g + yx+ ...+ Gp_x™ 1)
- (ao + alx + eee
+ a,_1x™ ) (x") mod v, (x)

Or
Ifi=y,, i=12..,71.
(Gg+ a1 x+ ..+ dp_x™ 1Y)
= (((ap + ayx + -
+ a1 x™71) (x 7 mod vy (x))

e )y mod g ()

It is being demonstrated in the form that Lg,
takes in the algorithm.

Let
[ B, ay, a2 m-1_,]
o4, A
ﬁZ(xo 0-'2‘1’ azgn—1 2
Lﬁz = Dzao AZ AZ
Bzaq_z aZ?_z azggzl—z
| Dzaq—z AZ A2
where:

o« B =(010,..,0)8,=
(«°1,0,..,0),.., B2 =
(a?72,1,0,...,0).

e @, =(0,0,1,0,..,0), ay=
(O_’O, 0, 1, 0, ey 0), . (Z2¢11—2 =
(?72,0,1,0,...,0).

L . 0
0

H Az(n_l)

e A,= , Where Az, is

)

0
the companion matrix of a primitive

polynomial  g,(x) = (92,0 + 21X +
ot GonaX™ 2+ x"1) € Fylx]. The
matrix A, stabilizes all the elements of
the base before 3, i.e. B, in this case.

¢ A, , = O,hq, ey by A1)y ooy

., q-2 =

n-1_,

(azq;il Z,hl, ....,hn_z, hn—l)a
q —
h,l1<t<n-1

24
q

are arbitrary values of .

I . 0
! |
e Dy, = Aziny ‘
0
| (hp_) ta® |
° D2 =
I 0
! ]
A ‘
0
| —(hp_y) ta* 1 + ak |
1<k<qg-2

Writing Lg, in the form shown, the right

transversal U, of G® in G® is determined and
given u, € U,, ((ag,ay,....,ap_1) Uy) IS as
shown below:

/C\lo = aO + C2'0a1, (al + dzx + ..
+ an—lxn_z) =

= (a, + ayx + -+ ap_1x""%)(x*2) mod g,

The value p, indicates the position of p, in
LBZ’O < 15 < qn_l - 2.

It is being demonstrated in the form that Lg,
takes in the algorithm.

Assuming that the algorithm is true for i-1,
we will show that it is true for i.
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Let
Bi i, Ain-iv1_,]
I‘Vl Ai Ai
. ' o
'BlaO “zf an—i+1_2
Lﬁi = Diao Ai Ai
. g—2..0— *.q-2..9-2
ﬁlaq—z...q—z @;9-2-a-2 L Lneivi,
Dzaq—z---q—z 4 A;
where

e Bi=1(00,..0,1,0..0),
i
B; = (a°,0, +,0,1,0..0),...,

l
. — q-2 q-2
Bi q-z.q> = (@5, ,3‘,0...0)
L

e a,=(00,.,01,0.0),
it1
ap = (a0, ...,0, 1,0 . 0),...,

i+1

x.q-2,..9-2
Ly

= (a?7?%,...,a772,0, 1,0..0)

i+1
Iy . O

o A= , Where A; is

. I(n—i
l(n—i+1) (n-i+1)

0
the companion matrix of a primitive

polynomial 9i(x) = (gio + gi1x +
ot i X"+ XYY € Fy[x]. The
matrix A; stabilizes all the elements of
the base before ;.

. aiqn—i+1_2 = (0,0, ""O’CE’ ey e ) ey
L
aiq—z....q—z
qn—l+1_2
_ -2 -2
= (a7, .., a1 ,E,...,rn_l)

i
r,i <t <n-—1, are arbitrary value of

b Di 0 = :Ai(n—i+1)

(r—1) 1a%0...0
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L4 0o .. 0
0

= i(n—-i+1)
0

—(rpe) ta? 3 + 72 .

Writing Lg, in the form shown, the right
transversal U; of G® in GG*D js determined and
given u; €U;, ((ag,aq,...,ap_1) u;) IS as
shown below:

Gy =ag + ¢00i—1,41 = a3 + C;1Qi_1, ..y

A

Aj—z = Aj—p + Cji20i_q
(@i_y + @ix + ot Gy x™)
= (aj_1 + aix + -+ ap_1x" ) (x*) mod g;

The values y; indicate the position of y; in
Lg,0 < p; < q" 7' -2

It is being demonstrated in the form that Lg,
takes in the algorithm.
Then, having defined the input values of

algorithm 111.1, the generation of an invertible
matrix A can be done as follows [5]:

Input:
B = (131':82' "":Bn)
Fork=1ton

Rowy = (Bi) -1 - M1

Output: Invertible matrix A.
Then the algorithm is proved.

The inverse of a matrix A obtained by the
previous algorithm is calculated as follows [5]:

Algorithm 111.2: Generation of the inverse of a
non-singular matrix.

Input:

The input values are similar to those of the
algorithm I11.1.

Begin

/ICalculation of the row i of matrix A=, 1 <i
<n.
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(ag,ay, e, p_q) = <0, ...,O,&‘,O ..0

l
1 <i < n. They are the canonical vectors with

1 at position i and 0 elsewhere. Algorithm 11.3: Multiplication of
(ag, ay, ..., ay_1) by the matrix A.

The multiplication of (ay, a4, ....,a,-1) €
’ F," by the matrix A obtained by the previous
algorithm is done as follows [5]:

Step 1 .

Switch ( ) Begin
o Caseu, =10i=0,1,..,e; — 1. The input values are similar to those of the
(Ao + Ayx+ ...+ Ap_qx™ 1Y) algorithm 111.1.
=(ay+ a1 x + -

+ a,_ 1 x" ) (x™") mod v, (x) Step 1

Input: (ag, ay, ..., Ap_q)
=y, 1=12,..,1. .
o Case =y, in o For i = n down to 2 do
(@y+ ayx+ ...+ G x™ 1) =
Begin

<<(a0 + a;x + do =0Qqy + Ciroai_l,dl =a, + Ci1Ai—1) v
-1 _(V +¥1,+ oty ) di—z = ai—2 + Ci,i—zai—l
+ ap_ ™) (x V2T ymod gy (x)
Qg+ Ax + o4 @y x™1)

x~@ D) mod v, (x) = (a4 + apx + -
+ a,-1x"7") (x#) mod g;)
(aOF Ay, ey an—l) = (aOr dll ey dn—l) (ao, Aqy eenn, an_l)
Output: (aOJ g, ey an—l) = (aO; Aqy ey Aj—2, Aj—q, «v,y an—l)
Step 2 End
Input: (ay, ay, -, Qp_q) Step 2
Forj=2tondo Input: (ag, ay, .., ap_1)
ap=ag — Ci,Oai—lial =0y — Ci1Gi—1, - o Caseu, =1ii=0,1,..,e; —1.
~ (Ao + yx+ ...+ @p_x™ 1Y)
Aip = Aj_2 — Cjj20j1 =(ap+ a;x + -
(G + Gx + ot Gy x™ D) + an 1 X" (x#1) mod vy (x)
= (a1 + aix + - e o Case =y, i=12,..,7.
+ an_1x"") (x7) mod g,) (Gg+ @1x+ .ot Gpx™ D)
= (((ap + ayx + -
(@g, @y e Gpq) = (Gg, Gy, or) Byy) + ap_1x™1) (x1 7 )mod vy (x))

o et i)ymod g, (x)
(ag, aq, cvvvy p_q) = (Gy, Ay, oo, Apq)
Output: (ag, @y, v, ay_q1) = (@g, @y, ooy App—q1)

End
Output: Row; = (ay, ay, .o, Ap_1) End
Output:(agy, aq, .., Gp_1)
End .
_ Example: Below is an example of
Output: Matrix A™* determining the Schreier structures and

No 2.CS (17) 2022 31



Journal of Science and Technology on Information security

obtaining a non-singular matrix A € GL4(F,).
In order to express the vector (aq, a4, ..., Ap—1)
like a number, the following expression is
assumed (ap + a;2 + a,2% + az23).

Let the Schreier structure for the canonical
basis B = (1, B2, B3, B.). Be the arrangement

L =Lg,Lg, Lg, Lg,]
To determine Lﬁlit is assumed that:

v(x) = (1 + x? + x3 + x*) and its companion
matrix is:

0
0
A1=0
1

g1(x) =1 +x+x*)
matrix is:

= o O
= _m,Oo O

S OO

and its companion

o

=

I
R oo o
R OO R
o or o
oro o

Then Lg, is:

1248137 143
|l AiAiA A A A,BS
AL~ 510159 612 11

B B,BI BIB{ B, B,

To determine Lg, it is assumed that: g,(x) =
(1 + x? + x3) and its accompanying matrix is:

0 10
A,=lo o 1
10 1

and
100 0
oo 1 0
42=10 0 0 1
01 0 1
100 0
oo 1 0
Di=1o 0 0 1
110 1

and then Lg, is:

2 481014612
L _ I4A2A2A2A2A2A2
b2=13 5911157 9

D,A,A,A, A, AL A,
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To determine L. it is assumed that: g;(x) =
(1 + x + x?) and its accompanying matrix is:
1 0 0 O

.01 lo o1 0
AS‘[1 1]a”d‘43‘0 0 0 1
00 1 1

100 0 100 0
1o o1 0 o o 1 0
Di=1lg 0 o 1|@D2=|p o 0o 1
101 1 1111
and then Lg, is:

48125 913

| lAsasDi 44,

8= | 61014 7 1115

D,A3A3D; A3 As

To determine Lg it is assumed that:
gs(x) = (1 +x) and its accompanying matrix
is:

A; = [1],
100 0
o 0o 1 0
43=10 0 0 1
000 1
100 0
o1 0 0
D1‘0011]’
00 1 1
100 0 100 0
o1 0 0 o1 0 0
Dr=1g 0 1 1|@Ds=]g ¢ 1 1
01 1 1 1111
theanis:
. _[8121014 9131115
p+ = |1,0,D,D,D;D, D, D,

Starting from the Schreier structure defined
above and applying the algorithm 1I1.1 to
generate a non-singular matrix A € GL4([F,) we
have:

Input:

e The monic polynomial
() = (1 +x%+x3+x%) andits
companion matrix has order e; = 7
e The primitive polynomials:
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i

gi(x) = gio t+ gi1x Tt Gia-ix*”
+ v EF [x],1<i<4

e Thevaluesc;; =0,2<i<4and0 <
j<i-2.

e The value u; = 4 and the values y; =
0,2<i<4

Begin
/[Calculation of the rows of matrix A, 1 <j < 4

Input: (ay,a4, ....,az) = (0, ...,O,Hlﬂ,O ..0) (the
j
canonical vectors with 1 at position i and 0

elsewhere).
Fori=jdowntoldo

(Gg + Qyx + ...+ dzx3)
= (ag + a;x + -
+ azx®)(x*) mod v, (x)

(ao,al,....,a3) - (&0, dl,...,@3)
Output: Row; = (ay, ay, ..., a3)
End

1 0 1 1

2111 1 0
Output: A = 01 1 1
1 0 0 O

Taking into account the previous example,
we see that when algorithm 111.1 holds that:

e Thevaluesc;; =0,2<i<nand0 <
j<i-2.
e Thevaluesy; =0, 2<i<n.

then, it is not necessary to define the primitive
polynomials in the input.

It is to be noted that the submatrix RA of
1011
matrix A, where R, = [1110], it is similar with
0111
the rows and columns permuted to the
submatrix R of the generating matrix of the
binary cyclic code V = [7,3] with generating
polynomial h(x) = 1 + x2 + x3 + x4.

1001110
G =[I,,R] = |0100111].

0011101

This similarity between the matrices serves
as motivation for the development of the
following section.

IV. GENERATIONS OF MDS MATRICES

Let G = [Ik,—R] be the generating matrix of
a cyclic code of length n where Ik is the k x k
identity matrix and the matrix —R is a matrix of
k rows and » = n—k columns that satisfies that:

—(x""" " Imod h(x))

—R = where h(x) =

—(x"*'mod h(x)) |
—(x"mod h(x))

(hio+ hyyx+ -+ h 1 x"T+x") €

FF,[x] is the generating polynomial of the code.

From the algorithm 1I1.1 defined in the
previous section to generate a matrix A €
GLn(F,) we have:

Input:
e The monic polynomial

h(x) = (hyo + hyax+ 4 hypqx™t

+x7) € Fy[x]
which is the generator polynomial of the code,
hy o # 0.

e Thevaluesc;; =0,2<i<rand0 <
j<i-2.

e The value y; = r and the values u; =
0,2<i<r.

Begin
/[Calculation of the rows of matrix A, 1 <j <r

,@r_1) = (0,..,0,1,0...0)

J
(the canonical vectors with 1 at position i and 0
elsewhere).

Input: (ay, ay, ...

Fori=jdownto1ldo
(g + A1x+ ...+ G,_p,x"7?)
= (ao + a1X + .-
+ a,_1x" Y (—(x*)mod h(x))

(ao, al’ LEER] ar_l) = (ao’ al’ LEEN] ar_l)

Output: Row; = (ay, a4, ...
End

. Q1)
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—(x"mod h(x))
Output: —4 = [ —(x""'mod h(x))
—(x?""Ymod h(x))

which is a submatrix of the matrix —R. It must

be fulfilled that k >r.

Observation: If the cyclic code is a Reed-
Solomon (RS) code, denoted by RS = [q — 1, q
—d, d], g >2 which has as generating
polynomial h(x) = (x —a)(x — a?)...(x —
a® 1) e Fy[x] where a€F,is a primitive
element [6], then with the use of the algorithm
I11.1 we have:

Input:

e The monic polynomial
h(x) = (hl,O + hlllx + -+ hl'd_zxd_z
+x471) € Fylx]

It is the generating polynomial of the RS code.

e Thevaluesc;; =0,2<i<d-1and
0<j<i-2
e Thevalue u; = d — 1 and the values
;i =0,2<i<d-1
Begin
/[Calculation of the rows of matrix A, 1 <j <
d—1.

Input: (ay, ay, ....,aq_,) = (0, -,0,1,0 ..0)
J

(the canonical vectors with 1 at position i and 0

elsewhere).

Fori=jdowntoldo

(Gp + Gyx + ..+ 4g_,x472)
= (ag + a;x + -
+ ag_px%"2)(—(x*)mod h(x))

(ag, @y, vy Ag_y) = (Gy, Ay, .., Ag_3)
Output: Row; = (aq,aq, ..., ag_3)
End
—(x%'mod h(x))
Output: —Rpg = —(xdm?_d h(x))

—(x%%3mod h(x))

and —Rpy; is an MDS matrix.
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Applying algorithm 111.3, the multiplication of
(ap Q) .., aq_5) €EF,2" by the matrix
—Ryg is done as follows:

Input:

e The monic polynomial
h(x) = (hl,O + hl’lx + -+ hl'd_zxd_z
+x471) € Fy[x]
(Go + Gyx + ..+ ag_,x%72)
= (ao + ax+ -
+ ag_x*2) (= (x4 Hmod h(x))
(ao, Aqy eenny ad_z) = (do, dl, ey dd—Z)
Output:(ay, ay, ..., ag_5)

Applying algorithm 111.3, the multiplication of
(ap, ay, ..y aq-;) €FA71 by the matrix
(—Rgs)~ ! is done as follows:
Input:

e The monic polynomial

h(x) = (h'l,O + hl’lx + 4 hlld_zxd_z
+x471) € Fylx]

(Ao + Gyx + ..t dg_,x%72)

= (ao + ayx+ -

+ ag_x%2)(—x4 D "tmod h(x)) =

(aO' Ay, sy ad—Z) = (&O' dl' Ly &d—z)
Output: (ay, ay, ....,d — 2)
If calculated in advance

(—x%*1~1 mod h(x), the multiplication of the
vector by the inverse of the nxn MDS matrix
requires storing 2(d — 1) elements of the field
F, and has complexity
O(nlog,log,(nlog,q)) which is the
complexity of multiplying two polynomials
f(x) and t(x) modulo a polynomial s(x),
where f(x) ,t(x),s(x) € Fq[x] and the degree
of s(x)isd — 1][3].

Example of obtaining an 4 x 4 MDS matrix
in F,+« and multiplication of a vector by the
matrix:

Let be the finite field F,« with irreducible
polynomial 1 + x + x*. It is considered an RS
code of parameters [15,11, 5] with generating
polynomial



h(x) = (x + B)(x + ) (x + ) (x + p*) =
(1+B+B%)+ B3+ pox* + p13x3 + x*
where 8 =(0,1,0,0) = 2is a root of 1+ x +
x* that is, f*=14+p =(1,1,00)=3,8° =
B+pB%=(0110)=6,..,.p3=1+p%+

B3 =(1,01,1) =D.
The matrix - R is:

[(x1° mod h(x))]
(x° mod h(x))
(x® mod h(x))
(x7 mod h(x))
(x® mod h(x))
(x5 mod h(x))

| (x* mod h(x)) |

From the algorithm I11.1 defined in the
previous section to generate a random matrix

A € GL,(F;) and using h(x), we have the

submatrix:

[(x4 mod h(x))]
R (x5 mod h(x))
RS |(x6 mod h(x))
l(x7 mod h(x))J
ﬁlO +,83x+ﬂ6x2 +’[)>13x3
B+ p8x + B7x?* + Bx3
.811 +‘85x+311x2 +Bx3
.811 +,313X +Bl3x2 +Blox3
ﬁ10 ﬁ3 ﬂ6 ,813
p® B B7 B
Bll BS Bll B
.811 ,313 ﬂ13 ﬁlO

D
2
2
7

O o 1 ®
OO

7
5
E
E

is an 4x4 MDS matrix. Let be the
vector (B, 52, B3, BY).

By the previous algorithm 1I1.3 of
multiplication of a vector by a matrix, it is
obtained that:

(B + p?x + B3x? + p*x3)(x*) mod h(x)

= (B +B%x + px* + B*x%) (B0 + Bx +
Bex? + p13x3) mod h(x)
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=1+ %+ p%x*+ p7x3

which is the output:

(1,88,8%, 8% = (1,5,C,D).
V. CONCLUSIONS

In the work, algorithms are developed for
generating MDS matrices, calculating their
inverse, and multiplying a vector by an MDS
matrix and by its inverse. The proposed
algorithms allow using a large MDS matrix
since to operate with it, it is not necessary to
store it completely. This leaves aside the
problem of generating large MDS matrices and
their inverses with certain structures that
guarantee computational efficiency in their
implementation.

The multiplication of a vector by the n x n
MDS matrix needs to store n values of the F,

field and 2n for the multiplication of the vector
by the inverse matrix. In both cases, the
complexity is O(nlog, log,(nlog, q)).
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