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Abstract—The  cryptographic  algorithms
Kuznyechik and Magma since 2015 are block
cipher standardized in the Russian Federation,
formally called GOST R 34.12-2015. Both use
fixed functions as a priori selected and differ on
the structure, the block length and the bit-level of
the processed blocks. In the present paper, we
provide a dynamic variant of Kuznyechik and
Magma where some of their functions are
randomly generated and dependent on
pseudorandom sequences.

TOm tit—Céac thuit toan ma héa Kuznyechik
va MAGMA tir nim 2015 13 mat mi khéi dwoc
tiéu chuin héa & Lién bang Nga, dugc goi chinh
thire 1a GOST R 34.12-2015. Hai thuit toan nay
déu sir dung ciac ham chirc nang dugc luwa chon
wu tién va khac nhau vé cu triic, d9 dai khoi va
mirc bit clia cac khéi dwoc xir Iy. Trong bai bao
nay, nhém tic gia cung cAp mot bién thé déng
cia Kuznyechik vi MAGMA, trong d6 mét sb
ham chirc niing clia ching dwoc tao ngiu nhién
va phu thudc vao chudi gia ngiu nhién.

Keywords—Block cipher; Kuznyechik; Magma; random
permutation; MDS matrix.

Tir kh6a—Ma khéi; Kuznyechik; Magma; hoan vi ngdu
nhién; ma tr@n MDS.

|. INTRODUCTION

The aim of this paper is to present a dynamic
variant of the cryptographic algorithms
Kuznyechik and Magma (GOST R 34.12-2015)
[1], [2], actually included in the block cipher
standards of the Russian Federation.

Both algorithms are constructed by relying
on strong cryptographic primitives, allowing to
achieve good confusion and diffusion, however
the internal functions used in the encryption
process are fixed and selected a priori.
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In the case of Kuznyechik the MDS matrix
is defined in GL,4(GF(28)) and we propose
replacing the same one by another randomly
generated in terms of a pseudorandom sequence
as will be explained next. In the case of
Magma, the cyclic shift 11 bits to the left is
replaced by a Cauchy matrix in GLg(GF(2*))
or an invertible matrix having all non-zero
elements as well as its inverse in GLg(GF(2%)),
generated in terms of pseudorandom sequences
that will be explained next.

The present paper begins with a description
of the Kuznyechik and Magma block ciphers.
We then present aspects on the functions used in
both dynamic variants and finish with the
algorithms for the random generation of the
random functions used in dynamic Kuznyechik
and dynamic Magma. We discuss some security
aspects on both dynamic variants.

1l. BLOCK CIPHER KUZNYECHIK

The cryptographic algorithm of the Russian
Federation Kuznyechik (GOST R 34.12-2015) is
a block cipher structured as Substitution-
Permutation network and the input/output blocks
have 128 bits of length (16 byte-words).

The secret key has 256 bits (32 byte-words)
and the key schedule is a Feistel network of 8
rounds, meanwhile 10 rounds XSL are
performed for the encryption/decryption
process. Kuznyechik uses a S-box in S,s, and a
MDS matrix in GL,¢(GF(2%)), both are fixed
and selected a priori.

Now we present the encryption process of the
algorithm Kuznyechik, where State means the
one-dimensional array p,¢p;s -+ p, formed from
the input block p,p,--- p;c and transformed
through the encryption process. The same
operation must be presented to obtain the output
block from the final State. More details of
Kuznyechik are presented in [1], [2], [3].
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Encryption process of Kuznyechik

Kuznyechik(State, CipherKey)

{
KeyExpansion(CipherKey, ExpandedKey);

For(i=0; i< 10; i++)

{
AddRoundKey(State, ExpandedKey[i]);

SubBytes(State);
MixRows(State);

}
AddRoundKey(State, ExpandedKey[10]);

Where SubBytes and AddRoundKey are the
S-box and the XOR addition with the round key,
and MixRows is the MDS matrix of Kuznyechik
ut® in GL1,(GF(2%)), where wu, is the
accompanist matrix of the
nextpolynomial t(x) in GF (28)[X]

t(x) = (x D 6)(x D 12)(x D 24)(x D 48)(x
@D 70)(x D 75)(x D 95)(x
@D 103)(x D 117)(x D 140)(x
@ 150)(x B 196)(x P 206)(x
@ 210)(x @ 219)(x B 239).

I111. BLOCK CIPHER MAGMA

The cryptographic algorithm of the Russian
Federation Magma (GOST R 34.12-2015) is a
block cipher structured as Feistel network, and
the input/output blocks have 64 bits of length
(16 nibble-words).

The secret key has 256 bits (8 words of 32
bits) and the key schedule is a simple repetition
of these words, meanwhile 32 rounds are
performed for the encryption/decryption
process. Magma uses 8 different S-boxes in S,
and a cyclic shift 11 bits to the left.

Magma is a modification of the
cryptographic algorithm GOST 28147-89,
standardized first in the Russian Federation to
protect secret and military information, which
only differs in the choice of the S-boxes. In the
first version, the S-boxes are secret and these
could be selected at random, while in the second
version these are public and fixed.
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In the following, we present the encryption
process of the algorithm Magma, where L,
means the left half and R, means the right half of
the input block, both are transformed through the
encryption process until obtain at the output of
the final round the output block Ls,||R5,. More
details of Magma are presented in [1], [2], [4].

Encryption process of Magma

Magma((Ly, Ry), CipherKey)

{
KeyExpansion(Cipher, ExpandedKey);
For (i=0;i < 32;i++)

{
Ri=1L_ @ fki(Ri—l);
Li = Ry
}
}
Where

fi;(Ri—1) = Rot;;SubBytes Addy, (Ri_1)

is the round transformation of Magma,
composed by the functions: Addy- the addition
modulo 232 with the round key, SubBytes - the 8
S-boxes S; ... Sg defined above, and Rot,, - the
cyclic shift 11 bits to the left.

1V. DYNAMIC KUZNYECHIK

The encryption process in the dynamic
algorithm Kuznyechik is similar to the original
Kuznyechik, only differs in the sense that the
function MixRows is preceded by the random
functions PermRows, and MultRows, as we
show next.

Encryption process of Dynamic Kuznyechik

DynamicKuznyechik(State, CipherKey)

{
RandomPermRows(sequence;, PermRows);
RandomMultRows(sequence,, MultRows);
KeyExpansion(Cipher, ExpandedKey);
For (i=0;i < 10;i++)
{
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AddRoundKey(State, ExpandedKey[i]);
SubBytes(State);

PermRows(State);

MultRows(State);

MixRows(State);

}
AddRoundKey(State, ExpandedKey[10]);

Here MixRows and AddRoundKey are the
same transformations of the algorithm
Kuznyechik, and SubBytes instead of the S-box
of Kuznyechik can be one of the S-boxes
obtained in [5].

PermRows is a random permutation € S, ¢
selected from sequence;, a pseudorandom
sequence generated from the Kuznyechik’s key
schedule or directly from any external
pseudorandom number generator, such that the
State is transformed as

(P16)D15) """ P1) = (prr[l]r Pri2) > pn’[16])'

MultRows IS a random vector
(dy,dy,...,dig)Whered; € GF(28)* for all 1 <
i <16, selected from  sequence;, a
pseudorandom sequence generated from the
Kuznyechik’s key schedule or directly from any
external pseudorandom number generator, such
that the State is transformed as

(P16) P15 > P1) = (d16P16 A15P1ss*+ A1D1)-
V. DYNAMIC MAGMA

The encryption process in the dynamic
algorithm Magma is similar to the original
Magma, only differs in the sense that the cyclic
shift 11 bits to the left is replaced by the random
function MixRows, a Cauchy matrix or an
invertible matrix with all non-zero elements as
well as its inverse.

Encryption process of Dynamic Magma

DynamicMagma((Lgy, Ry), CipherKey)

{
KeyExpansion(Cipher, ExpandedKey);
RandomMixRows(sequences;, MixRows);

For (i=0;i < 32;i++)

{
Ri=Li_ @ fki(Ri—1)i
Li = Ri—y;

Here SubBytes and Addy, are the same
transformations of the algorithm Magma,
although we strongly recommend the change of
the actual key schedule of this standard.

MixRows is a random matrix selected from
sequences, a pseudorandom sequence generated
from the Magma’s key schedule or directly from
any external pseudorandom number generator,
in such way that it can be:

1. A Cauchy matrix [6].

2. An invertible matrix with all
elements as well as its inverse.

Thus the round transformation of the
dynamic variant of Magma becomes in

fi,(Ri—1) = MixRows SubBytes Addy, (R;_;).

non-zero

V1. RANDOM GENERATION OF THE DYNAMIC
FUNCTIONS

Now we will present an algorithm that
randomly generate a permutation of the
symmetric group S;,. The theoretical bases and
the complexity analysis of this algorithm can be
seen in [7] for the general case of S,,, where n >
1 is any natural number.

The resultant permutations of this
algorithm are used in the transformations
PermRows for the case of the dynamic variant
of Kuznyechic and MixRows for the case of
the dynamic variant of Magma, in the way of a
Cauchy matrix.

Input:

Pseudorandom sequence (yi,Y2, "', Y16) Where
vi €E{i,i+1,-,16}forall1 <i< 16.

{

Y16 = 16;
For (j=1;j < 16; j++)
{

nj] =j;
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For (i=j;i> 0;i--)

{
nfj] = (nfj] +vi —1);
If [j] > 16 then n[j] = (n[j]+i—
1) mod 16;
}
}
}
Output:
. 1 2 e 16
Permutation & = (n[l] 7[2] n[16]>

A. Generation of a random Cauchy matrix

We present in this section an algorithm for
the random generation of a Cauchy matrix for
the dynamic variant of Magma, where it is
assumed that wt[i] € GF(2%) forall 1 < i < 16.

Input:
Pseudorandom permutation it € S.
{
For(j=1;j<9;j++)
{
For(i = 1;1<9;i++)
cij= (n[i] + n[j+8D7H
}
}
Output:

Cauchy matrix C = c¢; ;.
B. Generation of a random invertible matrix

We present in this section an algorithm for
the random generation of an invertible matrix
with all non-zero elements as well as its inverse,
for the case of the dynamic variant of Magma.
The theoretical bases and complexity analysis of
this algorithm is similar to the algorithm
described in [8] for the generation of a random
MDS matrix.

First, we introduce an algorithm for the
random generation of an invertible matrix A =
(a; ;) of size 4, where a; ; € GF(2®) for all 1 <
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i,j <4, and another for the random generation
of A~1, which will be used lately.

Computation of an invertible matrix:

Input:

- Primitive polynomials g,(x), g,(x), and
gz(x) in GF(28)[x]are selected a priori such
that deg(gl(x)) =4,deg(g,(x)) =3 and
deg(gs(x)) = 2.

- Pseudorandom sequence is written as the matrix

bio bi1 b1z by
€20 bzo ba1 by
M= byo bysl
C30 C31 3,0 3,1
lC4,0 Ca1  C4p b4,0J

where Ci,j’ bk,t € GF(ZB) and bk,O"“'bkA——k *
Oforall2<i<4,1<k<4and0<j<i-
2,05t<4 -k

{
Step 1: Computation of the first row
Input: (aq,a4,a,,a3) = (1,0,0,0)
4p +4;x + 4,x? + 45x3
= (ao + a;x + ayx?
+ azx®)(byo + byx + byox?
+ by 5x%) mod g4 (x)
(ag,ay,az,a3) = (49,a4,3,,83)
Output: row; = (ay, a4, az,asz)
Step 2: Computation of the j -throw, 2 <j < 4
Input: (ay,a,, a,, a;) the j - th canonical vector

For(i=j;i>1;i-)
dp = Qg t Cipaj—4
a; = a; + €184

Q2= Qo+ Ci_2a; 4
A1+ Apx + -+ Agxt

= (ai_l + a;x + .-

+ a3x4_l)(bi'0 + bi,lx + b
+ by 4_ix*7") mod g;(x)

(ag,a1,ay,a3) = (45,44,45,33)
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Output: row; = (ao, a4, a3, az)

}
Output:
row,
Matri _ | Tow,
atrix A = rows
row,

Computation of an inverse matrix:

Input:

- Primitive polynomials g,(x), g,(x), and
gz(x) in GF(28)[x]are selected a priori such
that deg(g,(x)) =4, deg(g,(x)) =3 and
deg(gs(x)) = 2.

- Pseudorandom sequence is written as the matrix

[b1,0 by, by, b1,3]

M = | C20 bao b1 by |
| Czo €31 bsg b3y |

Ca0 Ca1 Cap b4,oJ

Whel‘e Ci,j’bk,t (S GF(28) and bk,O'.“’bk,‘l——k *
Oforall2<i<4,1<k<4and0<j<i-
2,05t<4—k.

{

Computation of the j —th row, 1 < j < 4.

Step 1:
Input: (a,, a,, a,, a3) the j —th canonical vector
A+ 4;x + 4,x2% + 45x3

= (ap + a;x + a,x?

+ azx3)(byg + byqx + by 5x?

+ b1,3x3)_1mod g1(x)
(ag, a1, az,a3) = (39,35,82,43)
Output: (agy, a4, a,,as)
Step 2:
Input: (ay, a4, a,, as)
For (i=2;i< 4; i++)
{

a1 + 4 + -+ agxtt
= (a1 + agc+-
+ a3x4_1)(bi,0 + bi,lx + b

+ bi_4_ix4‘i)_1mod g: (%)

dg = Qo t CipAi_1

a; = a; + €104

di2 = Qi+ €204

(aO' i, d, Cl3) = (30' élf éZ' é\13)

}
Output: row; = (ay, a4, a, as)
}
Output:
row;
Matrix A~ = row2
atrix =\ rows
row,

Now we are able to present the algorithm for
the computation of an invertible matrix with all
non-zero elements as well as its inverse.

In this algorithm, it is used the fact if f(x) =
bio+ by1x + by ,x* 4+ byzx® on GF(28) s
such that by 4, by, and b;3 # 0 and b, is
unknown, then the inverse f~*(x) modulo g(x)
a primitive polynomial of degree 4 have all their
coefficients depending on by 4.

Input:

- Primitive polynomialsg, (x), g,(x) and g;(x)
in GF(2®)[x] are selected a priori such that
deg(g:1(x)) =4, deg(g.(x))=3  and
deg(gs(x)) = 2.

- Pseudorandom sequence is written as the
matrix

[ — b1 by, b1,3]
€20 bao by1 by
M= bso b
C30 €31 D30 D31
Cap Ca1 Caz bag

where Cij»bie € GF(28) and
bro br1, - bga—r =0 for all 2<i<4,2<
k<4and0<j<2,0<¢t<3, and also b, 4,
by, and by 3 #0.

{
Step 1: Computation of the first row

The first row of matrix A is formed by b, o, by 1,
by, and b, 3. Values by 4, by , and b, 3 are taken
from matrix M . The value b;, will be
determined in step 6 of the present algorithm.
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Step 2: Computation of the i -throw, 2 <i < 4

From the values of the first row, the matrix
M and the previous algorithm for random
generation of an invertible matrix A = {a; ;}, _,

a;; € GF(2®) for all i and j, the values a; ; are

calculated, leaving the matrix A in the
following way:
— by b1y Dby
A= Qzo dz1 Q22 A3
Q3o 431 G32 433
Q40 Q41 Cgp Q43

« The values a;; are linear function of b,
and then if the values a; ; become equal to
zero linear equations with b, , as unknown
are formed.

« The values of b; o which do not satisfy the
mentioned equations are stored.

Step 3: With the coefficients by 1, by, and by 3
of the matrix M and b,, as unknown it is
computed the coefficients d;, = Ay(b1o)
dig = A(b1o) , diz =23(b1p) and dy3=
A3(byo) of the inverse f~'(x) mod g,(x) =
(dyo+ dy1x + diox? + dy3x%) mod g4 (%)
Thus, we can form the matrix

[dl,o di1 dip d1,3]
M = €20 bao ba1 by
€30 €31 bso b3y
Cap Ca1 Cap  bap

Step 4: With the matrix M" and the algorithm
described above used to compute the inverse,
we can compute the inverse matrix

[dl,o diy diy d1,3]
41 = ldz,o dy1 dyp dz,sJ

dso dsy dsp dss

dso day dap dus

Note that d;; is function of d,,, dy1, dy
anddi;forall2<i<4and0<j <3, soall
these coefficients are functions of b, , and then
the matrix A=1 is

[51,0(b1,0) 51,1(b1,0)
[82,0(b1,0)  821(b1,)
|85,0(b10) 831 (by0)
1640(b1e) 841 (1)

61,2(D1,0)
62,2(b1,0)
83,2(b1,0)
84,2(b1,0)

51,3 (b1,0)]
823(by10) |
83,3(byo) |
84,3(byo)]
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Step 5: If the values of §; (b, ) forall 1 <i <
4 and 0<j<3 become equal to zero,
equations with b, , as unknown are formed.
The values of b;, which do not satisfy the
mentioned equations are stored.

Step 6: Random generation of A

From the values of b; , which do not satisfy
the equations of steps 2 and 5, one should be
selected at random leaving matrix M full, and
then it is obtained the matrix A and their inverse
with the algorithms described above.

Output:
bio b1y b1y by
. a a a a
Matrix 4 = | %20 2,1 2,2 2,3
azp Q31 d3zp dz3
Auo Q41 QAgp Q43

VII. SECURITY COMMENTS

Most of the cryptanalytic methods exploit
the properties of the internal functions in the
encryption and decryption process, for example
differential and linear attacks [9 and 10]. We
introduce some random functions in a big set of
possibilities, making these cryptanalytic
methods more difficult to implement since the
linear transformations used in both cases are
key dependent.

In this sense [11] shows how the different
cryptanalysis can be used against the block
cipher Kuznyechic, which is not possible in our
dynamic variant, taking into account that the
encryption process is used for short plain texts
or in the contrary must be used one rekeyed
mode of operation for big plain texts [12].

On the other hand, an efficient algorithm is
proposed in [13] to recover the secret S-box of
the previous version of Magma, GOST 28147-
89, under special conditions given in the way in
which they are used and taken advantage on the
cyclic shifts. Assuming that this idea can be
extended to recover secret and key dependent S-
boxes in Magma; in our dynamic variant we
present other scenario, the cyclic shift step is
replaced by a random and secret matrix, making
more difficult to know the same one due to the
non-linear property of the S-boxes.
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VIII. CONCLUSION

In the present paper, a dynamic variation of
the cryptographic algorithms Kuznyechik and
Magma has been described, which enables that
some of its functions become random in terms
of the secret key or pseudorandom sequences.

For the dynamic variant of the block cipher
Kuznyechik, the function MixRows is
randomized by the functions PermRows and
MultRows, such that the action of the MDS
matrix on the State is equivalent to the
Kuznyechik’s matrix has permuted its rows and
each one has been multiplied by d;, where d; €
GF(2®)*forall1 <i < 16.

We also propose an improvement of
Kuznyechic using one of the S-boxes
presented in [5] due to their stronger
cryptographic properties.

On the other hand, our dynamic variant of the
block cipher Magma differs from the original
Magma and its previous variants GOST 28147-
89 and 2GOST [14], that the cyclic shift 11 bits
to the left is replaced by a random Cauchy
matrix or a random invertible matrix with all
non-zero elements as well as its inverse.
Although the presented scheme guarantees an
increase in security, we also recommend a
variation in the key schedule since it offers a
low security [15].

We note that, in the algorithm described
above for the generation of Cauchy matrices,
if (xg, ..., x7) (Yo, ..., V) satisfy the conditions to
construct a  Cauchy matrix C,,m €
GLg(GF(2%)), then (xo+a,..,x; + @)(yo +
a,..,y; +a) generate the same Cauchy
Cnxern. Matrix, where x; and y; € GF(2*) for all
i €{0,...,7}and a € GF(2%)*.

For both dynamic variants of Kuznyechik
and Magma respectively, it must be taken
into account that the encryption process is
used for short plain texts or in the contrary
must be used a rekeyed mode of operation for
big plain texts [12].
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