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Abstract—The cryptographic algorithms 

Kuznyechik and Magma since 2015 are block 

cipher standardized in the Russian Federation, 

formally called GOST R 34.12-2015. Both use 

fixed functions as a priori selected and differ on 

the structure, the block length and the bit-level of 

the processed blocks. In the present paper, we 

provide a dynamic variant of Kuznyechik and 

Magma where some of their functions are 

randomly generated and dependent on 

pseudorandom sequences. 

Tóm tắt—Các thuật toán mã hóa Kuznyechik 

và MAGMA từ năm 2015 là mật mã khối được 

tiêu chuẩn hóa ở Liên bang Nga, được gọi chính 

thức là GOST R 34.12-2015. Hai thuật toán này 

đều sử dụng các hàm chức năng được lựa chọn 

ưu tiên và khác nhau về cấu trúc, độ dài khối và 

mức bit của các khối được xử lý. Trong bài báo 

này, nhóm tác giả cung cấp một biến thể động 

của Kuznyechik và MAGMA, trong đó một số 

hàm chức năng của chúng được tạo ngẫu nhiên 

và phụ thuộc vào chuỗi giả ngẫu nhiên. 

Keywords—Block cipher; Kuznyechik; Magma; random 

permutation; MDS matrix. 

Từ khóa—Mã khối; Kuznyechik; Magma; hoán vị ngẫu 

nhiên; ma trận MDS. 

I. INTRODUCTION  

The aim of this paper is to present a dynamic 

variant of the cryptographic algorithms 

Kuznyechik and Magma (GOST R 34.12-2015) 

[1], [2], actually included in the block cipher 

standards of the Russian Federation.  

Both algorithms are constructed by relying 

on strong cryptographic primitives, allowing to 

achieve good confusion and diffusion, however 

the internal functions used in the encryption 

process are fixed and selected a priori. 
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In the case of Kuznyechik the MDS matrix 

is defined in 𝐺𝐿16(𝐺𝐹(28))  and we propose 

replacing the same one by another randomly 

generated in terms of a pseudorandom sequence 

as will be explained next. In the case of 

Magma, the cyclic shift 11 bits to the left is 

replaced by a Cauchy matrix in 𝐺𝐿8(𝐺𝐹(24)) 

or an invertible matrix having all non-zero 

elements as well as its inverse in 𝐺𝐿8(𝐺𝐹(24)), 

generated in terms of pseudorandom sequences 

that will be explained next. 

The present paper begins with a description 

of the Kuznyechik and Magma block ciphers. 

We then present aspects on the functions used in 

both dynamic variants and finish with the 

algorithms for the random generation of the 

random functions used in dynamic Kuznyechik 

and dynamic Magma. We discuss some security 

aspects on both dynamic variants.  

II. BLOCK CIPHER KUZNYECHIK 

The cryptographic algorithm of the Russian 

Federation Kuznyechik (GOST R 34.12-2015) is 

a block cipher structured as Substitution-

Permutation network and the input/output blocks 

have 128 bits of length (16 byte-words). 

The secret key has 256 bits (32 byte-words) 

and the key schedule is a Feistel network of 8 

rounds, meanwhile 10 rounds XSL are 

performed for the encryption/decryption 

process. Kuznyechik uses a S-box in 𝑆256 and a 

MDS matrix in 𝐺𝐿16(𝐺𝐹(28)),  both are fixed 

and selected a priori.  

Now we present the encryption process of the 

algorithm Kuznyechik, where State means the 

one-dimensional array 𝑝16𝑝15 ⋯ 𝑝1 formed from 

the input block 𝑝1𝑝2 ⋯ 𝑝16  and transformed 

through the encryption process. The same 

operation must be presented to obtain the output 

block from the final State. More details of 

Kuznyechik are presented in [1], [2], [3]. 
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Encryption process of Kuznyechik 

Kuznyechik(State, CipherKey) 

{ 

KeyExpansion(CipherKey, ExpandedKey); 

For (i = 0;  i < 10;  i++) 

{ 

AddRoundKey(State, ExpandedKey[i]); 

SubBytes(State); 

MixRows(State); 

} 

AddRoundKey(State, ExpandedKey[10]); 

} 

Where SubBytes and AddRoundKey are the 

S-box and the XOR addition with the round key, 

and MixRows is the MDS matrix of Kuznyechik 

𝑢𝑡
16 in 𝐺𝐿16(𝐺𝐹(28)), where 𝑢𝑡  is the 

accompanist matrix of the 

nextpolynomial 𝑡(𝑥) in 𝐺𝐹(28)[x] 

𝑡(𝑥) = (𝑥 ⊕ 6)(𝑥 ⊕ 12)(𝑥 ⊕ 24)(𝑥 ⊕ 48)(𝑥
⊕ 70)(𝑥 ⊕ 75)(𝑥 ⊕ 95)(𝑥
⊕ 103)(𝑥 ⊕ 117)(𝑥 ⊕ 140)(𝑥
⊕ 150)(𝑥 ⊕ 196)(𝑥 ⊕ 206)(𝑥
⊕ 210)(𝑥 ⊕ 219)(𝑥 ⊕ 239). 

  III. BLOCK CIPHER MAGMA 

The cryptographic algorithm of the Russian 

Federation Magma (GOST R 34.12-2015) is a 

block cipher structured as Feistel network, and 

the input/output blocks have 64 bits of length 

(16 nibble-words). 

The secret key has 256 bits (8 words of 32 

bits) and the key schedule is a simple repetition 

of these words, meanwhile 32 rounds are 

performed for the encryption/decryption 

process. Magma uses 8 different S-boxes in 𝑆16 

and a cyclic shift 11 bits to the left. 

Magma is a modification of the 

cryptographic algorithm GOST 28147-89, 

standardized first in the Russian Federation to 

protect secret and military information, which 

only differs in the choice of the S-boxes. In the 

first version, the S-boxes are secret and these 

could be selected at random, while in the second 

version these are public and fixed. 

In the following, we present the encryption 

process of the algorithm Magma, where 𝐿0 

means the left half and 𝑅0 means the right half of 

the input block, both are transformed through the 

encryption process until obtain at the output of 

the final round the output block 𝐿32||𝑅32. More 

details of Magma are presented in [1], [2], [4]. 

Encryption process of Magma 

Magma((L0, R0),  CipherKey) 

{ 

KeyExpansion(Cipher, ExpandedKey); 

For (i = 0; i < 32; i++) 

{ 

Ri = Li−1 ⊕ fki
(Ri−1); 

Li  =  Ri−1; 

} 

} 

Where 

fki
(Ri−1) = Rot11SubBytes Addki

(Ri−1) 

is the round transformation of Magma, 

composed by the functions: Addki
- the addition 

modulo 232 with the round key, SubBytes - the 8 

S-boxes 𝑆1 … 𝑆8 defined above, and 𝑅𝑜𝑡11 - the 

cyclic shift 11 bits to the left. 

IV. DYNAMIC KUZNYECHIK 

The encryption process in the dynamic 

algorithm Kuznyechik is similar to the original 

Kuznyechik, only differs in the sense that the 

function MixRows is preceded by the random 

functions PermRows, and MultRows, as we 

show next. 

Encryption process of Dynamic Kuznyechik 

DynamicKuznyechik(State, CipherKey) 

{ 

      RandomPermRows(sequence1, PermRows);  

RandomMultRows(sequence2, MultRows); 

KeyExpansion(Cipher, ExpandedKey); 

For (i = 0; i < 10; i++) 

{ 
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AddRoundKey(State, ExpandedKey[i]); 

SubBytes(State); 

PermRows(State); 

MultRows(State); 

MixRows(State); 

} 

      AddRoundKey(State, ExpandedKey[10]); 

} 

Here MixRows and AddRoundKey are the 

same transformations of the algorithm 

Kuznyechik, and SubBytes instead of the S-box 

of Kuznyechik can be one of the S-boxes 

obtained in [5].  

PermRows is a random permutation π ∈ 𝑆16 

selected from sequence1, a pseudorandom 

sequence generated from the Kuznyechik’s key 

schedule or directly from any external 

pseudorandom number generator, such that the 

State is transformed as 

(𝑝16, 𝑝15, ⋯ , 𝑝1) → (𝑝𝜋[1], 𝑝𝜋[2], ⋯ , 𝑝𝜋[16]).
 

MultRows is a random vector 

(𝑑1, 𝑑2, . . . , 𝑑16)where𝑑𝑖 ∈ 𝐺𝐹(28)∗  for all 1 ≤
𝑖 ≤ 16,  selected from sequence2, a 

pseudorandom sequence generated from the 

Kuznyechik’s key schedule or directly from any 

external pseudorandom number generator, such 

that the State is transformed as 

(𝑝16, 𝑝15, ⋯ , 𝑝1) → (𝑑16𝑝16, 𝑑15𝑝15,⋯ , 𝑑1𝑝1).
 

V. DYNAMIC MAGMA 

The encryption process in the dynamic 

algorithm Magma is similar to the original 

Magma, only differs in the sense that the cyclic 

shift 11 bits to the left is replaced by the random 

function MixRows, a Cauchy matrix or an 

invertible matrix with all non-zero elements as 

well as its inverse. 

Encryption process of Dynamic Magma 

DynamicMagma((L0, R0),  CipherKey) 

{ 

KeyExpansion(Cipher, ExpandedKey); 

RandomMixRows(sequence3,MixRows); 

For (i = 0; i < 32; i++) 

{ 

Ri = Li−1 ⊕ fki
(Ri−1); 

Li  =  Ri−1; 

} 

} 

Here SubBytes and Addki
are the same 

transformations of the algorithm Magma, 

although we strongly recommend the change of 

the actual key schedule of this standard. 

MixRows is a random matrix selected from 

sequence3, a pseudorandom sequence generated 

from the Magma’s key schedule or directly from 

any external pseudorandom number generator, 

in such way that it can be: 

1. A Cauchy matrix [6]. 

2. An invertible matrix with all non-zero 

elements as well as its inverse. 

Thus the round transformation of the 

dynamic variant of Magma becomes in 

fki
(Ri−1) = MixRows SubBytes Addki

(Ri−1). 

VI. RANDOM GENERATION OF THE DYNAMIC 

FUNCTIONS 

Now we will present an algorithm that 

randomly generate a permutation of the 

symmetric group 𝑆16. The theoretical bases and 

the complexity analysis of this algorithm can be 

seen in [7] for the general case of 𝑆𝑛, where 𝑛 >
1 is any natural number. 

The resultant permutations of this 

algorithm are used in the transformations 

PermRows for the case of the dynamic variant 

of Kuznyechic and MixRows for the case of 

the dynamic variant of Magma, in the way of a 

Cauchy matrix. 

Input: 

Pseudorandom sequence (γ1, γ2, ⋯ , γ16)  where 

γi ∈ {i, i + 1,⋯ ,16} for all 1 ≤ i ≤ 16. 

{ 

γ16 = 16; 

For (j=1; j < 16; j++)  

{ 

π[j] = j; 
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For (i=j; i > 0; i--) 

{ 

π[j] = (π[j] + γi − i); 

If π[j] > 16  then  π[j] = (π[j] + i −
1) mod 16; 

} 

} 

} 

Output: 

Permutation 𝜋 = (
1 2 ⋯ 16

𝜋[1] 𝜋[2] ⋯ 𝜋[16]
) 

A. Generation of a random Cauchy matrix 

We present in this section an algorithm for 

the random generation of a Cauchy matrix for 

the dynamic variant of Magma, where it is 

assumed that π[i] ∈ GF(24) for all 1 ≤ 𝑖 ≤ 16. 

Input: 

Pseudorandom permutation π ∈ S16.  

{ 

For (j = 1; j < 9; j++) 

{ 

For (i =  1;  i  9;  i ++) 

c i,j = ([ i ]  +  [ j + 8])−1; 

} 

} 

Output: 

Cauchy matrix 𝐶 =  𝑐𝑖,𝑗.  

B. Generation of a random invertible matrix 

We present in this section an algorithm for 

the random generation of an invertible matrix 

with all non-zero elements as well as its inverse, 

for the case of the dynamic variant of Magma. 

The theoretical bases and complexity analysis of 

this algorithm is similar to the algorithm 

described in [8] for the generation of a random 

MDS matrix. 

First, we introduce an algorithm for the 

random generation of an invertible matrix 𝐴 =
(𝑎𝑖,𝑗) of size 4, where 𝑎𝑖,𝑗 ∈ 𝐺𝐹(28) for all 1 ≤

𝑖, 𝑗 ≤ 4, and another for the random generation 

of 𝐴−1, which will be used lately.  

Computation of an invertible matrix: 

Input: 

- Primitive polynomials 𝑔1(𝑥) , 𝑔2(𝑥) , and 

𝑔3(𝑥)  in 𝐺𝐹(28)[𝑥] are selected a priori such 

that 𝑑𝑒𝑔(𝑔1(𝑥)) = 4, 𝑑𝑒𝑔(𝑔2(𝑥)) = 3 and 

𝑑𝑒𝑔(𝑔3(𝑥)) = 2. 

- Pseudorandom sequence is written as the matrix 

𝑀 =

[
 
 
 
𝑏1,0 𝑏1,1 𝑏1,2 𝑏1,3

𝑐2,0 𝑏2,0 𝑏2,1 𝑏2,2

𝑐3,0 𝑐3,1 𝑏3,0 𝑏3,1

𝑐4,0 𝑐4,1 𝑐4,2 𝑏4,0]
 
 
 

 

where  𝑐𝑖,𝑗, 𝑏𝑘,𝑡 ∈ 𝐺𝐹(28)  and 𝑏𝑘,0, ⋯ , 𝑏𝑘,4−𝑘 ≠

0 for all 2 ≤ 𝑖 ≤ 4, 1 ≤ 𝑘 ≤ 4 and 0 ≤ 𝑗 ≤ 𝑖 −
2, 0 ≤ 𝑡 ≤ 4 − 𝑘. 

{ 

Step 1: Computation of the first row  

Input: (𝑎0, 𝑎1, 𝑎2, 𝑎3)  =  (1, 0, 0, 0) 

â0 + â1𝑥 + â2𝑥
2 + â3𝑥

3  
=  (𝑎0 + 𝑎1𝑥 + 𝑎2𝑥

2

+ 𝑎3𝑥
3)(𝑏1,0 + 𝑏1,1𝑥 + 𝑏1,2𝑥

2

+ 𝑏1,3𝑥
3) 𝑚𝑜𝑑 𝑔1(𝑥) 

(𝑎0, 𝑎1, 𝑎2, 𝑎3)  =  (â0, â1, â2, â3) 

Output: 𝑟𝑜𝑤1 = (𝑎0, 𝑎1, 𝑎2, 𝑎3) 

Step 2: Computation of the 𝑗 - th row, 2 ≤ 𝑗 ≤ 4 

Input: (𝑎0, 𝑎1, 𝑎2, 𝑎3)  the 𝑗 - th canonical vector 

For (𝑖 =  𝑗;  i > 1;  i--) 

{ 

â0  =  𝑎0  +  𝑐𝑖,0𝑎𝑖−1 
â1  =  𝑎1  +  𝑐𝑖,1𝑎𝑖−1 

        ⋮ 
â𝑖−2 = 𝑎𝑖−2 + 𝑐𝑖,𝑖−2𝑎𝑖−1 

â𝑖−1 + â𝑖𝑥 + ⋯+ â3𝑥
4−𝑖

= (𝑎𝑖−1 + 𝑎𝑖𝑥 + ⋯
+ 𝑎3𝑥

4−𝑖)(𝑏𝑖,0 + 𝑏𝑖,1𝑥 + ⋯

+ 𝑏𝑖,4−𝑖𝑥
4−𝑖) 𝑚𝑜𝑑 𝑔𝑖(𝑥) 

(𝑎0, 𝑎1, 𝑎2, 𝑎3)  =  (â0, â1, â2, â3) 

} 
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Output: 𝑟𝑜𝑤𝑗 = (𝑎0, 𝑎1, 𝑎2, 𝑎3) 

} 

Output: 

Matrix 𝐴 = (

𝑟𝑜𝑤1

𝑟𝑜𝑤2

𝑟𝑜𝑤3

𝑟𝑜𝑤4

) 

Computation of an inverse matrix: 

Input: 

- Primitive polynomials 𝑔1(𝑥) , 𝑔2(𝑥) , and 

𝑔3(𝑥)  in 𝐺𝐹(28)[𝑥] are selected a priori such 

that 𝑑𝑒𝑔(𝑔1(𝑥)) = 4,  𝑑𝑒𝑔(𝑔2(𝑥)) = 3  and 

𝑑𝑒𝑔(𝑔3(𝑥)) = 2. 

- Pseudorandom sequence is written as the matrix 

𝑀 =

[
 
 
 
𝑏1,0 𝑏1,1 𝑏1,2 𝑏1,3

𝑐2,0 𝑏2,0 𝑏2,1 𝑏2,2

𝑐3,0 𝑐3,1 𝑏3,0 𝑏3,1

𝑐4,0 𝑐4,1 𝑐4,2 𝑏4,0]
 
 
 

 

where  𝑐𝑖,𝑗, 𝑏𝑘,𝑡 ∈ 𝐺𝐹(28)  and 𝑏𝑘,0, ⋯ , 𝑏𝑘,4−𝑘 ≠

0 for all 2 ≤ 𝑖 ≤ 4, 1 ≤ 𝑘 ≤ 4 and 0 ≤ 𝑗 ≤ 𝑖 −
2, 0 ≤ 𝑡 ≤ 4 − 𝑘. 

{ 

Computation of the 𝑗 – th row, 1 ≤ 𝑗 ≤ 4. 

Step 1: 

Input: (𝑎0, 𝑎1, 𝑎2, 𝑎3)  the 𝑗 – th canonical vector 

â0 + â1𝑥 + â2𝑥
2 + â3𝑥

3

= (𝑎0 + 𝑎1𝑥 + 𝑎2𝑥
2

+ 𝑎3𝑥
3)(𝑏1,0 + 𝑏1,1𝑥 + 𝑏1,2𝑥

2

+ 𝑏1,3𝑥
3)

−1
𝑚𝑜𝑑 𝑔1(𝑥) 

(𝑎0, 𝑎1, 𝑎2, 𝑎3)  =  (â0, â1, â2, â3) 

Output: (𝑎0, 𝑎1, 𝑎2, 𝑎3) 

Step 2: 

Input: (𝑎0, 𝑎1, 𝑎2, 𝑎3) 

For (i = 2; i≤ 4; i++) 

{ 

â𝑖−1 + â𝑖𝑥 + ⋯+ â3𝑥
4−𝑖

= (𝑎𝑖−1 + 𝑎𝑖𝑥 + ⋯
+ 𝑎3𝑥

4−𝑖)(𝑏𝑖,0 + 𝑏𝑖,1𝑥 + ⋯

+ 𝑏𝑖,4−𝑖𝑥
4−𝑖)

−1
𝑚𝑜𝑑 𝑔𝑖(𝑥) 

â0  =  𝑎0  +  𝑐𝑖,0𝑎𝑖−1 

â1  =  𝑎1  +  𝑐𝑖,1𝑎𝑖−1 

        ⋮ 
â𝑖−2 = 𝑎𝑖−2 + 𝑐𝑖,𝑖−2𝑎𝑖−1 

(𝑎0, 𝑎1, 𝑎2, 𝑎3)  =  (â0, â1, â2, â3) 

} 

Output: 𝑟𝑜𝑤𝑗 = (𝑎0, 𝑎1, 𝑎2, 𝑎3) 

} 

Output: 

Matrix 𝐴−1 = (

𝑟𝑜𝑤1

𝑟𝑜𝑤2

𝑟𝑜𝑤3

𝑟𝑜𝑤4

) 

Now we are able to present the algorithm for 

the computation of an invertible matrix with all 

non-zero elements as well as its inverse. 

In this algorithm, it is used the fact if 𝑓(𝑥) =
𝑏1,0 + 𝑏1,1𝑥 + 𝑏1,2𝑥

2 + 𝑏1,3𝑥
3  on 𝐺𝐹(28)  is 

such that 𝑏1,1,  𝑏1,2  and 𝑏1,3 ≠ 0  and 𝑏1,0  is 

unknown, then the inverse 𝑓−1(𝑥) modulo 𝑔(𝑥) 

a primitive polynomial of degree 4 have all their 

coefficients depending on 𝑏1,0. 

Input: 

- Primitive polynomials𝑔1(𝑥), 𝑔2(𝑥) and 𝑔3(𝑥) 

in 𝐺𝐹(28)[𝑥] are selected a priori such that 

𝑑𝑒𝑔(𝑔1(𝑥)) = 4,        𝑑𝑒𝑔(𝑔2(𝑥)) = 3 and 

𝑑𝑒𝑔(𝑔3(𝑥)) = 2. 

- Pseudorandom sequence is written as the 

matrix 

𝑀 =

[
 
 
 
− 𝑏1,1 𝑏1,2 𝑏1,3

𝑐2,0 𝑏2,0 𝑏2,1 𝑏2,2

𝑐3,0 𝑐3,1 𝑏3,0 𝑏3,1

𝑐4,0 𝑐4,1 𝑐4,2 𝑏4,0]
 
 
 

 

where 𝑐𝑖,𝑗 , 𝑏𝑘,𝑡 ∈ 𝐺𝐹(28) and 

𝑏𝑘,0, 𝑏𝑘,1,⋯ , 𝑏𝑘,4−𝑘 ≠ 0  for all 2 ≤ 𝑖 ≤ 4 , 2 ≤
𝑘 ≤ 4 and 0 ≤ 𝑗 ≤ 2, 0 ≤ 𝑡 ≤ 3, and also 𝑏1,1, 

𝑏1,2  and 𝑏1,3 ≠ 0. 

{ 

Step 1: Computation of the first row 

The first row of matrix A is formed by 𝑏1,0, 𝑏1,1, 

𝑏1,2 and 𝑏1,3. Values 𝑏1,1, 𝑏1,2 and 𝑏1,3 are taken 

from matrix 𝑀 . The value 𝑏1,0  will be 

determined in step 6 of the present algorithm.  
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Step 2: Computation of the 𝑖 - th row, 2 ≤ 𝑖 ≤ 4 

From the values of the first row, the matrix 

𝑀  and the previous algorithm for random 

generation of an invertible matrix 𝐴 = {𝑎𝑖,𝑗}4𝑥4
, 

𝑎𝑖,𝑗 ∈  𝐺𝐹(28) for all 𝑖 and 𝑗, the values 𝑎𝑖,𝑗 are 

calculated, leaving the matrix 𝐴  in the 

following way:  

𝐴 = [

− 𝑏1,1 𝑏1,2 𝑏1,3

𝑎2,0 𝑎2,1 𝑎2,2 𝑎2,3

𝑎3,0 𝑎3,1 𝑎3,2 𝑎3,3

𝑎4,0 𝑎4,1 𝑎4,2 𝑎4,3

] 

• The values 𝑎𝑖,𝑗  are linear function of 𝑏1,0 

and then if the values 𝑎𝑖,𝑗  become equal to 

zero linear equations with 𝑏1,0  as unknown 

are formed.  

• The values of 𝑏1,0  which do not satisfy the 

mentioned equations are stored. 

Step 3: With the coefficients 𝑏1,1, 𝑏1,2  and 𝑏1,3 

of the matrix 𝑀  and 𝑏1,0  as unknown it is 

computed the coefficients 𝑑1,0 = 𝜆0(𝑏1,0) , 

𝑑1,1 = 𝜆1(𝑏1,0) , 𝑑1,2 = 𝜆2(𝑏1,0)  and 𝑑1,3 =
𝜆3(𝑏1,0)  of the inverse 𝑓−1(𝑥) 𝑚𝑜𝑑 𝑔1(𝑥) =

(𝑑1,0 + 𝑑1,1𝑥 + 𝑑1,2𝑥
2 + 𝑑1,3𝑥

3) 𝑚𝑜𝑑 𝑔1(𝑥) . 

Thus, we can form the matrix  

𝑀′ =

[
 
 
 
𝑑1,0 𝑑1,1 𝑑1,2 𝑑1,3

𝑐2,0 𝑏2,0 𝑏2,1 𝑏2,2

𝑐3,0 𝑐3,1 𝑏3,0 𝑏3,1

𝑐4,0 𝑐4,1 𝑐4,2 𝑏4,0]
 
 
 

 

Step 4: With the matrix 𝑀′ and the algorithm 

described above used to compute the inverse, 

we can compute the inverse matrix  

𝐴−1 =

[
 
 
 
𝑑1,0 𝑑1,1 𝑑1,2 𝑑1,3

𝑑2,0 𝑑2,1 𝑑2,2 𝑑2,3

𝑑3,0 𝑑3,1 𝑑3,2 𝑑3,3

𝑑4,0 𝑑4,1 𝑑4,2 𝑑4,3]
 
 
 

 

Note that 𝑑𝑖,j  is function of 𝑑1,0 , 𝑑1,1 , 𝑑1,2 

and 𝑑1,3 for all 2 ≤ 𝑖 ≤ 4 and 0 ≤ 𝑗 ≤ 3, so all 

these coefficients are functions of 𝑏1,0, and then 

the matrix 𝐴−1 is 

[
 
 
 
𝛿1,0(𝑏1,0) 𝛿1,1(𝑏1,0) 𝛿1,2(𝑏1,0) 𝛿1,3(𝑏1,0)

𝛿2,0(𝑏1,0) 𝛿2,1(𝑏1,0) 𝛿2,2(𝑏1,0) 𝛿2,3(𝑏1,0)

𝛿3,0(𝑏1,0) 𝛿3,1(𝑏1,0) 𝛿3,2(𝑏1,0) 𝛿3,3(𝑏1,0)

𝛿4,0(𝑏1,0) 𝛿4,1(𝑏1,0) 𝛿4,2(𝑏1,0) 𝛿4,3(𝑏1,0)]
 
 
 

 

Step 5: If the values of 𝛿𝑖,𝑗(𝑏1,0) for all 1 ≤ 𝑖 ≤

4  and 0 ≤ 𝑗 ≤ 3  become equal to zero, 

equations with 𝑏1,0  as unknown are formed. 

The values of 𝑏1,0  which do not satisfy the 

mentioned equations are stored. 

Step 6: Random generation of 𝐴 

From the values of 𝑏1,0 which do not satisfy 

the equations of steps 2 and 5, one should be 

selected at random leaving matrix 𝑀  full, and 

then it is obtained the matrix 𝐴 and their inverse 

with the algorithms described above.  

} 

Output:  

Matrix 𝐴 = [

𝑏1,0 𝑏1,1 𝑏1,2 𝑏1,3

𝑎2,0 𝑎2,1 𝑎2,2 𝑎2,3

𝑎3,0 𝑎3,1 𝑎3,2 𝑎3,3

𝑎4,0 𝑎4,1 𝑎4,2 𝑎4,3

] 

VII. SECURITY COMMENTS 

Most of the cryptanalytic methods exploit 

the properties of the internal functions in the 

encryption and decryption process, for example 

differential and linear attacks [9 and 10]. We 

introduce some random functions in a big set of 

possibilities, making these cryptanalytic 

methods more difficult to implement since the 

linear transformations used in both cases are 

key dependent. 

In this sense [11] shows how the different 

cryptanalysis can be used against the block 

cipher Kuznyechic, which is not possible in our 

dynamic variant, taking into account that the 

encryption process is used for short plain texts 

or in the contrary must be used one rekeyed 

mode of operation for big plain texts [12]. 

On the other hand, an efficient algorithm is 

proposed in [13] to recover the secret S-box of 

the previous version of Magma, GOST 28147-

89, under special conditions given in the way in 

which they are used and taken advantage on the 

cyclic shifts. Assuming that this idea can be 

extended to recover secret and key dependent S-

boxes in Magma; in our dynamic variant we 

present other scenario, the cyclic shift step is 

replaced by a random and secret matrix, making 

more difficult to know the same one due to the 

non-linear property of the S-boxes. 



Khoa học và Công nghệ trong lĩnh vực An toàn thông tin 

    Số 1.CS (11) 2020   9 

VIII. CONCLUSION 

In the present paper, a dynamic variation of 

the cryptographic algorithms Kuznyechik and 

Magma has been described, which enables that 

some of its functions become random in terms 

of the secret key or pseudorandom sequences. 

For the dynamic variant of the block cipher 

Kuznyechik, the function MixRows is 

randomized by the functions PermRows and 

MultRows, such that the action of the MDS 

matrix on the State is equivalent to the 

Kuznyechik’s matrix has permuted its rows and 

each one has been multiplied by 𝑑𝑖, where 𝑑𝑖 ∈
𝐺𝐹(28)∗ for all 1 ≤ 𝑖 ≤ 16. 

We also propose an improvement of 

Kuznyechic using one of the S-boxes 

presented in [5] due to their stronger 

cryptographic properties. 

On the other hand, our dynamic variant of the 

block cipher Magma differs from the original 

Magma and its previous variants GOST 28147-

89 and 2GOST [14], that the cyclic shift 11 bits 

to the left is replaced by a random Cauchy 

matrix or a random invertible matrix with all 

non-zero elements as well as its inverse. 

Although the presented scheme guarantees an 

increase in security, we also recommend a 

variation in the key schedule since it offers a 

low security [15]. 

We note that, in the algorithm described 

above for the generation of Cauchy matrices, 

if (𝑥0, … , 𝑥7)(𝑦0, … , 𝑦7) satisfy the conditions to 

construct a Cauchy matrix 𝐶𝑚𝑥𝑚  ∈

𝐺𝐿8(𝐺𝐹(24)),  then (𝑥0 + 𝑎,… , 𝑥7 + 𝑎)(𝑦0 +

𝑎,… , 𝑦7 + 𝑎) generate the same Cauchy 

𝐶𝑚𝑥𝑚 matrix, where 𝑥𝑖  and 𝑦𝑖  ∈ GF(24) for all 

𝑖 ∈ {0, … , 7} and 𝑎 ∈ 𝐺𝐹(24)∗. 

For both dynamic variants of Kuznyechik 

and Magma respectively, it must be taken 

into account that the encryption process is 

used for short plain texts or in the contrary 

must be used a rekeyed mode of operation for 

big plain texts [12]. 
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