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Nhan dang thuc thé duoc dit tén trong van
ban Ti€ng Viét st dung hoc may va irng dung
trong dam bao an ninh mang

Nguyén Ngoc Toan, L& Xuin Tuén, Lwong Thé Diing, Trin Nghi Phi

Tém tit— Nhin dang thyc thé dwgc dit tén
(hodc “dwgc gan nhan”: Named Entity
Recognization - NER) trong vin ban Tiéng Viét
hién dang 12 mdt bai todn cé nhiéu thich thirc
do khong c6 nhiéu tip dir liéu chuin hoic cé
nhung chwa di lon va cac mé hinh nhin dang
thudng dwoc xdy dung cha yéu dwa trén
phwong phap hoc sdu. Trong bai bdao nay, nhém
tac gia trinh bay mot cach tiép cin cé hé thong
trong viéc xdy dueng mé hinh nhin dang thwc
thé céa cdc vin ban Tiéng Viét, tir buéc thu
thap, xy dung tip dit liéu cho dén ap dung,
tinh chinh cac mé hinh hgc may. Pic biét, nhém
tic gia ciing dé xuét cac kich ban ing dung va
chirng minh kha ning 4p dung mé hinh nhéin
dang thyc thé dwgc dit tén hidu qua trong giai
quyét cic bai todn dam bdo an ninh, an toan
thdng tin mang. Cu thé, nhém tic gia xiy dung
tap dit liéu gdm hon 5000 viin ban thu thap tir
cic mang xi hdi sir dung Tiéng Viét, dit tén va
gin 1 trong 4 nhin dinh truéc cho cic thyc thé;
sau d6, 4p dung md hinh huén luyén truwée
XLM-RoBERTa véi cic tham s6 ban diu dwgc
tinh chinh phu hgp dé nhan dang cac thyc thé
nay. Két qua thir nghiém cho thiy hé thong la
hiéu qua véi khi ning nhin dang thwe thé ciia
md hinh va dat d9 do F1- measure 1én dén
95.6%, trdi hon so véi mot s6 hé thong NER cho
viin ban Tiéng Viét trén cung tip dir liéu ma
nhém tic gia di xay dyng. Mé hinh dé xuit ciing
da dwgc vmg dung trong xiy dung cac hé thong hd
trg dam bao an ninh mang hi¢n nay.

Abstract— Named Entity Recognition (NER) in
Vietnamese documents is currently a challenging
task because of the lacking of standard datasets,
or these datasets mightbe not large enough. Moveover,
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recognition models are often built mainly based on
deep learning methods. In this paper, we present
a systematic approach in building entity
recognition models of Vietnamese documents,
beginning with collecting and building data sets
then applying and refining machine learning
models. In addition to that, we also propose
some scenarios of application which proof the
capability of our model in dealing with
information security problems. Specifically, we
built a dataset of more than 5000 documents
collected from social networks using
Vietnamese, naming and assigning 1 of 4
predefined labels to the entities in the
documents and then apply the pre-training
model XLM-RoBERTa with the appropriate
fine-tuned initial parameters to recognize these
entities. Preliminary results show that the
proposed system is effective with the ability to
recognize the entity of the model and achieve
the F1- measure up to 95.6%, which is better
than some NER systems curently available for
Vietnamese documents on the same dataset
which we have built. The proposed model has
been used in building support systems for
cybersecurity protection currently.

Tir khéq— nhn dang thyc thé; hé théng NER; hoc mady;
vin bdn Tiéng Viét; tiéu cwc; phdn dong.

Keywords— named entity recognition; NER system;
machine learning; Vietnamese text; negative; reactionary.

1. G161 THIEU

Cung véi su phat trién cta cudc cach mang
cong nghiép 1an thr 4, s6 lugng ngudi sir dung
Internet ngdy cang ting cling v&i sw phét trién
nhanh chong cuia cdc mang xad hdi dd kéo theo
viéc rat nhidu vin ban va hinh anh dugc dang tai
trén cac trang mang nay. Cac thong tin dugc luu
trit trén cac trang web, cac nén tang mang xi hoi
theo cach thirc phi cAu tric, vi vy viéc tim kiém
thong tin lién quan tir dit liéu ndy s& mét nhidu
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thoi gian. Ty dong xac dinh va phan loai cac
thuc thé da dugc dugc dit tén 1a mot nhiém vu
quan trong ddi voi cac bai toan xtr ly ngén ngir
tu nhién, bao gdm khai thac thong tin, truy xut
thong tin va dich may. Viéc ing dung cac bai
toan khai thac thong tin nham chuyén vin ban
khong cé cAu tric thanh mot dang co cAu tric
13 yéu cau can thiét cho may tinh xtr Iy va dong
vai trd quan trong trong viéc truy xuét thong
tin, tra 101 cAu hoi, tom tat van ban,... [5]. Nhan
dang thyc thé 1a mot bai toan con cua khai thac
thong tin va can dugc nghién ctru dé giai quyét.

Nhan dang thuc thé duoc dat tén (hodc “duogc
gan nhan”: Named Entity Recognization - NER)
la mot nhi¢m vu xtr ly ngdn ngir ty nhién co ban
dé trich xudt cac thuc thé tir dix liéu phi cAu truc.
Pay la budc tién dé cho cac bai toan phirc tap
trong trich xuat théng tin nhu trich xuat quan hé,
trich xuét su kién,... B4o céo ciia D.Wu va céc
cong su [6] d4 chi ra rang 60% tong sb truy van
trong cong cu tim kiém 1a cac thuc thé c6 tén. Vi
vay, viéc xac dinh cac thuc thé dugc dat tén tir
van ban phi cau trac dwoc nhidu nha nghién ctru
quan tdm khi xt 1y truy van va sir dung trong hé
thong tra 10i ty dong.

Nhan dang thuc thé dwoc dit tén trong phan
tich dir li¢u mang xa hdi la mét cong vi¢c trong
hoat dong trich xuét, phan tich thong tin mang
xa hoi. Trong do, nhiém vu tdp trung vao viéc
tim kiém va phan loai cac thanh phan trong vin
ban dé dua chiing vao nhimg loai xac dinh trudc
nhu 12 tén nguoi, to chic, dia diém, thoi gian,
s6 lwong, gia tri tién t& va nhiéu loai gia tri khéc.

Hién nay, cac nghién ctru vé nhan dang thuc
thé dugc dit tén dang dua vao cac tap dir li¢u
cho cic ngdn ngit phd bién nhu tiéng Anh,
tiéng Phap, tiéng Dirc ma chwa c6 nhiéu nghién
ctru chuyén sau cho Tiéng Viét. Mot s6 nghién
ctru nhu trong cac cong bd [1, 2] da giai quyét
cac bai toan nhan dang thuc thé st dung cac
phuong phap hoc sau trong mién ¢ giam sat.
Bén canh d6, phuong phap hoc sau cling dugc
st dung trong bai toan khac nhu phan 16p van
ban [3],nhan dang hinh anh [4],...

Cac bai toan gan nhin cau, chudi vin ban
hién dang chi du’ng lai & cac phuong phap dua
trén hoc may truyén thong hodc hoc sau. Trong
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nghién clru nay, nhom tac gid ap dung mod hinh
luyén truéc RoBERTa XILLM cho viéc nhan dang
thuc thé bé“mg cach lua chon cac tham sb ban dau
t61 wu. Thuc nghi¢m hé théng dé xudt dugc thuc
hién véi tap dir liéu Tiéng Viét gdbm hon 5000
van ban thu thap truc tiép tor mang xa hoi da cho
két qua do do Fl-measure 1én dén 95.6%, troi
hon cac mé hinh dé cong bd trude day.

Vé tong thé, bai bio nay co nhimg dong gop
chinh nhu sau:

(1) Thu thap, xay dung tap dir liéu hon 5000
vin ban Tiéng Viét tor cac mang xa hoi hi¢n nay.

(2) DBé xuit hé théng nhén dang thyc thé dugc
dat tén hiéu qua ap dung mdé hinh luyén trudc
RoBERTa XLM véi viéc lya chon cac tham s
ban dau tdi vu.

(3) Thir nghiém va danh gia kha nang nhin
dang ctia mo hinh trén tap dit liéu da thu thap duogc.

Bai bao duoc cau trac gdm 6 phan: Phan II s&
danh gia tong quan mot s6 nghién ctru lién quan.
Trong phan III nhom tac gia trinh bay cach thu
thap, xay dung tap dit liéu (xac dinh thyc thé, dat
tén/gan nhin). Phan IV mo ta cu thé phuong phap
nhan dang thuc thé duoc dat tén st dung trong hé
théng dé xuat. Phan V cia bai bao trinh bay vé
cac thir nghiém va danh gia két qua thu duoc.
Phan cubi cing két thuc bai bao voi mot sb dinh
hudng nghién ctru trong tuong lai.

II. CAC NGHIEN CUU LIEN QUAN

Nhan dang thuc thé duoc dat tén (NER) Ia mot
trong céac linh vyc nghién ctru phd bién vé xir Iy
ngon ngilr tu nhién (Natural Language Processing
- NLP). Péy 1a viéc gin nhan cac chudi vin ban,
trong d6 mdi ma thong bao trong mot chudi duoc
gan nhan thich hgp vai cac 16p ngit nghia tuong
ung cua nd. Voi mdt van ban dugec ma hod, muc
tiéu la xac dinh céc 16p khac nhau trong van ban
nhu vi tri, co quan, sy ki¢n,... Co nhiéu giai phap
khac nhau da duoc dé xuat dé trich xuat va phan
loai céc thuc thé duge dit tén trong mdt van ban.
M&i phuong phap déu c6 nhirng vu diém va han
ché nhit dinh. Hién nay, ngay cang c6 nhiéu nha
nghién ctru quan tdm dén bai toan phan loai vin
ban thu thap tir mang xa hoi (bao gdm tin tirc va
cac bai dang trén mang xa hoi) theo cach phan
tich sdc thai dé xac dinh xem mdt tin tirc hodc bai



bao la tich cuc, binh thuong, ti€éu cuc hay tham
chi 1a phan dong ma nguoi doc quan tdm. Bai
todn nay co6 y nghia quan trong, vi cac thong tin,
tin tirc c6 tac dong to 16n dén tam 1y, cam xuc va
c¢6 kha ning chi phdi hanh dong ciia con ngudi.
Mot s loai thong tin x4u, doc hai nhu tin that
nghiép, thong tin pha san c6 thé anh hudong dén
thi truong chimg khoan va nén kinh té ciia mot
quéc gia, khu vuc. Ngoai ra, voi sy phat trién cua
mang xa hoi va cac dich vu mang, cac thé lyc thu
dich da triét dé loi dung khong gian mang thuc
hién cac hanh vi phat tan thong tin gid, thong tin
x4u doc, hai trén hang nghin website, blog, hang
tram t& bao, nha xuat ban, kénh truyén hinh gay
anh huodng truc tiép dén an ninh mang cua mot
qudc gia.

V& co ban, cé thé coi trich rat thuc thé 14 viée
tim kiém va phan 16p céc tir (cum tir) trong van
ban vao cac nhom thyc thé nhu tén nguoi
(person), tén dia diém (location), tén to chirc
(organization), ngay thang (date), thoi gian
(time), ty 1€ (percentage), tién té (monetary),...
Gan day, trich rat thyc thé duoc mo rOng sang
nhiéu 16p khac nhu tén protein, chii dé bai bao,
tén tap chi,... Ttr nam 1995, hoi thao qudc t& véi
chuyén dé “Hiéu thong diép” (Message
Understanding Conference - MUC) lan thtr 6 da
bat d4u to chirc nham d4nh gia cac hé thong NER
cho tiéng Anbh. Tai hoi thao CoNLL nam 2002 va
2003, cac nha nghién ctru da xay dung va danh
gia cac hé thong NER cho tiéng Ha Lan, Tay Ban
Nha, Dtic va tiéng Anh. Trong nhiém vu danh gia
cho cac hé thong nay, cac nha nghién ciru xét 4
loai thuc thé dugc dat tén gém tén nguoi, tén to
churc, tén dia danh va cac tén khac. Sau do, cac
cudc thi vé NER van duoc thuong xuyén t6 chirc
nhu GermEval 2014 Named Entity Recognition
[16] cho tiéng Puc.

Pbi v6i Tiéng Viét, Cudc thi VLSP
(Association for Vietnamese Language and
Speech Processing) 2016 [7] di duoc dua ra lan
dau tién dé danh gia chat luong cac cong cu NER.
Pén nam 2021, VLSP 2021 [8] duoc t6 chirc tai
Truong Pai hoc Cong ngh¢ thong tin, Pai hoc
Qudc gia Thanh ph H6 Chi Minh 1a cudc thi thir
hai nhdm dua ra dugc mot danh gia khach quan
vé chit luong cac cong cu NER, khuyén khich
phat trién cac hé théng trich rat thuc thé duoc dat

Khoa hoc va Cong nghé trong linh viee An toan thong tin

tén dat do chinh xé4c cao. So véi cudc thi thir nhat
tai VLSP 2016, tap dir li¢u lan nay da dang,
phong pht hon va duoc tp hop theo mot sb linh
vuc nham c6 cac danh gia chi tiét hon vé cac hé
théng NER.

Nhan dang thuc thé duoc dat tén 1a mot bude
¢6 ¥ nghia quan trong tién dé va co s¢ khi giai
quyét cac bai toan phirc tap hon trong xtr Iy ngon
ngit tu nhién. Thyc té di ching minh ring trudc
khi nhan dang dugc quan hé gitra cac thuc thé
chung ta phai xac dinh dugc dau la cac thuc thé
tham gia vao mdi quan hé d6. Ban dau, NER
duogc xem l1a mot thao tdc don gian trong cac bai
toan khai thac thong tin. Tuy nhién, hién nay
NER c6 mot vai tro quan trong quyét dinh dén
cac bai toan phtrc tap khac nhu truy van thong tin
(Information Retrieval -IR) hodc cac h¢ hoi dap
(Question Answering Systems - QA).

Nhin chung, cac phuong phap duge dé xuit
dé giai quyét cho bai toan trich rit thyc thé duogc
chia thanh hai nhém chinh, bao gdm nhém céac
phuong phdp dua trén tri thic va nhom cac
phuo‘ng phép dua trén ky thuat hoc may. Céc h¢
thdng dwa trén tri thirc chu yéu dua trén tap luat
duoc xay dung mot cach thu cong, st dung céc
ngon ngir dac thi nhu van pham JAPE. Y tudéng
cua k¥ thuat hoc may 1a hoc cac dac trung (sur
dung dé mé ta thudc tinh cua tir) cia mau duong
(16p tuong (mg v&i cac nhan quan tim chang han
nhu tén nguoi, tén dia diém) va mau am (16p
khong tuong tmg véi nhan quan tam, quy udc la
nhan O) tu tai liéu da gan nhan. Vi vay, viéc st
dung ky thuat hoc may trong xt Iy ngdén ngir
Tiéng Viét sé dem lai hiéu qua tot hon duya trén
tri thirc.

Db6i voi hudng tiép can hoc may, nhidu ky
thuat hoc may da duoc ap dung cho bai toan trich
rtt thong tin nhu mé hinh trudng ngiu nhién co
diéu kién (Conditional Random Fields - CRE),
may vecto hd trg (Support Vector Machine -
SVM) [11, 12], mdé hinh Markov an (Hidden
Markov Model - HMM) [9], md hinh Markov
Entropy cuc dai (Maximum Entropy Markov
Model - MEMM) [10],... Véi ban chét ciia qua
trinh trich rat thuc thé 1a gan nhan cac tu, cym tu
trong van ban véi loai thuc thé twong ng nén
chung ta c6 thé coi bai toan trich rat thyc thé 1a
bai todn phan 16p dir li¢u.
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Trong nghién ctru [13] da su dung truong
ngau nhién co diéu kién dung dé nhan dang Tiéng
Viét ¢6 tén cac thuc thé gém cac loai sau: Nguoi,
vi tri, t6 chuc, thoi gian, tai chinh va c6 F1-
measure 1a 81%. Pham va cac cong su [14] da mo
ta hé thong sir dung phuong phap hoc may SVM
cho nhan dang thuc thé tiéng Viét trong linh vuc
y té v6i Fl-measure 14 83%. Cac nghién ciru vé
nhan dang thyc thé dugc dit tén Tiéng Viét con
chua nhiéu, kha nang nhan dang chua cao do sy
da dang vé ngit nghia. Vi vay, bai bao s& danh
gi4, d& xuat hé théng, xay dung tap dit liéu va tién
hanh thyc nghiém dé xac dinh cac mo6 hinh huén
luyén hi€u qua trong trich rat thuc thé phuc vu
nhan dang thyc thé dugc dat tén trong van ban
Tiéng Viét.

III. XAY DUNG TAP DU LIEU

Tap dir liéu dugc bai bao xay dung bao gém
5000 mau tin tirc, bai ding dugc thu thap tir cac
kénh truyén thong xa hoi. Tap dir liéu dugc thu
thap truc tiép tir cic tai khoan trang ca nhén,
trang tin, nhom trén mang xa hoi, nho hé théng
thu thap dir li€u thude dé tai nghién ciru ma cac
tac gia dang tham gia thyc hién (nhu trong phan
Loi cam on). Tap dit lidu gdm cac nhén thyc thé
nhu Bang 1 dudi day:

BANG 1. THUC THE TRONG VAN BAN TIENG VIET THU

THAP TU MANG XA HOI
Tén thye thé Mo ta 2 Cic loai thuc thé
: thuce thé ) :
= Tén, tén dém va
ho ciia mot nguoi.
Tén nguoi Céc loai = Tén hiéu (biét
(PERSON) ten ngu.éyi hiéu), bi danh (mat
danh), biét danh.
= Tén cac nhan vat
hu ciu.
= Tén goi cac hanh
tinh: Mat Trang,
Cac thyc | Mat  Troi, Trai
thé co toa | DAt,...
do dialy | = Tén goi cac thuc
nhit dinh, | thé mang yéu t6 dia
bia chi ghi lai 1y tu nhién va dia ly
(LOCATION) | dugc trén | lich sit (qubc gia,
ban do ving lanh thd, chau
(trr cac | luc), cac vung quin
diadanh | cu (lang, thi trf'ln,
twong | thanh phé, tinh, gido
tuong) khu, gido x1).
= Tén goi cac thuc
thé tu nhién: Peéo,
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nui, day nui, rung,
song, sudi, hd, bién,
vinh, viing, eo bién,
dai duong, thung
ling, cao nguyén,
ddng bang, bai bién,
khu bao ton thién
nhién, khu sinh
thai,...
= Tén goi cac thuc
thé 1a cong trinh xay
dung, cong trinh
kién trac cong cong:
Cau, duong, lau dai,
quang truong, bao
tang, truong hoc,
nha tré, thu vién,
bénh vién, nha hat,
nha may,...
= Tén goi dia diém,
dia chi thuong mai:

Nha hang, khach
san, hiéu thudc,
quén bar,...

» Mot s6 dia danh
tuong tugng khac:
Vuon bDia Dang,
Séng Ngan, Cau O
Thudc,...

Cac thuc

= Moc thoi  gian
trén dong hd: Gio,
phut, giay,...

= Méc thoi gian

Thoi gian the co . \
(DATETIME) | lién quan | S0 lich: Nedy,
dén mée tuan,;thang,‘r.lam,....
thoi gian - MOC, tI}m glan
quy udc nam: Thap
ky, thé ky, thién
nién ky,...

Céc = Nhitng hanh dong
hashtag, | mang tinh chit tiéu
cumtlr | cyuc: bét giit, phong
chtrandi | hoa, khing bd, de

dung ti€u | doa,...
cuc hodc | = Nhitng cum tuo
Tu tiéu cue, chéng mang ¥ nghia chong
phan dong phd Pang | pha Pang va Nha
(TC PD) Cong san | nuéc: DPang ban
Viét Nam | nudc, Hoi Anh Em
va Nha Dan chu, su cai tri
nuéc | doc tai, to chic
Cong hoa | phan dong,...
x3 hoi
chu nghia
Viét Nam




IV. PHUONG PHAP BE XUAT

A. Dt tén va biéu dién thuc thé

Tén nguoi (PERSON) dugc xem la tén riéng.
Trong Tiéng Viét, tén ngudi dugc viét hoa nham
muc dich chi ra rﬁng nguoi do chi cé mot, khong
gidng véi cac tén khac. Trong cac vin ban Tiéng
Viét, tén nguoi thuong di trudc la cac danh tur
chung nhu 6ng, ba, anh, chi, chq, bac, thé'mg, chu
tich, giam déc, truong phong, ... Cac danh tir nay
duoc dung dé chi hodc goi mot nguoi theo mdi
quan hé va khong mang tinh c¢b dinh. Vi vay, cac
danh tir nay khong nam trong ciu tao tén nguoi.
Tén ngudi thudng gdm cac dang tén ngudi day
du, tén dang rat ngon, tén danh nhan, nhan vat
lich sur, tén hiéu, tén tu, bi danh,...

Tén nguoi dang day du: La tén riéng chi ra
ting c4 nhan va ¢ dang day du, bao gdm 3 phan
la ho, t€n dém va tén. Thong thuong, chir cai dau
tién ciia cac am tiét dugc viét hoa do khong phan
biét ho, t€n dém va tén do viéc riéng hod. Vi du
minh hoa trong Bang 2 va Hinh 1.

BANG 2. TEN NGUOI PAY PU

H(.)~ Chir dém Tén

Nguyén Xuén Phuc
Ho6 Chi Minh
Vo _ Nguyén Giap
Nguyén Phu Trong

b “thil fucng Nguyén Xudn Phic”

thu tirdng 0 0

Nguyén B-PER O

Xuan I-PER 0

Phic I-PER 0]

Hinh 1. Biéu dién tén ngudi dang day du

Tén nguoi dang rit gon 2 thanh phan: La tén
gém 2 thanh ph@in la ho va tén hodc tén va ho
hoac tén dém va tén. Vi du nhu Hinh 2 duéi day:

& “nhac st Dé Nhudn™

nhac si O O
bé B-PER 0
Nhuan [-PER O
&= “footballer Alan Shearer”
footballer O O
Alan B-PER O
Shearer [-PER 0

Hinh 2. Biéu dién tén ngudi dang rat gon
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Tén ngudi dang rat gon 1 thanh phan: La tén
goi chi gom 1 thanh phén 14 tén. Truong hop co
cac danh tir chung 1a tir xung hé dung trudc bd
phan tén (hoac ho vdi cac ngon ngl An—Au) thi
cac danh tr nay khong dugc coi 1a thudc tén
nguoi. Truong hop danh tir chung chi chuc vy,
cong viéc,... duoc dung dé goi thay cho tén ngudi
dam nhiém chuc vy, cong viéc d6 trong mot
khong gian cu thé (ngit canh cia cau chuyén) thi
cling dugc coi 1a tén ngudi (co thé viét hoa theo
phong cach) nhu trong Bang 3.

BANG 3. TEN NGUOI DANG RUT GON

Tir xung ho Tén
anh Thanh
chi Thoa
bé Manh
ong Hai
ban Hong
cd Tam
ba Lan
chu Hiéu
> “anh Nam la gido vién
anh (@) (@)
Nam B-PER O
la (@) O
giao vién 0O O
> phi Obama™
O O
Obama B-PER (0]

Hinh 3. Biéu dién tén goi

Tén danh nhan, nhan vat lich str: La tén duoc
cAu tao bang cach két hop giita bd phan 1a danh
tr chung chi chirc vy, cong viéc hoac tir ton sung
(Y) v6i bo phan la tén (CapWord - tir dinh) theo
dang:

X =Y+ CapWord (1)

Vi du nhu Bé Tham, Doi Can, Ly Cuong, Ong

bung, Ba Da, Thanh Giong, Ptic Phat Nhu
Lai,...
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> “con chau Ba Trumg, Ba Triéu”

con chau O O
Ba B-PER (0]
Trung I-PER O
; O (0]
Ba B-PER (0]
Triéu I-PER (0]

Hinh 4. Biéu dién tén danh nhan, nhan vét lich sir

Tén nguoi dudi dang tén hicu, tén ty, bi danh.
Vi du nhu Hinh 5:

Ty

t= “Ut Trai la tén higu ciia Nguyén Tr

at
e B-PER O
Trai I-PER o]
1a O O
tén hidu O O
cua O O
Nguven B-PER O
Trai I-PER O

Hinh 5. Biéu dién tén ngudi dang tén hiéu

Tén dia ly (Location) dugc dinh nghia bao
gom tén qudc gia, tén dia phuong phan chia theo
khu vuc dia 1y, tén goi chi thyc thé dia 1y tu
nhién, tén dia 1y duoc cAu tao gitra mot hoac hai
danh tir chi phwong huéng, tén dugc cau tao giita
mot danh tr chung hodac mot danh tir chi hudng
véi mot danh tor chung hoac mot danh tr chi
hudng, tén cac cong trinh xay dung, kién tric.
Tén dia ly duoc biéu dién nhu Hinh 6, 7, 8, 9, 10
va Hinh 11.

I “nhd mece Viér Nawm™

nha nwde 0] 0]

Viet Nam B-LOC O

> “céng din Bosnia va Herzegoving™ (“Bosnia and Herzegovina™ 14 tén qudc gia)

cong dan 0] 0]
Bosnia B-LOC o]
va [-LOC 0]
Herzegovina [-LOC 0]

Hinh 6. Biéu dién tén quéc gia

& “clul tich Thanh phé Ha N6t
chu tich e} 8]
Thianhphé B-LOC O
HaNai I.LoCc O

> “Thi xd Séng Céng” (“Séng Céng” da tré thanh mét dia danh hanh chinh)
Thixa B-LOC O
Song Céng  I-LOC O

Hinh 7. Tén dia phuong phén chia theo khu vuc dia ly
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Hé B-LOC ©
Grom I.LOoC O
Hb B-LOC ©
Hoan Kifm I-LOC O
Quén dao B-LOC ©
Hoang Sa I.LLOC ©

Hinh 8. Tén goi chi thuc thé dia 1y tu nhién

B K viee Déng Nam A™

khu vipe O O
Dong B-LOC O
Nam I.LOC O
A I.LOC O
Hinh 9. Tén dia ly duogc cAu tao gilta mot hay hai
danh tur chi phuong huéng
Mién B-LOC ©
Nam [.LOC O
WNam B-LOC O
Bo I.LOC QO

Hinh 10. Tén dia Iy duoc cAu tao gitta mot danh tur
chung hoac mdt (hai) danh tir chi huéng véi mot
danh tir chung hodc mot danh tir chi huéng

B “rai Khu D6 thi Time Ciny™

tai 0 0
Khu B-LOC O
Dé thi LLOC ©
Time LLOC O
City LLOC O

Hinh 11. Tén cac cong trinh xay dyng, kién trac
duogc cau tao gitra mdt danh tir chung chi loai cua
cong trinh

B. Xady dung mé hinh hudn luyén

Trong hé théng nhan dang thyuc thé Tiéng
Viét, bai bao dé xuét str dung mé hinh XLM-
RoBERTa XML. RoBERTa XML la mdt phién
ban phat trién cho da ngdn ngit cia RoBERTa
voi 100 ngoén nglt khac nhau. Trong do,
RoBERTa la mot mé hinh transformer duoc tién
huén luyén trén mot bd dir li€u 16n theo phuong
phap ty gidm sat. M6 hinh nay chi duoc huan
luyén véi cac van ban tho, khong duge gén nhan
véi co ché tu dong tao dau vao va nhin tir cac



van ban ban dau. M6 hinh s& duoc tién huin
luyén v6i mo hinh Masked Language Model
(MLM). Trong m6 hinh MLM, 15% céc tu cua
cau dau vao duoc thay thé boi [MASK] trude khi
truyén vao mo hinh dai di€n cho nhiing tur bi an
(masked). M6 hinh s€ dya trén céac tir khong an
(non-masked) xung quanh [MASK] va dong thoi
12 ngit canh cua [MASK] dé du bao gia tri gdc
ctia tir bi 4n di. S6 lwong tir duge an di duoc lya
chon 1a mot sé bé (15%) dé mo hinh van hiéu
duoc ty 1& bdi canh tir nhitng tir khong bi an
(chiém 85%). Ban chét cua kién trac BERT van
1a mot md hinh seq2seq gdm bd ma héa 2 pha
gitip nhiing cac tir dau vao va bo giai ma gitip tim
ra phan phdi x4c suét cua cac tir & dau ra. Kién
tric Transfomer-Encoder dugc gitr lai trong tac
vu Masked ML. Sau khi thyc hi¢n ty giam sat va
chuyén tiép, s& thu dugc cic véc-to nhiing & dau
rala 04, 0,,..., O,.

Bén canh d0, dé tinh toan phan phdi xac suat
cho tir dau ra, nhom tac gia thém mot 16p két ndi
day du (Fully Connected) ngay sau lép
Transformer-Encoder dua trén ham Softmax. Do
s6 lwong units ctia 10p Fully Connected phai bang
v6i s bién myc tiéu nén trong mo hinh nhom tac
gia sir dung 1a 8 nham tuong ung véi s chu dé.
Cubi clng, nhém tac gia thu dugc véc to nhung
(embedding) cia mdi mot tir tai vi tri [MASK],
tuong ung véi véc-to giam chiéu cia véc-to 0;
sau khi di qua 16p Fully Connected.

Ham mat mat (Loss Function) cia RoOBERTa
s& bo qua mat mat tir nhiing tir khong bi an di va
chi tinh mat mat cua nhiing tr bi che dau. Do do,
md hinh s€ hoi tu lau hon nhung day 1a ddc tinh
bu trir dé gia tang tri thirc vé ngit canh vin ban.
Viéc lua chon ngau nhién 15% s6 luong céc tir b
che dau cling tao ra vo sb cac kich ban dau vao
cho m6 hinh huan luyén va cho phép mé hinh hoc
cach biéu dién cau theo ca hai chiéu.

Sau qué trinh tién hun luyén, mé hinh thu
duoc da co dugc tri thirc ngir nghia phong phu tir
kho ngir liéu huan luyén truéc khong duoc gin
nhan thong qua phuong phap hoc may khong
giam sat. Sau d6, chung t6i sir dung cach tiép can
tinh chinh (fine tuning) dé ap dung mé hinh tién
huén luyén trong cac nhiém vu tiép theo. Lép
Fully Connection (FC) va 16p Conditional
Random Field (CRF) dugc thém vio sau dau ra

Khoa hoc va Cong nghé trong linh viee An toan thong tin

ciia md hinh huin luyén trudc d6 (pretrained
model). Cac vecto dau ra pretrained model c6 thé
duoc coi 12 biéu dién cta cac cau dau vao. Do do,
nhom tac gia sir dung mot 16p FC dé c6 duogce cac
biéu dién cdp cao hon va triru tugng hon. Cac tir
cta chudi dau ra phu thude va lién két manh mé
v6i nhau. Vi du: "PERSON" phai xuat hién sau
"TC _PD". Cung véi d6, 16p CRF ciling dugc
thém vao dé dam bao thir ty du ra cua cac tu.

O B-PER --- 0
CRF Layer

Pre rIning -y oppim Mask LM FC Layer
Task &

4

>
>
-
>

t
[k, -
Pre-training |~ 4% | ______ >
Model
[Eo[E]E] -

Input
sentence

M=

Hinh 12. Tinh chinh m6 hinh

V. THU NGHIEM VA DANH GIA KET QUA

Dir liéu thir nghiém bao gdm 5000 vin ban
Tiéng Viét dugce thu thap va biéu dién nhu mé ta
trong muc III va dugc chia theo ti 1¢ train/val/test
tuong ung la 0.7/0.15/0.15.

Nhom tac gia sir dung do do F1 (F1-measure)
dé danh gia két qua hé thong nhan dang thuc thé
c6 tén theo cong thire dudi day:

2*P*R
1~ iR

2

N—

Trong do: P 1a B¢ chinh xéac (Precision) dugc
tinh theo cong thic:

NEtrye (3
NEsys

p =

—

R 12 Bg bao phu (Recall) dugc tinh theo cong
thirc:

_ NEtrye
R = —— (4
ref

—

V6i NE-ref 1a s6 thuc thé trong dit liéu gdc;
NE-sys 1a s6 thuc thé dugc dua ra boi hé thong;
NE-true 1 s6 thuc thé dugc hé thdng gan nhin
ding.

Két qua thir nghiém hé thdng véi tap dir liéu
thu thap dugc nhu Bang 4.
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BANG 4. KET QUA THU NGHIEM HE THONG NHAN DANG

THUC THE TIENG VIET
Tag F1 Measure
LOCATION 0.935
DATETIME 0.912
PERSON 0.956
TC_PD 0.7

Tir Bang 4 ching ta c6 thé thiy rang mé hinh
nhan dang rat tot dbi voi thuc thé LOCATION,
DATETIME, PERSON khi chi s6 F1 cta ca 3
nhan nay déu trén 90%, trong d6 PERSON c6 d6
do F1 1én dén 95.6%. Véinhan TC_PD (tiéu cuc,
phan dong) do tinh da dang, khong théng nhét va
kho nam bét nén chi sé F1 cta nhan nay chi dat
mirc 70%, tuy nhién day van 1a mét mirc cao cho
mot bai toan kho trong nhén dang thuc thé tiéng
Viét d6i voi dir liéu mang xa hoi.

Pé danh gia hiéu qua cuia mé hinh nhan dang
da dé xuat, nhom tac gia da thir nghiém mo hinh
cua Dat Ba Nguyen va cong su [13] cung voi tap
dir liéu chung t6i d4 thu thap két qua nhan dang
dbi voi 2 thyc thé 1a “tén nguoi” va “dia chi” cia
2 mo hinh nhu Bang 5. M6 hinh nhan dang cua
nhém tac gia da cho két qua tot hon véi do do F1
vuot troi d6i v6i 2 thuce thé tiéng Viét néu trén.

BANG 5. SO SANH KET QUA THU NGHIEM HE THONG
NHAN DANG THUC THE TIENG VIET

F1 Measure
Tag Mb hinh‘
Nguyen va M5 hinh chiing
cfng sw toi dé xuat
PERSON 0.845 0.956
LOCATION 0.886 0.935

VI. KICH BAN UNG DUNG TRONG DAM BAO AN
NINH, AN TOAN THONG TIN
Kich ban 1: Phat hién cac bai viét trén mang
xa hdi sir dung tiéng Viét dé cap dén cac yéu
nhan, 1anh dao cac co quan, to chuec.
Cong tac phat hién chu dé bai viét hodc tu
dong thu thap, thong ké cac bai viét c6 ndi dung
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dé cap dén tén ngudi (thuong 13 cac yéu nhan,
lanh dao Pang va Nha nude) 1a mot yéu cu quan
trong trong ddm bdo an ninh, an toan thong tin.
Vi¢c nhan dang chinh xac dugc tén nguodi trong
cac bai viét tiéng Viét trén mang xa hoi s& gop
phan xay dung cac hé théng phat hién cac bai viét
phuc vu muc dich bao v¢ an ninh mang.

Mo hinh nhan dang thyc thé “tén ngudi” dugc
ng dung trong xay dung hé thdng phat hién tén
nguoi, théng ké cac bai viét c6 nodi dung dé cap
dén tén nguoi nhu Hinh 13.

Nhan dién thuc thé

Sd ludc tinh hinh vy chi D3ng Thi Ho3ng Y&n chi Tan Tao khéi kign 8ng Nguy&n T4n Diing nguyén thi
tudng Vi&t Nam ra tod quéc t&.

Tom lai |3 chi Y&n ki&n chinh phi VN thai ng Diing lam thi tudng ra trong tai qudc t&, dén nay tod
nay ho 6 tiép nhan don kién nhung chua ra phan quyét gi. Thai diém dy &n nhiét dién Kién Ludng
chjYén van |3 céng d2n Viét Nam. Sau nay chj nhap qudc tich M¥. Truéing hgp cia chi khéng nhu ng
Vi&t Kigu Trinh Vinh Binh khi d3u tu |2 mang quéc tich nudc khéc.

3 boumgTJSang h\ sang My rmlé, ngt anh Trung Déng tré aepla thay day khiéu vii cia

S5 lugc tinh hinh vy | chi B3ing Thj Hoang ¥&n rson | chi Tan Tao khdi kién | Gng Nguyén Tan

oM nguyén thi tudng | VigENam Locanon | ra tea qudc t&. Tém laila | chiYén #ssson kién chinh

phi VN théi| éng Dling se=son [3m tha tudng ra trong tai qudc té, d&n nay toa nay ho cd tiép nhan don
kién nhung chua ra phan quyét gi. Thisi diém dy &n nhigt dién Kién Ludng | chi¥én eesson | vin 13 céing dn
Vigt Nam. 1ocamo

Sau nay chi nhap quéc tich| M. oeanon | Trudng hap cha chi khéng nhu

ChiYén ssrzon 13 bd

/it Kigu Trinh Vnh Binh khi dau tu 13 mang quéc tich nudc khac.

6ng T Sang,
con gdi chi. Trudc day & [ UN Locane

son chisang | My Lecaion  rdildy mot anh Trung Bang tré dep | thay day khiéu vii cla

méi khi chiva | 8ng TuSang sssson | cin gip nhau déu gip tai cd s§

ctia| anh Nguyén Céng Khé se=son | s3p xEp. Dudng nhu do phy tinh | 8ng Tu Sang, Fsesen | nén gidl cupe

chién clia chjvdi| 6ng Ba Diing #erson  khang con dudc canh truyén théng dan | em Cong Khé serso

quan tam hd trg nifa.

Hinh 13. Hé théng nhan dién tén nguoi trong bai viét
trén mang xa hdi st dung mo hinh d¢ xuat
Kich ban 2: Xay dung ban do di chuyén cia
doi tuong thong qua ndi dung bai viet doi tuong
dang tai trén mang xa hoi.

Viéc mo phong lai qua trinh di chuyén ctia cac
db6i tugng can theo doi, giam sat 1a cong viée can
thiét 1a quan trong cua co quan chirc nang trong
diéu tra toi pham. Vi viée tu dong thu thap, nhan
dang cac dia diém d6i tuong di di qua hodc thong
tin lai tur cac bai dang trén mang xa hdi, co quan
chirc nang né tién hanh phan tich dé khoanh ving
vi tri d6i tugng co thé xuét hién, thuc hién céac
bién phap chuyén biét khac trong déu tranh véi
cac loai tdi pham hién nay. Vi vay, thong qua ndi
dung cac bai viét, md hinh nhan dang thyc thé
“dia chi” c6 thé timg dung tdt trong bai toan xay
dung ban d6 di chuyén cua ddi twong. Vi du vé
viéc xdy dung hé thong mo phong ban do di
chuyén cuia dbi twgng duoc thé hién qua Hinh 14.



Biét thy dao
LcopatkGrand g
T'he Iskand

Hinh 14. Vi dy ban d6 di chuyén xay dung tir cac dia
diém phan tich dugc

Kich ban 3: Banh gid muc d6 ti€u cuc, phan
dong ciia mot bai viet trén mang xa hoi.

Thong qua mo hinh nhan dang thuc thé “tir
ti€u cuc, phan dong”, ching ta co thé xay dung
hé théng phéan loai mirc d6 tiéu cuc, phan dong
ciia mot bai viét tiéng Viét trén mang xa hoi. T
d6 ung dung trong cong tac phong chdng toi
pham x4m pham an ninh mang.

MO hinh nhan dang thyc thé “tir tiéu cuc, phan
dong” dugc tng dung trong hé thong phan tich
bai viét trén mang xa hoi nhu Hinh 15.

Nhan dién thuc thé

B4t nhadn, thit ddic, v tréch nhigm!

7 gid sdng, khi mt ni sinh |6p 12 di hoc bing xe may diing |3n dudng thi mat sT quan quén dsi, l4i xe
hoi18n Lan va dung chét em.

Nhung ho khang chi phii trich nhiém, hg can [3m mét viéc bit nhon, thit dlc 13 théng bio miu
mé&u em nif sinh, di hoc lic 7 gid sdng ¢6... ndng dd cdn. Cdn & ddu ra, néu cd |a do tay sT quan giy tai
nan kia nh3u say tif dém qua, l3i xe du vi dung chét em.
&ng HB Hoang HUNg (cha clia nif sinh HB Hoang Anh) d3t ra trong don khi&u nai: “visc thu thap miu

Nhan dién

Batnhan, 7cfo thatddc, o vo trch nhiém wcro ! 7 gidsang, paEnke khi mdt nii sinh I8p 12 di

hoc bing xe méy diing l3n dudng thi mat 57 quan quan 61, 14 xe hoi l4n 13n va dung chét em. Nhung ho
thit dic 13 théng bao mdu

khéngchi  phdi te72 trach nhiém, hg cdn lam métviéc batnhdn, 1cro

mau em nlisinh, di hoclic| 7 gidsdng osEnie cb...ndng dd cbn. CBn & ddu ra, néu ¢6 13 do tay

gay tai nan kia nh3u say ti  dém qua, ¢ |3ixe 3uva dyung chétem.| OngHS HoangHing

cha cia nil sinh | H& Hong Anh 7= thu thap miu méu clia | H8

trong ddn khiéu nai:

&c

Hoang Anh se=son khéng cé sy ching kign cia gia dinh ciing cdc cd quan chifc nang nhu Vign kifm sét,

ngudi lam chiing, than nhan ?* Bac si Thdi Phudng Phién, == iam déc bénh vién cho rang d3 co

bao cdo vy vigc che Cd quan diéu tra Cang an TR.Phan Rang - Thap Cham va |3 tai liéu mt, cha nan nhan

tréiy didc. Tc_ep

ciing khéng dugc tiép can ( 7). Mot phét bidu | vé trich nhiém, wceo

Hinh 15.Nhan dar}g thuc thé “tir tiéu cuc, phan
dong” trong bai viét trén trang Facebook cd nhan
Ngoai 3 kich ban trén, vi¢éc trng dung mo
hinh nhan dang thuc thé dugc dat tén trong van
ban Tiéng Viét trong cac bai toan dam bao an
ninh, an toan thong tin mang 14 rat quan trong va
¢6 nhiéu y nghia thyc tién.

Khoa hoc va Cong nghé trong linh viec An toan thong tin

VII. KET LUAN

Vi su phat trén cua mang xa hoi, nhan dang
cac tur khod, ndi dung co tinh chét tiéu cuc, phan
dong ngay cang tré nén quan trong dé hd tro cac
co quan chtrc ning xur 1y cac van dé lién quan.
Bai béo da xay dung mot tap dit liéu 5000 bai viét
trén mang xa hoi st dung Tiéng Viét va dua ra
mot cach tiép can co hé thdng trong viéc xay
dung mo6 hinh nhan dang thuc thé dugc dat tén
d6i voi cac van ban Tiéng Viét. Két qua thir
nghiém cho thdy hé théng hoat dong tot va co
hiéu qua cac hon so v6i cac hé thong tuong tu da
cong bd trude ddy. Tuy nhién, v6i sy da dang cua
cac nhan “tiéu cyc, phan dong” trong cac bai viét,
hashtag trén mang x4 hoi sir dung Tiéng Viét nén
hé thdng can c6 nhitng nghién ctru siu hon vé ddi
tugng nay.

Trong tuong lai, nhém tac gia tiép tuc thu
thap, tinh chinh tap dir liéu bai viét tiéng Viét trén
mang xa hoi dé xay dung céc tap dir liéu 16n hon,
day du hon. Bén canh d6 1a tim hiéu, cai tién hé
thdng, thay d6i cac mé hinh co s¢ dé tan dung tri
thirc cho cac bai toan mai t6t hon.

LO1 CAM ON

Nghién ctru dugc hd tro tir Dé tai khoa hoc
cong nghé cap qudc gia ma sb DPTPL.CN.46/20-
C, Bo Khoa hoc va Cong nghé Viét Nam. Nhom
tac gia xin cam on Ban Chu nhiém dé tai da hd
tro ca vé hoc thuét va tai chinh. Dic biét, tac gia
Nguyén Ngoc Toan duoc tai trg boi Tap doan
Vingroup — Cong ty CP va hd tro boi Chuong
trinh hoc béng Thac si, Tién si trong nudc cua
Quy Do6i méi sang tao Vingroup (VINIF), Vién
Nghién ctu D lidu 16n, mi sb
VINIF.2021.TS.128.
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/ : nhan Tin hoc tai Hoc vién An ninh
nhan dan vao nam 2001; Thac s Cong ngh¢ thong tin tai
Truong Pai hoc Cong nghé - Pai hoc Quéc gia Ha Noi
vao nam 2006; Tién si Cong nghé thong tin tai PSL
Research University - Cong hoa Phap nam 2017.
Huéng nghién ctru hién nay: Hé théng phirc hop; hoc
may trong dam bao an toan thong tin; hé thong gidm st
mang xa hoi.

Qua trinh dao tao: Nhan bang Cir nhan
Cong ngh¢ thong tin tai Hoc vién Ky

thuat Quan sy vao nim 2001; Tién si chuyén nganh Bao
dam toan hoc cho may tinh va hé thong tinh toan tai Vién
Khoa hoc va Cong ngh¢ Quan sy vao nam 2011.

Luong Thé Diing

Pon vi cong tac: Hoc vién K¥ thuét
mat ma.

Email: theduongluongl @gmail.com

Hudng nghién ctru hién nay: Quyén riéng tu dir liéu; mat
ma hoc; khai phé dir liéu; hoc may trong ddm bao an toan
thong tin.

Khoa hoc va Céng nghé trong linh viec An toan thong tin

Tran Nghi Phu

Pon vi cong tac: Hoc vién An ninh
nhan dan.

Email: tnphvan@gmail.com

Qué trinh dao tao: Nhan bang Tién si
tai Truong DPai hoc Cong nghé - Pai

\

hoc Qudc gia Ha Noi vao nam 2021.

Huoéng nghién ctru hién nay: Phat hién ma doc IoT;
phat hién bat thuong; hoc may trong dam bao an toan
thong tin
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