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Panh gia chinh xac can an toan
cho ma xac thuc LightMAC

Tém tit— LightMAC 1a ma xac thwe thong
diép dwgc Atul Luykx dé xuit sir dung trong
cac mdi truong cb tai nguyén han ché va cé
can an toan khong phu thufc vao do dai
thong diép. Thuat toan LightMAC sinh ra
nhin xic thue cé dd dai tuy theo yéu ciu cia
ngwoi st dung. Tuy nhién, danh gia an toan
trong [1] lai st dung true tiép két qua danh
cho d dai nhin xac thwe bang kich ¢& ma
khdi co s ciia Dodis [2]. Trong bai bio nay,
diu tién, chiing tdi danh gia cin an toan ciia
ma xac thue LightMAC trong truwong hop do
dai nhan xac thwc nhé hon kich c& cia ma
khdi co sé. Sau d6, sw phu thudc vao do dai
thong di€p trong cian an toan cia LightMAC
dugc xem xét lai.

Abstract— The message authentication code
mode, LightMAC, which was proposed to use
in resource-constrained environments by
Atul Luykx has security bound independ on
message length. The tag length in LightMAC
algorithm depend on demand of user’s.
However, the security analysis’s Atul [1]
directly uses the Dodis’s result [2] which
presents for the case that tag length is the
block size. In this paper, we first evaluate the
security bound of LightMAC when tag
length is less than the block size. Then, the
dependence on the message length of
LightMAC’s security bound is reviewed.

Tir khéa— ham gia ngiu nhién; mi x4c thuc
thong diép; LightMAC.

Keywords— pseudorandom function;
message authentication code; LightMAC.

I. GIOI THIEU
Cac ma xac thyc thong di€p thong thuong
nhu: CBC MAC, EMAC, CMAC, PMAC déu c6

Bai b4o dugc nhan ngay 3/10/2018. Bai bao dugc nhan xét
boi phan bién thur nhit vao ngay 30/10/2018 va dwoc chip
nhan dang vao ngay 14/11/2018. Bai bao dugc nhan xét bai
phan bién thir hai vao ngay 30/10/2018 va dugc chip nhan
dang vao ngay 5/11/2018.

Nguyén Tudn Anh

can an toan phu thudc vao sb lugng cac thong diép
truy van va do dai thong diép. Can an toan cho cac
mi xéc thyc théng diép nay la q®1/2™ [3]; trong
d6 g 1a s truy van téi da ma ké tan cong thuc
hién, I 1a d6 dai thong diép theo khéi, n 1a kich ¢
ciia ma khdi co so. Trong cac mdi truong Xac thuc
thong thuong, c6 nghia la mé xdc thyc st dung ma
khéi co s¢ c0 kich c& 128 bit (n = 128), va ta
mong mudn rang xac suit gia mao cta ké tan cong
khong vuot qua mot phan mét triéu [1], khi d6 ta
phai dam bao rang:
q*l

2 108
ﬁﬁﬁ,hayq [ <27

Do d6, véi mdi khoa ta c6 thé xac thuc dugce
25% thong diép, mdi thong diép gdm mot khoi.
Tuong ty, c6 nhing 2% thong digp, moi thong
diép gom 4 khéi, c6 the duge xac thuc cho moi
khoa. Ta quan sat thiy rang, sé lugng thong diép
dugc xac thuc trong mdi lan st dung khoa rat 16n.
Piéu nay khong gdy anh huong 16n dén khong
gian dir liéu dugc xac thuc.

Tuy nhién, trong cac moi truong co tai nguyen
han ché, tirc 1a mi xac thuc sir dung ma khdi co so
c6 kich c& 1a 32 bit hay 64 bit, thi s6 luong thong
diép dugc xac thuc d6i v6i mdi khoa s& bi giam di
dang ké. That vy, tuong tu nhu trén, ta xét )
lugng thong diép dugc xac thuc cho moi khoa khi
trong céac ung dung dung ma khéi 32 bit (n =
32), va yéu ciu x4c suat gia mao ciia ké tan cong
khong vuot qua mot phan mot triéu [1]. Khi do:

q°l _

232 = 220,hay q*1 < 2%,

Tir rang budc trén, ta suy ra mdi khéa chi co
thé xac thuc cho 64 thong diép, mdi thong diép
gom 1 khi. Tuong tu, chi c6 32 thong diép, mdi
thong diép 4 khdi ¢6 thé duge xac thuc cho mbi khoa.

Dé giai quyét duge van dé nay, nim 2015, tai
héi nghi FSE, Atul Luykx va cac cong sy da gidi
thiéu mot mo hinh xac thuc thong diép su dung
mé khdi hang nhe véi tén goi 1a LightMAC [1] c6
can an toan khong phu thudc vao d6 dai thong
diép. Piéu nay cho phép LightMAC xac thyuc
nhiéu théng diép hon dbi véi méi khoa.
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Cé&c cbng trinh lién quan. Panh gid do an
toan cho ma xac thyc thong di€p LightMAC dugc
Atul Luykz va cac cong sy trinh bay trong [1].
Céch tiép can nay dua trén mo hinh bam-rdi-mac
ctia Dodis [2]. Tuy nhién, két qua cua Dodis chi
phat biéu cho truong hop nhén xac thyc 13 toan bd
dau ra cia ham mi, trong khi mé hinh cua
LightMAC phat bleu cho ca trudng hop dau ra bi
cit ngan. Do d6, cAn phai c6 cac danh gia chinh
xac hon cho LightMAC.

Dong gop cia ching toi. Trong bai bao nay,
chiing t6i danh gia lai can an toan cho LightMAC
trong truong hop nhan xéac thuc chi ly t < n bit
dau ra. Ngoai ra, chung toi cling phan tich, so sanh
muc do phu thudc vao d¢ dai thong di€p ctia ma
xac thyc thong di€p nay voi cac ma xac thyc
thong diép trude do.

Phan con lai cia bai bao duoc to chirc gém:
Muc I trinh bay cac kién thiic co s lién quan;
Muc III s& dua ra mot s6 két qua da co; Cubi cung
trong Muc IV s€ phan tich d6 an toan cua
LightMAC va dua ra mot s6 két luan.

1. CAC KIEN THUC CO SO
A. Mt s6 ky hiéu

Ky hiéu I,, 1a tap cac chudi bit c6 do dai n;
I, 1a tap cac chuoi bit co do dai khong vuot
qua n; . 1a tap cac chuoi bit c6 do dai bat ky.
F, ., 1a tap cac ham tr I, vao I,,. V&i s6 nguyén
1 <i<2% i, biéu dién cach viét lai i theo s
bit. Véi chudi M do dai n bit, ky hiéu |[M], la t

‘ $

bit it c6 y nghia nhat cua M. Ky hiéu « la phép
14y ngiu nhién; trong khi " la phép chia théng
diép thanh céac khoi n — s bit, khoi cu6i nhé hon
hoac bang n — s bit. Trong bai bao nay ky hiéu
M10* 1a phép dém cac bit c6 dang 10...0 vao
sau M sao cho |[M10*| = n.

B. Mot s6 khdi niém, dinh nghia

Ham duogc chon ngglu nhién (twong ung
hoan vi dugc chon ngau nhién) & day duoc hiéu
la ham (twong tmg hoan vi) dugc 1y ngiu nhién
tir F,  (twong Gng Perm(n)) phu hop véi mot
phan phdi xac suit ¢ dinh. Ham (hoan vi) ngau
nhién hoan thién 1a ham (hoan vi) duoc 1y ngiu
nhién deéu tir tap F, ,,, (Perm(n)).

Tiép theo s& xem xét khai niém loi thé phan
biét. Theo do, lgi thé phan biét cia mot ké tan
c6r~1g c6 dugc khi phan biét ~rn(f)t ham duogc chon
ngau nhién v6i mot ham ngau nhién hoan thién.

60 S6 1.CS (07) 2018

Ta viét A9 néu nhu ké tan cong A dugc quyén
truy cap vao bo tién tri laham g.

Dinh nghia 1 (Definition 4.6, [4]). Cho f 1a
mét ham dwoc chon ngdu nhién. Goi A 1a mgt
ké tan cong phan biét f va ham ngdu nhién
hoan thién [*. Ta xét hai thi nghiém sau:

Expprf 1(A) Expprf O(A)
b« Af b Al
Travé b Travé b

Loi thé cuia mgt ké tan cong A trong viéc
phan biét giira f voi mgt ham ngau nhién hoan
thi¢n la:

Advprf(A) = |Pr[Expprf ') = 1]

— Pr{Exp? ™% (4) = 1]|.

Ham loi thé':[rong tan cong phan biét ham f véi
mot ham ngau nhién hoan thién la:
prf _ prf
Advg (g,7) = P Ercnﬂ?xr Advy (4),

trong dé A(q,t) la tdp cac bg phan biét gia
ngau nhién chay trong thoi gian 7 su dung toi
da q truy van,
Tuong tu, c6 dinh nghia Adv}?rp (A) khi ham f
la mot hoan vi dugc chon ngau nhién.
Mot ham duoc chon ngau nhién £ duoc goi la
gia ngiu nhién néu nhu Adv})rf(A) khong dang
ké v&i moi ké tin cong A c6 nang luc thuc té.

. Dinh nghia 2. (Definition 1, [2], ham bam
hau € 2-pho quat) Mo ham bam H: I X X —
Y la hau € 2-pho quat néu nhw moi x,y €

Xx;tyvahk()d—efH(k )

Pr|k <— IC; hy(x) = hk(y)] <e.

Trong bai bdo ndy, s& thdng nhat goi “e-phd
quat” thay cho “hau € 2-pho quat”.

Tinh chit 1. (tr 5, [2]). Xét H: K x X > Y
la mét ham bam e-phé qudat. Goi x4, .. L xq lag

thong diép khac nhau. Khi do:
$
Prik « ;31 <i<j<qh(x;)= hk(xj)]
<e-q%
Tiép theo, bai bao trinh bay dinh nghia ma

xac thyc thong di€p va mo hinh an toan cia nd.
bé thuan ti€n cho cac phan tich va danh gia ¢
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cac phan sau, nhimng khai niém sau day duoc

nhéc lai.

Dinh nghia 3. (xem Definition 4.1, [5]) Mot ma

xdc thye thong diép (MAC) gom c¢6 3 thudt todn

thoi gian da thire (Gen, Mac, Vrfy) thoa man:

1. Thugt toan sinh khoa Gen la phép chon
khoa K ngau nhién tir tap khoa XK.

2. Thugt toan sinh nhan Mac (c6 thé xac suat)
lay dau vao 1a K va théng diép M € I, va
duaranhinT.TakyhieguT « Macy,(M).

3. Thudt todn xdc thuc Vrfy tar dinh Idy dau
vao la khdéa K, thong diép M va nhan T.
Thudgt toan dwa ra mot bit b, voi b =1
nghia la hop 1é con b = 0 thi nguoc lai. Ta
viét lai b = Vrfy,(M,T).

Vaoi moi khoa K dwoc sinh bgi Gen va moi

M € I, thi ludn ¢6 Vrfy, (M, Mac,(M)) = 1.
M4 xac thuc théng diép an toan nghia la

khong c6 mot ké tan cong hiéu qua nao co thé

gia mao mot gia tri nhan cho thong diép msi M

bat ky, ma chua ting dugc sir dung dé trao doi

trude day.

Thi nghiém xac thure thong diép ExpMA€(4)
1. Chay thuat toan Gen sinh ra khoa K.

2. Ké tan cong A thuc hién t6i da Gpqc truy
van 1én bo tién tri Mac (). Goi Q = {M;}
la tap tit ca c&c truy van ma A yéu cau lén
b0 tién tri.

3. Ké tin cong dua ra tdi da Qurfy truy VAN xéac
thuc 1én bo tién tri Vrfy,(-). A thanh cong
khi va chi khi (1) Vrfy,(M,T) = 1 véi cap
truy van xac thuyc (M,T) nao d6 va (2)
M & Q. Trong trudong hop nay thi nghiém
dua ra 1, nguoc lai thi nghiém dua ra 0.
Dinh nghia 4. (Xem Definition 4.2 [5]) Xét

IT =(Gen, Mac, Vrfy) la mgt ma xac thxc théng

diép va A la mét thudt toan thoi gian da thuc

Xac sudt dwoc quyen truy cdp lén bg tién tri

Macy (") va Vrfy, (") sau dé tra vé mot bit

nhuw trong thi nghiém trén.

Loi thé gid mao cia A dugc dinh nghia la

AdvMAC(A) = Pr[ExpMA€(4) = 1].

Ham lgi thé trong tan cong gid mao la

AdV rac (Qmac' CIvrfy' T)

= max
AEcﬂ(Qmac'QVrfy'T

trong dé gid tri max ldy trén tat ca ké tdan cong
chay vdi thoi gian 7, sir dung nhiéu nhat Qe
truy van Mac va q,, £y truy van xdc thuyec.
C. Thudt toan LightMAC

Trong [1] da giéi thiéu thuat toan
LightMAC. M6 ta ngan gon vé thuat toan nay
dugc trinh & Hinh 1 va Thuat toan 1 dudi day.

AdvMAC(4),

LMy oz, 3 M0
Ex Ex, Ex
g 5 — Ex, H ,]_ T
Hinh 1. M& ta thuat toan LightMAC

My, My, M3 € I, _s VA My € I(n_s)

Trong 46, E: I, X I, — I, 1a mot ma khdi, s
va t lan luot I cac s6 nguyén khong 16n hon n/2
va n. LightMAC lay dau vao la hai khoa K;, K,
duoc chon déu va doc 1ap tir tap {0,1}%, va théng
diép M co do dai téi da 25(n — s) bit. Thuat toén
tra vé mot dau ra co do dai t bit. Cap thong diép-
nhan khi do s& 1a (M, T).

Thuat toan 1. LightMACy, x,(M)
Input: Ky, K; € I, M € I<3s(n—s)
Output: T € I,

1LV <o

2. MM, ..M, © M
khdi n — s bit
3.fori=1tol—1do
4. V< V@ Eg (isM;)
5. end

6.V <V @ (M10)
7.T « [E,, ()],

8. return T

\\chia M thanh cac
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III. CAC KET QUA PA CO

Dinh Iy 1. (Theorem 2, [1]). Loi thé gia mao
Ién LightMAC cua mét ké tan cong bdt ky chay
trong thoi gian thwc hién t6i da Qg truy vin
MAC va qyrry truy vin xdc thwc véi d dai thong
diép toi da la 25(n — s) bit, khong vueot qud

2 1 qznac %)rfy
(1 M T T 1)2> ' ( n g
+

AdVgrp (qmac : (25 - 1), Tl) + AdVgrp (Qmac: TZ)
+ Advgrp (qwfyZS, 13),

trong d6, n la kich c& khdi, 7, €T+
O(Qmac : (25 - 1))' T, ET+ O(Qmac)r va
T3 €T+ O(qwfyZS).

Pé ching minh Dinh 1y 1, Atul Luykx da su
dung hai Ménh d¢ sau:

Ménh dé 1. (Proposition 1, [2]) (P¢ an toan
Cia bam-réi-mac) Goi H: 5 X X' - Y lamgt ham
bam e-pho quat va f(-) l1a mgt hoan vi ngau nhién
hoan thi¢n trén Y. Xét luoc do MAC véi khoa bi

$
mat K < K voi nhdan xdc thuc cho thong diép
M € X dwoc tinh boi:

MAC(K, M) = f(hg(M)).

Goi A la mot ké tan cong thyc hién t01 da
Jmac truy van Mac va tbi da Quryy truy van xac
thuc. Néu 1/(|Y| — Gmac) < € thi xac suat gia

mao thanh cbng cua A khong vuot qua:
€ CITZnac te- Qurfy-
Ménh dé 2. (Proposmon 1 [1]). Pat m =
25(n—=s). Goi MM, ..M, &M o M€ Iy
va dinh nghia F 1a:

F(M) = M;10* @7 n(isM;),

Trong d6 m 1a hoan vi ngiu nhién hoan thién
trén I, khi d6 xac suat dé hai thong diép khac
nhau M, M’ € I, va cham Ia:

Pr[F(M) = F(M")] < ,

F Q) = FM)) < 5o

Trong d6 I; va I, lan luot 1a d6 dai cua M va

M' theo khoi (n — s)-bit lam tron (khoi cudi cung

0 thé chua du n — s bit, nhung ta xem nhu no la
mot khoi du n — s bit).

Tuy nhién, ching t6i nhin thdy rang cach
danh gia cua Atul Luykx la dé gay hiéu nham. Boi
vi két qua trong Ménh d& 1 chi phat biéu cho
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trudng hop nhdn xac thuc 13 toan bd dau ra cua
ham Ej, , trong khi d6 LightMAC chi lay ¢ bit.

IV. PHAN TICH CAN AN TOAN
CUA LIGHTMAC

Trong phan nay, ching tdi s& danh gi4 lai can
an toan cho LightMAC trong truong hop do dai
nhan xac thuc la t bit (t < n).

bau tién, chiing t6i dua ra ménh dé sau vé do
an toan cua mo hinh bam-roi-mac doi voi truong
hop dau ra ctia ham bam bi cat ngan.

Ménh dé 3. Goi H: 3 x X — Y la mgt ham
bam e-pho quat va f(-) la mgt hoan vi ngau nhién
hoan thi¢n trén Y. Xeét lwoc do MAC vai khoa bi

$
mat K « K voi nhdan xdc thuc cho thong diép
M € X duoc tinh boi:

MAC(K,M) = [f(hK(M))]t.

Goi A 1a mot ké tin cong thuc hién t6i da
Gmac truy van Mac va tdi da Qurfy truy van xac
thuc. Xéc suat gia mao thanh cong cia A khong
vuot qua:

o)
2t — Amac '
Chirng minh. Bé chiang minh két qua nay ta
xét A 1la mot ké tan cong 1én lugc d0 Mac thuc
hi¢n t0i da gpqc truy van Mac va qyyry, truy van
xac thuc. Goi Coll 1a sy kién cé xay ra va cham
gitra hai dau ra T; va T, tir bo tién tri Mac cta hai
truy van M, va M, sao cho T; = T, va My # M,.
Khi d6 ta co:

€ Qrznac + Qurfy - Max {6

Pr[ExpMA€(4) = 1]

= Pr[ExpMA€(4) = 1|Coll] - Pr[Coll] +
Pr[ExpMA€(4) = 1|Coll] - Pr[Coll]

< Pr[Coll] + Pr[ExpMA€(4) = 1/Coll].

Sau day s& lan luot danh gi4 hai x4c sudt trén
Taco:

Pr[Coll]
$
=Pr [K < 3C;3i # jihg(M) = hg(M;) A

M; # M;

$
< YisjPr [K < X hg(M;) = hye(M;) A

M; # M;

< g2, - €. (theo Tinh chét 1).
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Tiép theo ta s& ching minh rang;
Pr[ExpMAC (4) = 1|m] < Qurfy

max {E

’ 2t_qmac}.

V6i moi j,1 < j < qurpy. dit P; 12 Xac suét
gia mao thr j cta A 1a thanh cong ma khong xay
ra va cham trong @, truy van MAC. Khi 46 ta
c6 Pr[ExpMAC(4) = 1|Coll] < X7 P;. Ta s&
chi ra rang P < max{e, #} theo phép quy
nap. Chu y rang ké tin cong dwa ra truy van xac
thuc phai khac nhitng cau tra 161 ma b tién tri
MAC da dua ra trudce do.

Trong trudng hop j = 1. Néu A chon truy van
xac thyc (M1, T{) trong d6 T{ =T; v6i 1 <i <
Qmac nao d6 thi co6 hai truong hop: hx(M;) =
hg(M;) ~ hodc  hg(M;) # hg(M;)  nhung
ddng nghia rang A tim dugc mot va cham, tuy
nhién xac suat thanh cong khong vuot qua e.
Trong khi truong hgp thtr hai xay ra voi xac suat
khong qua 1/2%. Néu A chon truy van xic thuc
(Ml,Tl) voi T{ #T; v6i moi 1 <i < quqac, 201

@inac 12 86 cac phan tir cac nhan T; khac nhau thi
ta co:

Py

= Prf(hg(M})) = T{|CollAVi, 1 <i <
mac: hx (M1) # hye(M))]

=1/2" — gmac) < 1/(2° -

Do d6 P; < max {e,

qmac) .

2t_qmac}.

Gia sir da ching minh dén truong hop j — 1,
’ -qmac}' Neéu
A chon truy van xac thyc (M;,T}) trong do
T/ =T;voi1<i< Gmac D40 d6. Tuwong tu nhu
truong hop j = 1, xac suat dé A thanh cong khong

ta s€ chirng minh rang P; < max {e, >

. 1 A A
vuot qua max {e, t—} Néu A chon truy van
2" =Qmac

xac thuc( i ]) véi T #=T; voi moi 1 <i <

Gmac- Ta xét hai truong hop con. Truong hop con
thir nhat, M; # M; v6i 1 <i<j thi khong gian

cua T} E Y —{Ti}i=1.qpge Khi do
Pr[ExpMAC(A) = 1|Coll] = 1/(2° — qpac) <

1/(2" = Gmac)- Truong hop con thir hai, M; =
M} vé6i 1 <i<j, khi do ta chi can danh gia xac
suat thanh cong cia A khi dua ra nhan T} # T/

(néu nguoc lai thi s& giong voi truong horp P;).
Gia sir rang, A da thyuc hién r truy van xac thyuc c6

M; gibng nhau, ta danh dau cac lan do la
i werr = Jo

Tuong tu cach tinh trong truong hop j = 1, ta
co le = 1/(2t - q1,nac) < 1/(2t — Gmac)-

P, =Pr|f (he(M})) =
Pr(f (hi(M;)) # 5]

_ 1 ( 1 ) _ 1
1 2t_q;nac_1 2t_‘l;nac Zt_q;nac -

T, con] -

. .
—Amac

P=

= Pr[f (i () = T Corl]
Pr(f (he(M})) & {7}, .. T;._,}]

_ ( r-1 )_
Zt_CI;nac_(r_l) Zt_Q;nac
1

1

®~mac ~ 2'~Qmac’
Ap dung Ménh dé 2 va Ménh dé 3, chung t6i
dua ra hé qua sau:

H¢ qud 1. Loi thé gia mgo I1én LightMAC ciia
mét ke tan cong bat ky chay trong thoi gian t thuc
hién t6i da Qg truy van MAC va Qurfy truy van

xdc thiee véi d dai thong diép toi da la 2°5(n — s)
bit, khong vuot qua

2 1
) (1 + m/2 _1q + (211/2 _ 1)2) + Qurfy
1 1

, +
2 —2n/2+1 417 2f — qmac}

Advgrp(Qmac (25 = 1)’71) + Advgrp(Qmac, Tz)
T
+ Advg p(qwfyZS, 13),

2
Qmac

27’1

. max{

trong dé n la kich cé khoi, T, €T+
O(Qmac ' (25 - 1))"[2 €T+ O(qmac)r va
T3 € T+ 0(qurry2°).

Chu y. Trong truong hop t <n ta lubn céd
1 1

2N_on/2+149 — qmac .
nhu trong Dmh ly 1 ta can phai dam bao diéu kién
2t 2"
< .
2t Gmac 2n _ on/2+1 +1
Diéu nay ¢ nghia sd luong truy van g 180
A A A . 28(2™/2+41)
bd tién tri Mac khong duogc vuot qua —
Tuy nhién, viéc danh gia nhu DBinh ly 1 & khong
can thiét boi vi nd sé lam mat di y nghia cua can
an toan LightMAC trong truong hop t < n/2.

, do d6 dé thu duogc két qua
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Thuc t& d0 an toan cua md xéac thuc
LightMAC van phu thudc vao do dai thong diép vi
khi danh gid va cham cua ham F van xuét hién
bién d6 dai theo khdi 1. Tuy nhién, trong can an
toan cua LightMAC c6 thé biéu dién thdng qua

2
s, , q Y ~ s
gia tri [ khoang Snp trong khi d6i voi cac ma xac

2

thye thong diép truse do la L& Hon nir,
LightMAC s dung diéu kién s6 khoi cua thong
dié¢p [ khong vuot qua 2° va s < n/2 dé lam mat
di sy phu thudoc nay. Khi do, cin an toan cua

. ~ 1a .. 1 .
LightMAC s& 1'51 1+ E’)Z—n Voi € €0 (—zn/2—1)’ ’or
dy ta xét voi sO truy van xac thuc qyyr, = 1. Doi
V&i cac méa xéc thuc nhu CBC MAC, XOR MAC
va PMAC, néu ta ciing dat gia thiét rang so khoi
cua thong di¢p khong vuot qua mét ham f(n) nao
day, khi d6 can an toan cua nhirng ma xac thuc
nay ciing khong c6 bien d0 dai thong diép:

2 2

fn) - Z_n . Tuy nhién, dicu nay khong c6 y nghia
vi f(n) 1a mot sé tuong dbi 16n va f(n) ciing
tuong trung cho do dai thong diép.

V.KET LUAN

Trong bai bao nay, chung t6i da danh gia lai
can an toan cho ma xac thuc LightMAC. Sau do,
chung t6i so sadnh sy phu thuoc vao d6 dai cua
LightMAC vai cac mé xac thuc khéc. Tuy nhién,
do an toan cua LightMAC trong truong hop su
dung mot khéa duy nhét (vi du nhu st dung mot
khéa K dé dan xuat ra hai khoa K; va K,) van la
cdu hoi m& can phai nghién ctru trong thoi gian
tiép theo.
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