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Abstract—Six-digit PIN security cannot be
characterized by the nominal 10%-value space or
by unconditional entropy alone. This paper
presents a fully specified synthetic evaluation of
three populations: uniform (M1), survey-
calibrated biased (M2), and user-specific date-of-
birth linked (M3). The anonymous convenience
survey contained 142 responses; one missing
strategy response was excluded, one free-text
response was recoded, and date-format
probabilities were estimated conditionally from
119 applicable responses. Exact population
metrics are separated from finite-sample plug-in
estimates, and four attacks are evaluated on held-
out users across 20 declared seeds. Correct full-
support enumeration gives M1 an expected guess
number Frequency-Ranked of 500,000.5, Top-10
success whereas reaches 19.833% =+ 0.252%
against M2. M3 has unconditional entropy
H(PIN) = 13.682 bits but conditional entropy
H(PIN|DOB) = 10.57 bits; with DOB known,
Leakage-Assisted Top-10 success reaches 38.736%
+ 0.409%. Thus, population diversity and
individual protection are different properties.
Blocklist outcomes depend on post-rejection
behavior: conditional reselection can reduce
global frequency attacks but does not mitigate the
modeled DOB-assisted attack, while concentrated
workarounds can increase risk. Conclusions are
limited to the stated synthetic populations and
assumptions; no blocklist size is claimed to be
universally optimal.

Tém tit— Mikc an toan ciia mi PIN sau chir
s6 khong thé dwoc dic trung chi biang khong gian
danh nghia 106 gia tri hodc entropy v6 diéu ki¢n.
Bai bdo trinh bay danh gia tong hop dugc dic ta
diy di cho ba quan thé: dong déu (M1), thién 1éch
hi¢u chinh tir khao sat (M2), va lién két véi ngay
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sinh theo tirng nguwoi dung (M3). Khao sat thuin
tién 4n danh c6 142 phan hdi; mét phan hdi thiéu
dwoc loai, mdt phan hdi tw do dwge ma hoéa lai, va
xic suit dinh dang ngay dwoce wéc lwgng c6 diéu
kién tir 119 phan hdi phu hop. Céc dai lwong chinh
xéac ciia quan thé dwoe tach khoi wéc lwong plug-
in tir mAu hiru han, va bon kiéu tin cong dwoc
danh gia trén nguoi diung kiém tra qua 20 hat
gidng cong bd. Viéc liét ké diy da khong gian cho
M1 s6 1an doan ky vong 500.000.5, trong khi tAn
cong xép hang theo tin suit dat Top-10 19.833%
+0,252% doi véi M2. M3 ¢6 entropy vé diéu kién
H(PIN) = 13.682 bits nhung entropy c6 diéu
kién H(PIN|DOB) = 10.57 bits; khi biét ngay
sinh, tin cong hd trg ro ri dat Top-10 38,736% =
0,409%. Vi vy, tinh da dang ciia quan thé va mirc
bao vé tirng ca nhan l1a hai thudc tinh khac nhau.
Hi€u qua danh sach chan phu thudc vao hanh vi
chon lai: chon lai ¢é diéu kién c6 thé gizm tin cong
theo tan suit toan cuc nhung khong giam tin cong
duwa trén ngay sinh, con cach né tranh tap trung cé
thé 1am ting rii ro. Két luin chi 4p dung cho cac
quan thé tong hop va gia dinh di néu; bai bao
khéng khing dinh mét kich thwéc danh sich chin
tdi wu pho quat.
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Tir khoa— Bdo mdt mda PIN; khd nding dodn dwoc; cdc
cugc tan cong entropy thap; ro ri ngay sinh; danh sach chan
PIN yéu; chinh sdach xdc thwe; bi mdt do ngwoi ding chon.

I. INTRODUCTION

Six-digit device-unlock, PINs are used in
payment, access-control, and secondary-
verification settings because they are memorable
and compatible with numeric keypads and
attempt limits. Their nominal space contains one
million values, but practical security depends on
the choice distribution. Dates, repeats,
sequences, keypad patterns, and memorable
years concentrate probability, allowing a ranked
attacker to capture far more mass within 1-10
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guesses than uniform chance. DOB knowledge
sharpens this bias. A population attacker knows
only that dates are popular; a targeted attacker
who knows one user’s DOB can prioritize that
user’s encodings. Those values may be spread
across the population, raising aggregate diversity
while leaving each linked user predictable. This
distinction motivates comparing unconditional
population entropy with conditional targeted
guessability. Names, phone numbers, identity
fragments, usernames, addresses, and other PII
are outside the model. Empirical PIN corpora
reveal real behavior but may be ethically
sensitive, selection-biased, or unavailable.
Synthetic models are reproducible but can create
artifacts; assigning every user one DOB, for
example, produces artificial global peaks. We
instead give every record an independently
assigned DOB and use only that record’s date
for its individualized attack list. Dates may
coincide naturally, but uniqueness is not
imposed. This study does not claim frequency
ranking, targeted guessing, or blocklisting as
new attack or defense classes. Its contribution is
their controlled integration in a transparent
DOB-conditioned PIN model. First, it provides
an auditable mapping from 142 survey
responses to a fully specified generator and
complete guess orders under an 80/20 protocol
across 20 seeds. Second, it computes both
H(PIN) and H(PIN | DOB) and evaluates
individualized DOB-aware guesses. Third, it
retrains attackers after two explicit post-
rejection mechanisms and evaluates both
population and DOB-aware attacks, without
treating any tested blocklist size as a usability
optimum. The remainder of the paper is
structured as follows. Section II reviews related
work on PIN guessability, password metrics,
and policy defenses. Section III describes the
PIN-generation models, attack strategies,
evaluation protocol, security metrics, and
blocklist defense. Section IV reports the
experimental results. Section V discusses the
key findings, practical implications, and
limitations. Section VI concludes.

II. BACKGROUND
A. PIN Guessability and Human Bias
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The nominal size of a secret space is only an
upper bound on the protection obtained when
people choose their own secrets. Markert et al.
collected wuser-chosen four- and six-digit
smartphone unlock PINs and evaluated them
under throttled budgets of 10, 30, and 100
guesses [1, 2]. Their results show that increasing
PIN length does not automatically provide the
expected combinatorial gain: users continue to
select dates, repeats, and other high-frequency
values. Their blocklist experiments are
particularly relevant here because they show
both the concentration of risk in popular PINs
and the importance of what users choose after
rejection. Our M2 categories represent these
broad mechanisms, but our numerical weights
come only from the survey reported in Section III
rather than being fitted to their corpus.
Munyendo et al. studied four-to-six-digit PIN
upgrades with 1,010 participants and common
and targeted guessing within 10-30 attempts [3].
Their targeted attacker used a participant’s prior
four-digit PIN and transformation heuristics. In
contrast, M3 conditions a synthetic six-digit
population on each user’s DOB, reports exact

full-support and conditional metrics, and
evaluates post-blocklist distributions. The
different data, enrollment tasks, and side
information  preclude comparison.  direct

numerical PIN choice also has a life cycle that is
not visible in a frequency table. Khan et al. found
reuse, sharing, inheritance, and infrequent
updates across devices and contexts [4]; the
present simulation models only one PIN per
record and does not reproduce cross-account
reuse. Uellenbeck et al. found comparable
structural bias in Android unlock patterns [5].
Pattern frequencies are not transferred to M2, but
the result reinforces why an attacker ranks
memorable structures rather than sampling the
nominal space uniformly. Target-specific
evidence can also come from side channels. Aviv
et al. studied touch-screen residue [6], while
Cardaioli et al. investigated audio-based PIN
inference [7]. These differ from DOB knowledge
but share the consequence that guesses are
conditioned on one target. M3 isolates that effect
without modeling either side channel’s
observation process.
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B. Password Guessability Metrics and Attack
Modeling

Shannon’s entropy formalizes average
uncertainty in a probability distribution [8], but
it does not by itself answer how much
probability an online attacker captures in the
first few guesses. In particular, entropy averages
over the entire support, whereas authentication
systems often impose a threshold at three, five,
or ten failed attempts. Bonneau developed
guessability measures that connect a
distribution to an attacker’s ordered guesses and
emphasized the value of success-rate metrics
such as Ag for limited guessing [9]. We
consequently report Shannon entropy, min-
entropy, expected guess number, and held-out
Top-k success rather than treating any single
measure as a complete security characterization.
Large-scale password studies help explain why
these measures diverge. Florencio and Herley
documented reuse and practical compromises
between security and memorability [10];
Bonneau et al. related those compromises to the
persistence of deployable but imperfect
authentication [11]. PINs have a smaller
alphabet and fixed length, but their observed
choice distribution likewise  determines
resistance to ranked guessing. Research on
guessing algorithms further distinguishes a
probability model from a guessing procedure.
Weir et al. used probabilistic context-free
grammars to learn structural password patterns
and assign probability across mangling rules
[12]. Kelley et al. compared password policies
by simulating multiple cracking algorithms and
measuring the number of guesses required,
demonstrating that conclusions depend on the
attack model used for evaluation [13]. Melicher
et al. later used neural networks to model
password  guessability efficiently  while
preserving an ordered probabilistic view of
attacks [14]. These methods target richer
alphanumeric spaces than the six-digit domain
studied here. Because complete enumeration of
106 values is feasible, our framework uses
transparent frequency and rule orders rather
than a learned grammar or neural model. Wang
et al.’s RFGuess uses random forests and 13 real
password  datasets [15].  RFGuess-PII

incorporates names, birthdays, phone numbers,
and other fields and reports targeted success
within 100 guesses. It is broader than our fixed-
length DOB rule prefix, which is an
interpretable baseline rather than a state-of-the-
art PII guesser or upper bound. Without a
compatible password corpus and linked PII
fields, an RFGuess implementation would not
be a like-for-like baseline. We adopt three
evaluation principles: separate training and test
records, define attack orders over the complete
support, and distinguish theoretical metrics
from plug-in estimates. The last two are crucial
for M1 because 80,000 training records cannot
cover one million values even though the source
distribution is known.

C. Defenses and Policy

Defenses can intervene during enrollment or
authentication. NIST SP 800-63B-4 recommends
screening prospective memorized secrets against
commonly used, expected, or compromised
values and combining verification with rate
limiting and other controls [16], [17]. A PIN-
specific deployment still requires its own threat
and usability analysis: screening changes the
distribution of accepted choices, while throttling
limits how far an attacker can traverse that
distribution. The present work therefore measures
low-budget success and treats blocklisting as one
component rather than as a replacement for secure
storage, attempt limits, or step-up authentication.
Usability studies caution that a rule’s nominal
strictness is not the same as its realized benefit.
Komanduri et al. measured how password-
composition policies change both strength and
creation burden [18]. Their work supports
evaluating the choices produced after a policy is
applied, not merely deleting forbidden values
from an existing histogram. Markert et al. reached
arelated conclusion for PIN blocklists: design and
user reaction affect the resulting security [1]. Our
two post-rejection mechanisms respond directly
to this issue. Conditional reselection represents
ideal compliance with the original model, whereas
numeric increment is a deliberately concentrated
stress case. Neither is presented as an empirically
measured user strategy. Interfaces can influence
choice without hard rejection. Ur et al. found that
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stringent strength meters can improve created
passwords while affecting time and annoyance
[19]; Forget et al. proposed persuasive
authentication at secret selection [20]. Blocki et
al.’s rehearsal model further shows why memory
burden matters when proposing stronger secrets
[21]. Applied to PINs, these works motivate
warnings and usability measurement, but they
cannot predict whether a rejected user broadens
their choice, abandons enrollment, reuses a secret,
or adopts a workaround.

D. Position of This Work

This work complements rather than
supersedes those larger empirical studies. Its data
are synthetic six-digit populations calibrated by
142 survey responses; its side information is an
independently assigned DOB; and its budget is
1-10 guesses. The distinctive focus is exact
support metrics, H(PIN | DOB), and attacker
retraining after policy. Within-category supports
remain declared assumptions, so the simulation
lacks the external validity of a representative
deployment corpus. M3 makes the user record,
rather than the population, the unit of leakage: an
independently sampled DOB remains associated
with its record, and LA observes that DOB while
FR observes only training frequencies. This
supports direct comparison of H(PIN) with
H(PIN | DOB). Post-policy behavior is likewise
varied explicitly through idealized reselection
and a concentrated workaround. All reported
rates are therefore consequences of the stated
populations and attacker knowledge, not
universal PIN-system estimates.

II1. MODELS AND ATTACK METHODS
A. Research Questions and Threat Model

The evaluation addresses four questions.
RQI compares exact and finite-sample metrics
across MI1-M3. RQ2 compares Random,
Frequency-Ranked, and independent Rule-Based
attacks at one, three, five, and ten guesses. RQ3
measures how DOB knowledge and leakage
fraction affect conditional uncertainty and LA.
RQ4 varies blocklist size, population, attacker
knowledge, and response to rejection. This
separates distribution, attacker capability, and
policy behavior.
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TABLE I. M2 TOP-LEVEL WEIGHTS AND WITHIN-
CATEGORY SUPPORT

Category Weight Support / rule
Personal date  [46/141 valid DOB-range day; Q2
format mix
Anniv./historical |21/141 valid 1950-2025 day; Q2
format mix
Repeated 21/141 000000, ..., 999999 (10
values)
10 declared
Sequential 16/141 |ascending/descending
strings
. 10 declared values (e.g.,
Significant 17/141 520520, 131452)
Uniform random|20/141  |all 1076 values

The threat is throttled online guessing with k
€ {1,3,5,10}. All attackers know the PIN format
and declared setting. FR learns from training
records; RB receives public rules but no counts;
LA additionally receives the target’s DOB and
uses FR as fallback. LA does not observe the
source label or whether the PIN came from M3’s
leakage branch.

Exact DOB knowledge isolates the effect of
correct personal information; partial or erroneous
leakage and auxiliary attributes are not simulated.
Device protections such as biometric gates and
hardware attempt counters would change the
feasible budget but not the orders defined here.
Offline compromise is outside scope because all
one million PINs can be enumerated; storage
protection then dominates. The results
characterize comparative online guessability, not
complete account-compromise probability.

B. PIN-Generation Models

The framework generates n = 100,000 user
records per model. Every record contains the
PIN, an independently assigned DOB, the source
category, any source date and date format, and an
indicator for the M3 leakage branch. M1 samples
each value in [000000,999999] with probability
10—6. M2 is the mixture in Table 1. Categories
are sampled first and values are then sampled
uniformly within the repeated, sequential,
significant-number, or uniform-random
category. Dates are sampled uniformly over valid
calendar days, not by independently sampling
day/month fields. Personal dates and assigned
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DOBs use the inclusive interval 16 May 1956—
16 May 2011; anniversary/historical dates use 1
January 1950-31 December 2025. The fixed
reference date is 16 May 2026. For both date
categories, the conditional format probabilities
are DDMMYY 48/119, MMDDYY 30/119,
YYMMDD 18/119, and padded year 23/119; the
last is split equally between YYYYO00 and
00YYYY. This reuse of Q2 for anniversaries is
an explicit modeling assumption. The exact
sequential list is 123456, 654321, 012345,
987654, 234567, 345678, 456789, 876543,
765432, and 543210. The significant-number list
is 000000, 666666, 888888, 999999, 123123,
112233, 121212, 101010, 520520, and 131452.
Each list member has equal within-category
probability. Output-level overlap is allowed: for
example, 000000 receives probability mass from
repeated, significant, and uniform-random
branches. Such mass is added rather than
resolved by category priority; the stored source
label is used only for auditing. M3 draws from a
user-specific DOB branch with probability p; =
0.30 and otherwise draws the full M2 mixture
with probability 0.70. Thus date-based categories
remain present in the M2 branch but are
independent of the assigned user’s DOB; an
incidental match is possible. The M3 leakage
branch is the only branch explicitly linked to that
user’s DOB. DOBs are independently assigned
and need not be unique.

C. Survey and Mapping Procedur

The anonymous Google Form received 142
submissions from 27 March to 6 April 2026. It
was a convenience sample circulated through the
authors’ university network. The export contains
no names, email addresses, demographics, or
actual PINs; therefore no demographic
participant profile or subgroup analysis is
claimed. Participation was voluntary. The form
had no separate consent checkbox; submission
was treated as consent for anonymous aggregate
analysis. The project record contains no formal
ethics-board approval, and none is claimed. The
four questions asked for: (Q1) the most likely
strategy for a new six-digit PIN in a non-critical
app; (Q2) the most common DOB format; (Q3)
PIN reuse frequency; and (Q4) perceived ten-
guess risk when an acquaintance knows personal

information. Q1 counts were date 45,
anniversary/historical 21, repeated 21, sequential
16, significant 17, random 20, one free-text “bias
birthday,” and one missing response. The free
text was recoded as date and the missing
response excluded, giving the exact M2
denominator 141. Q2 counts were DDMMYY
48, MMDDYY 30, YYMMDD 18, padded year
23, and never-use-dates 23. Excluding the last
category yields the conditional denominator 119.
Q3 and Q4 are descriptive and do not set model
weights. The full questionnaire, raw aggregate
export, recoding script, and resulting aggregate
table accompany the code.

The artifact reports two-sided 95% Wilson
intervals for each proportion. Personal date is

32.62% (25.44-40.73%, n = 141), and
DDMMYY is 40.34% among applicable
responses (31.96-49.32%, n = 119). These
descriptive  intervals do not establish
convenience-sample representativeness; M2
uses the disclosed point estimates.

The example displayed Dbeside the

MMDDYY option was 980305, which is
actually YYMMDD for 5 March 1998. The
generator follows the category label and
produces 030598. This questionnaire defect is
disclosed as a limitation.

D. Train/Test Evaluation Protocol

Each sample is split 80/20 at the user-record
level. Training records estimate FR rankings; test
records evaluate success. Main experiments use
seeds 0—19. Leakage and blocklist sensitivity use
seeds 0-9. Generation, splitting, random
guessing, and defense reselection use
deterministic, separated seed streams recorded in
the run manifest. Reported deviations are sample
standard deviations across seeds.

E. Attack Strategies

Random (RD) samples a uniformly random
permutation of all 106 PINs. Frequency-Ranked
(FR) sorts observed training PINs by descending
count, breaks count ties by numeric PIN, and then
appends every unseen PIN in numeric order.
Hence FR is a complete permutation and does not
silently omit unseen values. Rule-Based (RB) is
implemented independently of FR and never
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reads training counts. Its fixed order is: the ten
repeated PINs in numeric digit order; the declared
sequential list; the declared significant list; valid
date encodings ordered by conditional format
probability and calendar date; then all remaining
values numerically. First occurrence removes
overlaps. For seed 0 in M2, FR begins 888888,
666666, 000000, 999999, 222222, whereas RB
begins 000000, 111111,222222,333333,444444.
They are different algorithms and differ at Top-1,
Top-3, and Top-5. Their Top-10 sets happen to
contain the same ten repeated PINs, explaining
equality only at Top-10.

Leakage-Assisted (LA) constructs a separate
prefix for each test user. For DOB 1998-03-05 it
is 050398 (DDMMYY), 030598 (MMDDYY),
980305 (YYMMDD), 199800 (YYYYO00), and
001998 (00YYYY), ordered by the Q2
conditional probabilities. If formats collide (e.g.,
day equals month), their probabilities are added
and the duplicate is kept only at its earliest
position. LA then appends FR guesses not
already present. Success is the fraction of users
whose PIN lies in the first k entries of their
individualized order.

F. Security Metrics

For the fully specified generative distribution
P, the framework computes Shannon entropy
H(P) [8], min-entropy H,(P), and optimal
expected guess number G(P). It also reports
finite-sample plug-in estimates H and H, from
training counts. These are not theoretical entropy
values. The earlier value near 36,979 for M1 was
observed-support plug-in guesswork: unseen
values had empirical mass zero. It is retained
only as a diagnostic in the repository and is not
reported as population guesswork.

H(P) = — Z Pxlog,ps
X

H,,(P) = —log2 maxp,
X
10°

G(P) =) by, Ay = PrIPIN € gy
1

where p(;) follows the optimal probability order.
M1  therefore has G = (10°+1)/2=
500,000.5. For M3, conditional entropy is:
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H(PIN|DOB) = E4[H(P(PIN|d))]

which measures residual average uncertainty
after DOB is known. Top-k is evaluated on held-
out users.

G. Weak PIN Blocklisting Defense

The N most frequent training PINs form
B_N, with N € {10, 50, 100, 200, 500}. We
evaluate two explicit post-rejection behaviors.
Under conditional reselection, a blocked user
redraws from the same model (and, in M3,
retains the same DOB) until an allowed PIN
appears; this is the idealized renormalization
assumption. Under the incremental-workaround
stress case, a blocked value is moved to the next
numerically allowed PIN, concentrating rejected
mass. The latter is not claimed as a measured
human behavior; it demonstrates sensitivity to
workaround concentration. For every size and
policy, the attacker relearns a post-policy
training ranking and is evaluated on a separately
transformed test set. FR and per-user LA are
evaluated for M1-M3. No tested N is called
optimal because the study contains no usability
or abandonment measurements.

H. Reproducibility and Verification

The source code, configuration, survey
aggregates, tests, and per-seed outputs are
available in the public reproducibility
repository [22]. All generator and experiment
parameters are stored in one JSON file,
including survey counts, weights, supports, date
intervals and encodings, leakage fractions,
sample size, split ratio, blocklist sizes, and
seeds. Main tables use seeds 0—19; sensitivity
analyses use seeds 0-9. Separate deterministic
streams drive generation, splitting, random
attack order, and defense reselection. A run
manifest records the effective configuration and
outputs. Exact metrics are not sample estimates:
the implementation enumerates all 106 values
and accumulates every branch contribution,
including M3’s DOB distribution and
conditional entropy. Probability vectors are
checked to sum to one. Hatted empirical rows
are computed separately from training counts.
The artifact retains per-seed results,
representative  FR/RB  prefixes, frequency
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tables, survey aggregation, and both policies.
Eleven tests cover M1 theory, normalization,
survey mapping, DOB linkage and collisions,
unseen-PIN inclusion, RB independence, LA
fallback, and blocked-value exclusion. These
checks make the computational claims auditable
but do not establish external validity.

IV. EXPERIMENTAL RESULTS
A.Security Metrics

Table II generative-distribution separates
metrics exact from training-sample plug-in
estimates. M1 has the required values H = H,, =
log,(10%) = 19.932 bits and G = 500,000.5.
Its lower plug-in entropy, 16.209 bits, is a finite-
sample effect rather than a property of the
uniform population. Exact M2 guesswork is
78,830.9, not the observed-support diagnostic
near 7,385. Exact M3 unconditional entropy
exceeds M2, but conditioning on DOB reduces it
from 13.682 to 10.570 bits.

TABLE II. EXACT POPULATION METRICS AND
EMPIRICAL PLUG-IN ESTIMATES (MEAN + STD, 20

concentration, consistent with FR’s 2.685% Top-
1 success. M3’s DOB-linked mass is more
dispersed unconditionally, but its lower
conditional entropy predicts that a DOB-aware
attacker can recover that mass with a short
individualized list, as Tablelll confirms.

B.Attack Success Rates

TABLE III. TOP-K HELD-OUT SUCCESS (%, MEAN +
STD, 20 SEEDS)

Model Atk Top-1 Top-3 Top-5 Top-10
FR <0.01 <0.01 <0.01 <0.01
RB <0.01 <0.01 <0.01 <0.01
M1
LA <0.01 <0.01 <0.01 <0.01
RD <0.01 <0.01 <0.01 <0.01
FR 2.685+0.115 8.076+0.166 12.299+0.202 19.833+0.252
RB 2.696+0.106 5.716+0.117 8.727+0.195 19.833+0.252
M2
LA 0.002+0.003 0.007+0.006 0.252+0.033 12.509+0.207
RD <0.01 <0.01 <0.01 <0.01
FR 1.872+0.072 5.678+0.119 8.601x0.153 13.772+0.235
RB 1.923+0.099 4.007+0.103 6.042+0.138 13.772+0.235
M3
LA 12.339+0.250 24.243+0.362 30.173+0.470 38.736+0.409
RD <0.01 <0.01 <0.01 <0.01

SEEDS)

Metric M1 Uniform | M2 Biased | M3 Leakage
H(P) exact
(bits) 19.932 12.965 13.682
Hoo(P) exact
(bits) 19.932 5.214 5.728
G(P) exact 500,000.5 78.,830.9 59,562.5
H(PIN| DOB) 19.932 12.965 10.570
exact
Htrain (bits) |16.209+0.001 |11.584+0.016(12.493+0.016
Hoo,train (bits) |14.396+0.218 |5.183+0.014 |5.693+0.030

M1 has the largest exact—plug-in gap because
80,000 training records cover only a fraction of
one million values. Assigning unobserved values
zero empirical mass lowers H train to 16.209 bits
despite the uniform source. This is sampling
sparsity, not generator weakness. M2 and M3
samples cover their concentrated regions better,
but their plug-in values remain experimental
descriptions rather than exact metrics. M2’s
H, =5.214 bits reflects strong peak

Table III reports held-out success. Against
M2, FR reaches 19.833%+0.252% at Top-10.
RB is not identical to FR at Top-1/3/5; equality
at Top-10 follows from the shared set of ten
repeated PINs. Against M3, LA reaches
38.736%=+0.409%, compared with FR at
13.772%+0.235%. Because the five surveyed
DOB encodings exhaust the leakage branch, LA
already reaches 30.173%+0.470% at Top-5. FR
and RB have nearly equal M2 Top-1 success,
but FR is higher by 2.360 and 3.573
percentagepointsatTop-3andTop-5. FR learns
the order of repeated values; RB follows digit
order. At ten guesses both have exhausted the
same repeated-digit set, so equality is a
boundary effect, not shared implementation.
LA’s assigned DOB is independent of M2 PINss,
so only its later FR fallback recovers population
mass. In M3, LA captures 12.339% with one
candidate and 30.173% with five; the five
candidates span all modeled DOB formats and
approximately recover the 30% linked branch.
FR fallback raises Top-10 to 38.736%,
confirming that the gain comes from target-
specific linkage.
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C. Sensitivity Analysis

Table IV shows that LA rises from21.118%
at p; = 0.10 to 56.235% at p; = 0.50, while FR
falls because target-specific probability mass is
dispersed across many population values. The
sensitivity trend separates two perspectives on
the same population. Increasing p; transfers
mass from the shared M2 component touser-
specific DOB encodings. A single global
ranking therefore loses concentration, and FR
Top-10 falls from 17.650% to 9.747%. Once
DOB is observed, however, LA can place the
relevant encodings first, and its Top-10 rate
rises from 21.118% to 56.235%. The trends
should not be extrapolated beyond the tested
values or interpreted as estimates of real-world
DOB use; p; is a controlled model parameter.
The standard deviations are small relative to
these between-setting changes because every
run contains 20,000 held-out records. They
quantify variation over the declared simulation
and split seeds, not uncertainty about whether
the  142-response  convenience  sample
represents a wider population. External
uncertainty in the mixture weights is not
captured by the seed-wise deviations and
remains a limitation.

TABLE IV. TOP-10 SUCCESS RATE (%) VS. LEAKAGE
FRACTION P; (10 SEEDS)

changes and finite-sample rankings vary. More
importantly, the same policy increases M3 LA
from 38.767% to 41.218% at N = 50: rejecting
common population PINs does not remove a
user’s DOB encodings, and conditional
redrawing can concentrate mass among allowed
candidates. Under the workaround stress case,
displaced mass can make FR worse than
baseline. These findings invalidate a general
“N=50 is optimal” claim.

Conditional reselection spreads blocked M2
mass across allowed support. Even then, Top-10
need not fall at every adjacent N: FR is relearned
and different values can cross the ten-guess
boundary. The small increases from N =50 to N
= 100 are consistent with re-ranking and finite-
sample variation. For M3, a global blocklist
cannot place every user’s date encodings near the
top. Removing common non-personal values can
increase the conditional share of allowed DOB
candidates, so LA can worsen. A personalized
DOB check would target this mechanism but
requires separate privacy and usability
assessment. The workaround case maps rejected
users to near by allowed values, creating peaks
learned by a retrained attacker. Although
numeric increment is a stress construction, it
shows that policy effects depend on post-
rejection choices. Deployment studies should
measure accepted choices, failures, and
abandonment before selecting N.

TABLE V. POST-BLOCKLIST TOP-10 SUCCESS (%,
MEAN, 10 SEEDS). C=CONDITIONAL RESELECTION;
W=INCREMENTAL WORKAROUND. BASELINES: M2

Fr 19.884, M3 FR 13.789, M3 LA 38.767

P FR Top-10 (%) LA Top-10 (%)
10% 17.650 £ 0.261 21.118 £0.239
20% 15.763 £0.147 30.009 £ 0.348
30% 13.789 +0.293 38.767 +0.495
40% 11.869 + 0.269 47.563 +0.418
50% 9.747 +0.189 56.235+0.336

D. Blocklist Results

The blocklist results in Table V are not
monotone and depend on reselection. Under
conditional reselection, M2 FR falls from a
19.884% baseline to 1.257% at N=50, but rises
to 1.351% at N=100 as the post-policy top ten
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N |M2 C-FR|M2 W-FR(M3 C-FR M3 C-LA MEXV-
10 | 14.618 21.054 9.578 39.897 39.810
50 1.257 21.054 1.447 41.218 38.532
100 | 1.351 21.086 1.596 40.419 35.945
200| 0.032 24.432 0.082 39.651 38.816
500| 0.035 24.432 0.036 39.538 38.582
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V. DISCUSSION

A. Unconditional Entropy and Conditional
Guessability

The earlier phrase “entropy—guess ability
inversion” is more precisely a comparison
between two information states. M3 has greater
unconditional population entropy than M2
(13.682 vs. 12.965 bits), because user-specific
dates spread probability over more PIN values.
The targeted attacker, however, observes DOB.
Under that conditioning, M3 entropy is only
10.570 bits and LA Top-10 is 38.736%. There is
no contradiction: H(PIN) and H(PIN|DOB)
answer different questions. The result supports
reporting  both  unconditional  population
diversity and conditional targeted guess ability
rather than interpreting either in isolation.

B. Practical Implications

WebAuthn  creates  relying-party-scoped
public-key credentials, not six-digit shared secrets
[23]. NIST SP 800-63B-4 covers syncable
authenticators but still permits a numeric local
activation PIN, requires at least four characters,
recommends at least six and blocklist screening,
and caps consecutive failed activation attempts at
ten [16]. Thus, our results do not assess
WebAuthn/passkey cryptography; they apply to
directly verified six-digit PINs and, cautiously,
the human-choice layer of PIN-activated
authenticators under comparable retry budgets.

The first implication concerns attack
budgets. In M2, much of the Top-10 risk is
already present by the fifth guess: FR rises from
2.685% at Top-1 to 12.299% at Top-5 and
19.833% at Top-10. A nominal lockout policy
therefore cannot be evaluated only by confirming
that some limit exists; the chosen threshold and
reset process determine how much high-
probability mass is exposed. Rate limiting should
be combined with device binding, anomaly
detection, escalating delay, or step-up
authentication so an attacker cannot obtain fresh
budgets through resets or parallel channels.

The second implication is that personal data
should be treated as authentication-relevant side
information. M3 does not make DOB itself an
authenticator; rather, it models users who

transform a known attribute into a PIN. The
38.736% LA Top-10 result applies to the stated
30% linkage assumption, not to all users.
Nevertheless, it shows why applications should
avoid suggesting dates as memorable examples
and should warn users that profile information can
make a numeric secret predictable. Minimizing
unnecessary exposure of DOB and similar
identifiers can also reduce an attacker’s inputs.

Third, a population blocklist and a
personalized check solve different problems. A
population list targets choices that are frequent
across users, such as repeated digits. A
personalized check targets values derived from
one account holder’s DOB or other stored
attributes. Combining them might cover both M2
and M3 mechanisms, but a personalized check
also creates privacy and governance questions:
which attributes may be used, whether derived
candidates are retained, how false positives are
explained, and whether the check reveals account
data to an observer. Those issues require design
review beyond a guessability simulation.

Finally, security should be measured on the
accepted distribution after rejection, with the
attacker retrained. Before deployment, an
operator should measure rejection frequency,
enrollment time, abandonment, reuse, systematic
modifications, and the post-policy Top-k curve.
The simulation supplies testable hypotheses
under two mechanisms; it does not replace
behavioral measurement.

C. Limitations

Survey  validity. The 142-response
convenience sample is substantially smaller than
the 1,010-participant study of Munyendo et al. [3].
No demographic fields were collected, so the
available participant description is exhaustive and
representativeness by age, occupation, culture,
country, or application context cannot be
assessed. The question concerns a hypothetical
PIN for a non-critical application rather than an
observed enrollment decision, and stated strategy
may differ from behavior. One Q1 response was
recoded and one excluded under disclosed rules.
Q2’s date-format distribution is reused for
anniversary dates as a modeling assumption. The
incorrect MMDDY'Y example could also have
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influenced responses even though the corrected
generator follows the label. Wilson intervals
quantify point-estimate sampling variation under
a binomial approximation, but they do not remove
convenience-sampling bias. Larger and more
diverse behavioral studies are required before
transferring the weights to a deployed population.

Construct validity. The generator 1is
synthetic and assumes uniform choices within
categories. Actual users may prefer specific
days, years, keypad paths, local holidays,
numerological values, or transformations not in
the declared lists. Category overlap is computed
exactly, but the supports themselves are not
claimed to be exhaustive. M2 therefore
represents one transparent survey-calibrated
population rather than a general empirical
model of six-digit PIN choice.

External validation. No actual PINs were
collected, and output frequencies were not
validated against an empirical corpus. No
ethically usable corpus linking six-digit choices
to users’ DOBs was incorporated. A larger
consented study with a held-out population and
multiple PII fields is needed before estimating
deployment prevalence or comparing directly
with RFGuess-PII.

Leakage validity. M3 assumes that the
attacker knows DOB exactly and that the linked
branch uses one of five surveyed encodings. Real
attackers may possess partial, incorrect, or
multiple attributes, and real users may transform
dates in other ways. DOB frequencies are
sampled uniformly over valid days rather than
from  demographic  birth  distributions.
Consequently, the results neither upper-bound
nor lower-bound attacks using phone numbers,
identity fragments, anniversaries, addresses, or
correlated personal attributes.

Policy validity. The two reselection
mechanisms cover only two possible responses.
Conditional redraw is idealized, while numeric
increment is a stress case and not observed
human behavior. Users might instead alter one
digit, choose another memorable pattern, reuse a
PIN from a different context, or abandon
enrollment. The blocklists are learned from each
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synthetic training population and may not
transfer across countries, applications, or time.
No conclusion about an optimal size is possible
without behavioral and usability data.

Statistical and operational scope. Seed-wise
standard deviations measure Monte Carlo and
train/test-split variation conditional on fixed
parameters; they are not confidence intervals for
survey representativeness or model
misspecification. The evaluation assumes a
stationary distribution and does not model
temporal adaptation by users or attackers.
Finally, the threat model is low-attempt online
guessing. An offline attacker can enumerate the
complete six-digit space, making secure storage,
salting, key stretching, hardware protection, and
breach response essential regardless of the
distributional results.

VI. CONCLUSION

This study shows that six-digit PIN security
cannot be characterized by the nominal 106-
value space or by unconditional entropy alone.
Using a fully specified, survey-calibrated
simulation, complete guess rankings, and
independently assigned user-specific DOBs, we
separated  population-level choice DOB-
conditioned targeted bias risk. from Correct
enumeration restores the uniform model’s
expected guess number to 500,000.5, whereas
human-choice bias allows Frequency-Ranked
guessing to compromise 19.833% + 0.252% of
the modeled M2 population within ten attempts.
The central finding is that population diversity
and individual protection are different properties.
Although M3 has unconditional entropy of
13.682 bits, conditioning on DOB reduces
entropy to 10.570 bits, and the Leakage-Assisted
attack reaches 38.736% =+ 0.409% Top-10
success. Thus, a distribution can appear more
diverse globally while remaining highly
predictable to an attacker with user-specific
information. The defense results further show
that  blocklisting cannot be evaluated
independently of user response. Conditional
reselection can reduce global frequency-based
guessing, but it does not mitigate the modeled
DOB-assisted attack; concentrated workarounds
can even increase risk. These findings do not



Journal of Science and Technology on Information security

establish a universally effective blocklist size.
They instead support evaluating PIN systems
through complete attack orders, conditional
metrics, realistic post-rejection behavior, and
held-out user-level testing. Where feasible,
relying-party-scoped public-key authentication
avoids making a short PIN the remote credential;
where a numeric PIN remains necessary, its
accepted-choice distribution and retry controls
still require evaluation. Future work should
validate the survey weights and reselection
assumptions in diverse behavioral studies and
investigate consented multi-PII  baselines
privacy-preserving personalized screening.
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