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Abstract— This paper develops a Dueling
Double Deep Q-Network (D3QN) framework for

joint  transmit-power and reflection-coefficient
control in backscatter-enabled 6G
Internet-of-Things networks subject to random,

reactive, and time-varying jamming. The problem is
formulated as a jammer-aware Markov decision
process with a 20-action power-reflection space and a
normalized reward that balances spectral
efficiency, transmit-power  consumption, and
low-SINR outage. The proposed method is evaluated
against DQN, DDQN, PPO, TD3, SAC, random
selection, and fixed control over five independent
seeds with 95% confidence intervals. Under random
jamming at P; = 30 dBm, D3QN improves spectral
efficiency by 19.83% and reduces outage probability by
6.99% relative to DQN. Under a common
dynamic-jamming trace, it provides a 2.12%
spectral-efficiency gain while using an average
transmit power of 0427 W, with the
maximum-power action selected in only 17.6% of
the slots. The 20-action design also improves
spectral efficiency by 4.21% over a 9-action grid
while using 59.18% fewer outputs than a 49-action
grid. Under strong reactive jamming, D3QN
improves energy efficiency over DQN by 2.54%, but
exhibits lower spectral efficiency and slightly higher
outage, revealing a rate - energy - reliability trade -off.
Overall, the proposed framework offers a practical
balance among communication performance, energy
use, and action-space complexity.
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Le Hoang Hiep, Ngo Huu Huy"

Q-Network (D3QN) nham t6i vu déng thai cong suét
phit va hé s6 phan xa trong mang IoT 6G hé trg
truyén thong tan xa nguoc dudi tic dong cha nhiéu
ngiu nhién, nhiéu phan wng va nhiéu bién doi theo
thoi gian. Bai toan dugc moé hinh héa dudi dang qua
trinh quyét dinh Markov cé nhan biét trang thai gy
nhiéu, v6i khong gian gdm 20 hanh déng két hop
cong sut - phan xa va ham phan thuéng chuin héa
nhim cin bang hiéu suét phd, mitc tiéu thu cong suét
phat va xéc suét gian doan do SINR thip. Phuong
phap dé xuét duoc so sanh véi DQN, DDQN, PPO,
TD3, SAC, lua chon ngiu nhién va diéu khién cb
dinh trén nim hat giéng ngiu nhién doc lap, véi
khoang tin ciy 95%. Trong diéu kién nhiéu ngiu
nhién tai P;= 30 dBm, D3QN cai thién hi¢u suét phd
19.83% va giam xac suét gian doan 6.99% so véi
DQN. Dudi mét chudi nhiéu dong chung, phuong
phap dat mitc ting 2.12% vé hiéu suit phd, trong khi
cong sut phat trung binh chi la 0.427 W va hanh
dong cong suét cuc dai chi duge luwa chon trong
17.6% s6 khe thoi gian. Cau hinh 20 hanh dong cung
cai thién hiéu suit phd 4.21% so véi luéi 9 hanh
dong, dong thoi si dung it hon 59.18% s dau ra so
véi lwéi 49 hanh dong. Trong diéu kién nhiéu phan
tng manh, D3QN cai thién hiéu suit ning lwong
2.54% so véi DQN, nhung dat hiéu suét phd thap hon
va xdc sult gian doan cao han mét cach nhe, cho théy
su danh doi gitra toc do truyen, nang lu’(mg va do tin
cay Nhin chung, khung dé xuét cung cap su can
bang thuc tién gira hiéu nang truyen thong, mire su
dung nang lugng va do phitc tap cta khong gian
hanh dong.
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I. INTRODUCTION

Sixth-generation (6G) wireless networks are
expected to support massive Internet-of-Things
(IoT) connectivity, ubiquitous sensing, and
low-latency services while accommodating a
large number of energy- and
hardware-constrained devices [1 - 4].
The convergence of advanced
communication paradigms  and  intelligent
resource management is central to realizing
the 6G vision, yet achieving reliable
communication under stringent energy and
hardware constraints remains challenging,
particularly in interference-limited  and
adversarial wireless environments [5].

Backscatter communication has emerged as a
promising low-power communication paradigm in
which passive devices convey information by
modulating and reflecting incident
radio-frequency (RF) signals rather than
generating an independent carrier [6-8]. By
eliminating  several = power-demanding RF
components, backscatter devices can support
long-term  sensing and connectivity  with
substantially lower energy consumption than
conventional active transmitters  [9, 10],
Reconfigurable intelligent surfaces (RIS)
further extend  backscatter capabilities by
enabling controllable signal reflection and
beamforming, thereby improving link quality
in challenging  propagation environments
[11 - 13]. Symbiotic radio allows active and
passive transmissions to share both spectrum
and RF sources, improving spectral and
energy  utilization  [14, 15]. However, the
relatively weak reflected signal and the
dependence on an external RF source make
backscatter ~ links  particularly ~ vulnerable
to interference and intentional jamming [16].

Jamming attacks deliberately inject
interference into the wireless medium to reduce
the signal-to-interference-plus-noise ratio (SINR),
increase outage probability, and disrupt legitimate
communications. As reviewed in [17], intelligent
anti-jamming mechanisms are essential for future
wireless systems in which adversaries can
observe legitimate transmissions and adapt their
attack strategies [18]. Unlike static interference
sources, a dynamic jammer may vary its power,
activation pattern, and attack mode over time

90 No 2.CS (28) 2026

[19]. Conventional frequency-
hopping, spread-spectrum, and threshold-based
defense  mechanisms can  become less
effective when jammer  behavior  evolves
faster than the corresponding sensing and
adaptation  procedures [20]. Game-theoretic
formulations have provided a principled

foundation for modeling adversarial interactions

between legitimate users and jammers
[21, 22]; however, computing equilibrium
strategies in practice requires channel and

jammer models that are typically unavailable.

Dynamic jamming creates a sequential
decision problem because the quality of a control
action depends on the instantaneous propagation
conditions, current jammer state, and subsequent
environmental evolution. Traditional optimization
methods generally require an accurate analytical
model, full channel knowledge, or repeated
optimization whenever the environment changes
[23]. These requirements limit their applicability
to real-time anti-jamming control [24]. Earlier
model-based approaches formulated anti-jamming
defense as a Markov decision process (MDP) and
derived policies using policy iteration or
game-theoretic ~ equilibria. =~ However,  such
approaches become difficult to apply when
channel and jammer transition models are
unknown or time-varying. Deep reinforcement
learning (DRL) has consequently attracted
substantial attention as a model-free alternative
for sequential anti-jamming decision-making
[25 - 27].

In a backscatter-assisted system, anti-
jamming performance depends on both the
transmit power F; of the active IoT transmitter
and the reflection coefficient § of the passive
device. These two variables are intrinsically
coupled because they jointly determine the
received power of the direct and backscattered
components [28]. Optimizing only F; may
consume  unnecessary  energy,  Wwhereas
independently selecting (3 may fail to account for
the current direct-link quality and jamming level.
Joint resource allocation in backscatter-enabled
systems is therefore nonlinear and generally non-
convex [29]. Under dynamic jamming, the
problem becomes more challenging because the
controller must repeatedly select an appropriate
power—reflection pair without knowing future
channel and attack realizations.



DRL provides a model-free approach for learning
sequential control policies through interaction with
the environment. DQN has been employed for
discrete anti-jamming power and channel selection
[30]; however, its use of the same value estimator
for action selection and evaluation can produce
overestimation bias [31]. Double DQN mitigates
this effect by separating these operations, and the
dueling architecture separately estimates state
values and action advantages. Their combination,
commonly referred to as Dueling Double DQN or
D3QN, has demonstrated effectiveness for finite
control sets in which several actions may have
similar values under a given channel state [26].
Recent work has further explored anti-jamming
policy learning under wideband and frequency-
hopping scenarios [32].

Actor—critic algorithms provide alternative

solutions for continuous or hybrid wireless
control. Proximal policy optimization (PPO)
stabilizes policy wupdates using a clipped

objective and has been applied in multi-agent
anti-jamming contexts [33]. Twin delayed deep
deterministic policy gradient (TD3) uses twin
critics, target-policy smoothing, and delayed actor
updates to reduce value overestimation in
continuous-action problems, and has been applied
to wireless resource allocation and anti-jamming
[34]. Soft actor—critic (SAC) combines twin
critics with entropy-regularized policy learning to
improve exploration and robustness.
Comprehensive surveys have catalogued these
and related DRL techniques for next-generation
wireless  resource management  [35, 36].
Actor—critic  architectures have also been
investigated for IRS-aided anti-jamming and
dynamic channel access [37, 38].

Nevertheless, DQN, PPO, TD3, and SAC are
generic learning algorithms; they are not
inherently aware of backscatter propagation,
jammer dynamics, or the coupling between active
transmit power and passive reflection. Their
effectiveness therefore depends on the system
state, action representation, reward function, and
deployment constraints used in a particular
anti-jamming  formulation.  Existing studies
typically focus on active-radio channel selection,
power control, trajectory design, or
reflecting-surface configuration [39, 40].
Comparatively limited attention has been given to
learning a unified power-reflection policy for a
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backscatter-assisted link under random and

reactive jamming.

The integration of Al-empowered approaches
with backscatter communication has opened
promising research avenues for Iol networks
[41]. While RIS-aided anti-jamming approaches
have demonstrated benefits through passive
beamforming optimization [37, 42], these
methods typically assume active transmitters with
dedicated RF chains [43]. The unique challenges
of jointly optimizing an active transmitter’s
power alongside a passive backscatter device’s
reflection coefficient under adversarial conditions
remain insufficiently explored. Furthermore,
intelligent anti-jamming strategies for IoT
systems with limited channel state information
require principled approaches that do not rely on
exhaustive environment models [44].

Three research gaps consequently remain.
First, many resource-control frameworks optimize
active transmit power and passive
reflection/phase variables separately, despite their
coupled impact on the received SINR. Second,
existing DRL-based anti-jamming studies often
omit the jammer mode, jammer—receiver channel,
or previous control action from the decision state,
which limits their ability to capture temporal
attack behavior. Third, several studies report
single-run learning curves or point-wise gains
without quantifying random-seed variability,
confidence intervals, or the sensitivity of the
results to the selected learning algorithm.

To address these limitations, this
develops a D3QN-based joint power and
reflection control framework for
backscatter-enabled 6G Iol' communications
under dynamic jamming. The main contributions
are summarized as follows:

paper

1) We establish a  backscatter-assisted
communication and dynamic jamming
model that incorporates the direct
transmitter—-receiver link, the cascaded
transmitter—backscatter—receiver link, and
the jammer-receiver link. Random and
reactive attack modes with time-varying
jamming power are represented through a
finite-state Markov process.

2) We formulate the anti-jamming problem as
a jammer-aware MDP. The state includes
normalized channel gains, the estimated
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jammer power and mode, and the previous

control action. Transmit power and
reflection coefficient are selected jointly
rather than through independent

optimization stages.

3) We construct a coupled discrete action
space A = P x B, in which each action
corresponds to one feasible (F;, 3;) pair.
The adopted configuration contains four
transmit-power levels and five
reflection-coefficient levels, resulting in 20
joint actions. A normalized reward is
designed to balance spectral efficiency,
transmit-power consumption, and low-SINR
outage avoidance.

4) We employ D3QN as the solution
mechanism for the finite joint action space.

Double Q-learning reduces value
overestimation, while the dueling
architecture separates the quality of a

channel-jammer state from the relative
advantages of alternative power—reflection
pairs. Computational complexity and
practical edge-assisted deployment are also
analyzed.

5) We evaluate the proposed framework
against DQN, DDQN, PPO, TD3, SAC,
random-action, and fixed-control baselines
under common channel and jammer traces.
The experiments use multiple independent
random seeds and report means, standard
deviations, and 95% confidence intervals.
Ablation tests further isolate the effects of
Double Q-learning, the dueling structure,
and reflection adaptation.

The novelty of the proposed work is
methodological rather than a modification of the
generic D3QN architecture. Specifically, the
contribution lies in integrating a jammer-aware
state representation, a coupled hardware-feasible
power—reflection action space, and an energy-
and outage-aware reward into a unified
backscatter anti-jamming MDP. D3QN is selected
because its finite output layer maps directly to
the available RF power and impedance states,
whereas continuous-action baselines require
clipping and projection to the nearest feasible
control pair during deployment.

Table I compares the learning mechanisms
and action implementations used in the unified
experimental setting. All methods are evaluated
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with the same backscatter channel model,
dynamic-jammer observations, reward definition,
interaction budget, and statistical protocol.
Therefore, the table compares the algorithmic
differences among the implemented baselines
rather than implying that each generic algorithm
is inherently backscatter- or jammer-aware.

The remainder of this paper is organized
as follows. Section II presents the system
model, dynamic jammer, MDP formulation,
D3QN solution, computational complexity, and
statistical evaluation  protocol.  Section III
reports and discusses the simulation
results, including baseline and ablation
comparisons. Section IV concludes the paper
and outlines future research directions.

II. RESEARCH METHODOLOGY
A. System and Signal Model

We consider a  backscatter-enabled 6G
Internet-of-Things (IoT) communication system
consisting of an active Iol' transmitter, a passive
backscatter device, a legitimate receiver, and a
dynamic jammer, as illustrated in Figure 1. The
active transmitter sends an RF signal to the
receiver, while the backscatter device conveys its
information by modulating and reflecting the
incident waveform rather than generating an
independent carrier. This architecture is suitable
for energy-constrained Iol' deployments because
the backscatter device requires only a small
amount of power for impedance switching and
baseband processing.

Let hirt, Nivt, hore, and Dy, denote the
channel coefficients of the transmitter-receiver,
transmitter—backscatter, backscatter—receiver, and
jammer-receiver links at time slot ¢, respectively.
Each channel is represented as:

where L is the reference path gain at
distance dy, d,, is the corresponding link
distance, v is the path-loss exponent, and
hyyt ~ CN(0,1) models Rayleigh fading. The
associated channel power gain is denoted by
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TABLE 1. ALGORITHMIC COMPARISON OF DRL METHODS UNDER THE UNIFIED ANTI-JAMMING
EVALUATION SETTING

Native Action Value/Policy Joint P-3 Executed Action Jammer-Aware Multi-Seed
Method Domain Stabilization Realization in This Study State Evaluation
Target network; Cartesian-product
DQN [32] Discrete single-Q estimation action indexing 20 discrete pairs Yes Yes
Cartesian-product
DDQN [38] Discrete Double Q-learning action indexing 20 discrete pairs Yes Yes
Clipped actor—critic Categorical policy over
PPO [45] Discrete objective joint actions 20 discrete pairs Yes Yes
Twin critics; delayed actor; Two-dimensional Clipped and mapped to
TD3 [39] Continuous target-policy smoothing continuous actor nearest feasible pair Yes Yes
Twin critics and Two-dimensional Clipped and mapped to
SAC [46] Continuous entropy regularization stochastic actor nearest feasible pair Yes Yes
Double Q-learning and Direct Cartesian-product
Proposed D3QN Coupled discrete dueling value decomposition action indexing 20 discrete pairs Yes Yes

Note: All learning methods use the same backscatter-enabled system model, dynamic-jammer information, reward definition, training interaction budget,
and seed-specific channel and jammer traces. For TD3 and SAC, the two continuous outputs are clipped to the feasible ranges and mapped to the nearest
available power—reflection pair before execution. Multi-seed evaluation denotes reporting over independent runs using the mean, standard deviation, and

95% confidence interval.

(@)

Gyt = |hxy,t|2 .

Let x; and z; denote the unit-power signals
transmitted by the legitimate transmitter and
jammer, respectively. The backscatter symbol is

denoted by by, with E[|b*] =
signal can be expressed as:

1. The received

Yr = V Py hip gy + / Br Py byt 1004

(3)
+ /Pt hjrpze + ny,
where P, is the transmit power, P;; is the

jamming power, §; € [0,1] is the power
reflection coefficient, and n; ~ CN(0,0?) is
additive white Gaussian noise.

Under independent phase variations and
symbol averaging, the direct and backscattered
components are combined in the power domain.
The resulting signal-to-interference-plus-noise
ratio (SINR) is:

_ Pigirs + B PiGv 1 Gort

r
! P;1gjre + 02

“)

The instantaneous spectral efficiency and
throughput are respectively defined as:

R, =log,(14+TY)
Ct = Blog2(1 + Ft)

[bit/s/Hz],
[bit/s],

(&)
(6)

where B s
Throughout the

the system bandwidth.
simulation section, results

reported in bit/s/Hz are referred to as spectral
efficiency rather than absolute throughput.

The energy-efficiency metric is computed as:

[bit/J/Hz), 7

NEE,t = j2)

or equivalently Bmngg, in bit/J. This
distinction is maintained consistently in the
revised figures and tables.

B. Dynamic Jamming Model

The jammer is allowed to vary both its
transmission power and attack mode over time.
Its operating mode belongs to:

®)

M = {random, reactive} ,

while its transmit power is selected from a
finite set:

P ={P P? MY

J

9)

The jammer state at slot ¢ is therefore
represented by

st = (m?.Py) € My x P (10)

Its temporal evolution follows a discrete-time
Markov process:

Pr(sih=q|s =p) =T, A

p,q’
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Figure 1. Backscatter-enabled 6G IoT system with joint power—reflection control under dynamic random and

reactive

where T is the jammer-state transition
matrix. Random jamming changes its power
independently of the legitimate transmission
decision, whereas reactive jamming increases or
activates its power after detecting legitimate RF
activity. The main jammer settings are
summarized in Table II.

At the beginning of each slot, the receiver
estimates the channel power gains, jamming
power, and attack mode using pilot measurements
and spectrum sensing. These estimates are fed
back to the decision controller. Under this
assumption, the augmented control state can be
modeled as an MDP. If the jammer mode or
channel state cannot be reliably estimated, the
same formulation becomes a partially observable
MDP, which is outside the scope of this work.

C. Optimization Objective and Discrete Action
Construction

The physical control variables satisfy

0 < P < Phax,
0< B <1.

(12)
(13)
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jamming

Although these constraints define continuous
feasible intervals, D3QN requires a finite action

space. Therefore, the transmit-power and
reflection-coefficient sets are discretized as:

P =1{0.2,0.5,08, 1.0} W, (14)

B =1{0.2,0.4, 0.6, 0.8, 1.0} . (15)

The joint action space is their Cartesian

product:
A=P x B, |A| = NpNg =4 x5 =20.

(16)

Each D3QN output consequently corresponds

to one feasible

transmit-power/reflection-coefficient pair. The

reflection coefficients are uniformly quantized,
whereas the power levels form a compact
nonuniform grid spanning low-, medium-, and
high-power operating regions. This construction
limits the network output dimension while
retaining sufficient control resolution.

A finer action grid may reduce quantization
loss but increases the number of output actions,



exploration time, and sample complexity.
Conversely, an excessively coarse grid reduces
training complexity but may prevent the agent
from identifying an effective operating point. The
adopted  20-action  configuration therefore
provides a balance between control resolution
and computational cost.

The objective is to determine a policy 7 : S —

A that maximizes the expected discounted return:

T—1

> ptn] . an

t=0

max J(7) = E,

where T is the episode horizon, 7; is the
instantaneous reward, and p € [0,1) is the RL
discount factor. The notation p is used for
temporal discounting to avoid confusion with the
SINR I',.

The resulting problem is a stochastic
sequential decision problem with nonlinear
coupling between P;, (3;, the direct link, and the
backscattered link. Therefore, a closed-form
slot-independent solution is generally unavailable
under time-varying channels and dynamic
jamming. No NP-hardness claim is made without
a formal complexity reduction.

D. MDP Formulation

The anti-jamming control problem is formulated
as the MDP

M - (S7A77Dsar7p)v (18)

where S is the state space, A is the 20-element
joint action space, Ps is the state-transition kernel,
r is the reward function, and p is the discount
factor.

1. State Space

The state observed by the controller at slot ¢ is

St = [gtr,ta giv,ts Gor,ts Gjrts Pj,ta

. - 19
onehot (ﬁz,@) ,Pi1, Bi1], )

where  the tilde denotes  min—-max
normalization, and ﬁz? ) is the estimated jammer
mode. In particular,

Journal of Science and Technology on Information security

~ P, ~ Py

Py = ——, Py = . (20)

P Py T P
Unlike  formulations based only on

instantaneous desired-link CSI, (19) contains the
jammer-receiver gain, the estimated jamming
power and mode, and the previous control action.
These components provide information about
adversarial dynamics and short-term decision
dependence.

2. Action Space

At slot ¢, the agent selects

ar = (P, B;) € A. (2D

The action is executed jointly rather than
optimizing P, and [; in separate stages. This
construction captures their coupled influence in
(4) and avoids a sequential solution in which one
variable is optimized while the other is held fixed.

3. Reward Function

To combine spectral efficiency, transmit-power
consumption, and outage avoidance on a
dimensionless scale, the reward is defined as:

R . D
Rref r Prnax

ry = wg —wol {Ft < Fth}7 (22)

where wg, wp, and wo are nonnegative weights,
R is a reference spectral efficiency, ['y, is the
minimum acceptable SINR, and 1{-} is the
indicator function.

The first term rewards reliable high-rate
communication. The second term discourages
unnecessarily high transmission power. The third
term penalizes slots in which the SINR falls
below the required threshold. Normalization
prevents the reward from directly combining
quantities ~ with  incompatible  units  and
substantially different numerical scales. The
reward weights and their selection rationale are
provided in Table II.

4. State Transition

The augmented state evolves according to:
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Sg41 Ps (3t+1 ‘ S¢, at) ) (23)

where the transition is determined by channel
evolution, jammer-state transitions, and the
current control action. Although the observed
interference  sequence appears non-stationary
when the jammer dynamics are omitted,
augmenting the state with the estimated jammer
power and mode allows the interaction to be
approximated by a stationary Markov model.

5. Methodological Distinction

The methodological contribution does not lie in
modifying the standard D3QN architecture itself.
Instead, it lies in constructing a jammer-aware
MDP with a coupled discrete power—reflection
action space for backscatter-assisted anti-jamming
communication. In contrast to single-variable
DQN-based power control, the proposed policy
directly maps each observed channel and jammer
state to a feasible (P, ;) pair. The reward
additionally accounts for energy use and
low-SINR  events. These distinctions are
summarized in Table I.

E. D3QN-Based Solution

A Dueling Double Deep Q-Network is employed
to estimate the optimal action-value function over
the finite joint action space. D3QN combines
Double Q-learning with a dueling network
structure to reduce overestimation bias and
improve state-value estimation.

1. Double Q-Learning

Let )y and (Qp- denote the online and target
networks, respectively. For a  transition
(8i,ai,7i, Sk, d;), the Double-Q target is

yi =1 + p(1 — d;)Qo- (S;; arg mgi( Qo (s}, a)) ;
(24)

where d; = 1 for a terminal transition and
d; = 0 otherwise. The online network selects the
next action, whereas the target network evaluates
it. This separation reduces the positive estimation
bias that can occur when a single network
performs both operations.

The online network is optimized using the
mean-squared temporal difference loss
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QQ 517a1>] ) (25)

%z

eM

where M denotes a sampled mini-batch.

2. Dueling Architecture

The action-value function is decomposed into a
state-value stream Vj(s) and an advantage stream

Ag(s,a):

Qo(s,a) = Vp(s ) + Ag(s, a)
o > Aufsal). OO

The value stream estimates the quality of the
current channel and jamming state independently
of a specific action. The advantage stream then
distinguishes among the 20 power—reflection
combinations. This decomposition is useful when
several actions have similar performance under
the same propagation and interference conditions.

3. Rationale for Selecting D3QN

PPO can operate with either categorical or
continuous policies, whereas TD3 and SAC
naturally generate continuous actions. However,
practical RF transmitters and backscatter devices
commonly provide a finite number of power and
impedance states. D3QN therefore maps directly
to the considered hardware-constrained action set
without requiring continuous-action projection
during deployment.

The D3QN architecture is not claimed to be
universally superior to actor—critic methods. PPO,

TD3, and SAC are included as additional
baselines under identical state information,
jammer traces, reward definition, interaction
budget, and statistical protocol. For fair
hardware-constrained  evaluation, continuous

outputs generated by TD3 and SAC are clipped
and mapped to the nearest feasible (P, 3;) pair
before execution.

F. Training Procedure

Algorithm 1 summarizes the training procedure.
An  experience-replay  buffer stores state
transitions and breaks temporal correlation



among consecutive samples. A target network is
periodically synchronized with the online
network. Exploration follows an exponentially
decaying e-greedy strategy with a nonzero lower
bound.

The target network is updated every C
interaction steps:

0~ «+ 0. 27
The exploration probability is:
€, = Max { €min, €0 exp(—ku)}, (28)

where w 1s the global environment-interaction
index. Using a global counter prevents the
exploration schedule from being unintentionally
reset at the beginning of each episode.

G. Computational Complexity and Deployment

Let d, be the state dimension, Ny = NpNg the
number of joint actions, and nq,...,ny the
numbers of neurons in the hidden layers. The
approximate computational complexity of one
D3QN forward pass is:

L
@ (dsnl + an_lng +np(Na+ 1)) , (29)

(=2

where the N, outputs correspond to the
advantage stream and the additional output
corresponds to the value stream. Therefore,
D3QN has the same asymptotic inference order
as a conventional DQN, with only a small
additional value-stream overhead.

For a mini-batch of size Np, one training
update has complexity

O (NChet) , (30)
where (¢ denotes the forward/backward
complexity of the neural network. The memory
requirement is approximately

O (|6] + Npdy,) , (31)
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where || is the number of trainable parameters and
dy, is the storage dimension of one transition.

Training can be performed offline at a cloud or
mobile-edge server. During deployment, only a
forward pass and an arg max operation are
required at the active transmitter, gateway, or edge
controller. The passive backscatter device does not
execute the neural network; it only applies the
selected impedance state associated with [3;.

Practical  deployment requires channel
estimation, jammer-power sensing, feedback of
the selected action, and synchronization within
each control slot. The finite action design is
compatible with transmitters providing discrete
RF power levels and backscatter tags providing a
finite set of impedance states.

Representative future applications in Vietnam
include low-power environmental monitoring in
remote mountainous regions, smart agriculture

and aquaculture, industrial-zone sensing, port
logistics, and interference-resilient IoT
monitoring. These are prospective 6G IoT
scenarios rather than claims of current

commercial 6G deployment.

H. Statistical Evaluation Protocol

To reduce dependence on random initialization,
channel realizations, and exploration trajectories,
each algorithm is evaluated over Ny = 5
independent random seeds. All competing
methods use the same seed-specific channel and
jammer traces, episode horizon, interaction
budget, state information, and reward definition.

For a metric X, the sample mean and standard
deviation are:

1 &
X=—)> X, (32)
S =1
1 N 2

The 95% confidence interval is reported using
the Student-¢ distribution:

Sx

VN,

X 4 toors.N.1

(34)
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Algorithm 1: D3QN-Based Joint Power and Reflection Control

Input: Power set P, reflection set B3, replay capacity Np, mini-batch size Np, discount factor
p, target-update interval C, and exploration parameters €g, €yin, K
Output: Learned policy 7*(s) = arg maxae 4 Qo(s, a)

1 Construct A =P x B with |A| = 20;

2 Initialize replay buffer D, online network ()y, and target network (Qyp— with 6~ < 0,

3 Set global interaction counter u <— 0;
4 for episode e =1,...,F do

5 | Initialize the channel and jammer states;
6 Observe the normalized initial state sg;
7 | for time slott =0,...,T —1 do
8 Set €, = max{€min, €0 exp(—ku)};
9 if rand() < €, then
10 ‘ Select a; uniformly from A;
1 else
12 L Select a; = arg max,e4 Qo(st, a);
13 Execute a; = (P, 5;), and observe 7, s;11, and terminal flag d;;
14 Store (s, ag, ¢, Se1,dz) in D
15 if |D| > Np then
16 Sample mini-batch M = {(s;, a;, 4, 8}, d;) } 1253
17 Compute af = arg maxqe 4 Qo(s), a);
18 Compute y; = r; + p(1 — d;)Qp- (s}, a});
19 Update 6 by minimizing NLB SN [y — Qolsiy ai))
20 if mod(u, C') = 0 then
21 L Update target network: 0~ <+ 0;
22 Set sy = 5401 and u <— u + 1;
23 if d; = 1 then
24 L break;

Performance improvements are calculated as:

Xp: - X aseline
Gx = D‘*Q; baseline ¢ 100%.
baseline

(35)

Each reported gain explicitly identifies the
comparison baseline, jamming condition, and
whether the value is point-wise or averaged over
multiple  jamming  levels.  The  revised
convergence, spectral efficiency,
energy-efficiency, robustness, and ablation results
are therefore presented as mean values with
standard deviations or 95% confidence intervals.

III. PERFORMANCE AND EVALUATION
A. Simulation Setup

evaluated in a
communication

The proposed framework is
backscatter-enabled IoT
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environment subject to dynamic random and
reactive jamming. The simulation configuration
follows the system, jammer, and MDP models
presented in Section II. All physical-layer,
learning, action-space, implementation, and
statistical-evaluation parameters are summarized
in Table II.

Channel, Jammer, and Action Settings: All
desired and interfering links follow independent
distance-dependent Rayleigh fading, and the
receiver noise is modeled as complex Gaussian
noise. Spectral efficiency and energy efficiency
are evaluated using the definitions in Section II.
The jammer evolves according to a finite-state
Markov model and switches between random and
reactive modes with time-varying power. Perfect
estimation of the channel gains, jammer power,
and attack mode is assumed to isolate the control
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TABLE II. SIMULATION AND LEARNING PARAMETERS

Parameter Value Parameter Value

Channel model Rayleigh fading Noise power, o2 —90 dBm
Bandwidth, B 1 MHz Path-loss exponent, v 2.5
Maximum power, P, ax 1w Jamming power, P; 0-30 dBm
Jammer modes Random/reactive Jammer evolution Finite-state Markov process
Power set, P {0.2,0.5,0.8,1.0} W Reflection set, B {0.2,0.4,0.6,0.8,1.0}
Joint action space |A| = 20 SINR threshold, 'y, 5dB

Reward weights wgr =1, wp = 0.01, wo =1 Discount factor, p 0.95
Learning rate 103 Replay-buffer size 10°
Mini-batch size 64 Target-update interval 100 steps
Training episodes 500 Exploration parameters €0 =1, £k =0.001

DQN, DDQN, PPO, TD3, SAC,

Random, Fixed control

Mean, SD, and 95% CI

Baselines

Reported statistics

Independent seeds 5

Confidence interval Student-t

Note: All learning methods use the same state, reward, interaction budget, channel realizations, jammer trajectories, and feasible power-reflection actions.

TD3 and SAC outputs are mapped to the nearest feasible action pair.

performance. The controller selects one of 20
feasible transmit-power/reflection-coefficient
pairs listed in Table II. Continuous actions
produced by TD3 and SAC are clipped and
mapped to the nearest feasible pair.

Learning and Evaluation Protocol: All
learning methods use the same normalized
reward, observable state, episode horizon,
interaction budget, channel realizations, and
jammer trajectories. D3QN is trained using
experience replay, a target network, and decaying
e-greedy exploration. Convergence is determined
using a common moving-average reward
criterion rather than visual inspection. Each
experiment is repeated over five independent
paired seeds, and the results are reported as the
mean, standard deviation, and 95% Student-¢
confidence interval. Every percentage gain
explicitly states its baseline, jamming condition,
and whether it is point-wise or averaged.
Implementation and reproducibility settings are
summarized in Table II.

B. Baseline Schemes

The proposed D3QN is compared with the
following methods under identical state, reward,
action, training-budget, and evaluation conditions:

o DQN: Standard Q-learning over the same 20

joint actions, without Double-Q estimation or
dueling decomposition.

o« DDQN: Double Q-learning over the same
action space, without separate value and
advantage streams.

o PPO: A categorical actor—critic policy over
the 20 feasible joint actions.

o TD3: A continuous actor with twin critics,
delayed policy updates, and target-policy
smoothing.

e SAC: An entropy-regularized stochastic actor
with twin critics.

+ Random: Uniform selection from the feasible
joint action set.

o Fixed Control: A constant transmit-power
and reflection-coefficient pair independent of
channel and jammer conditions.

Ablation variants are additionally used to
quantify the individual effects of Double
Q-learning, the dueling architecture, reflection
adaptation, and joint power—reflection control.

C. Results and Analysis

The simulations were implemented in Python
using PyTorch and Gymnasium, with a custom
backscatter anti-jamming environment, Stable-
Baselines3 baselines, and multi-seed statistical
evaluation using NumPy, SciPy, and Matplotlib.
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1. Learning Convergence and Stability

Figure 2 compares the 20-episode
moving-average reward of DQN, DDQN, PPO,
TD3, SAC, and D3QN over five independent

seeds. Under the predefined convergence
criterion with a 20-episode window, a
reward-change tolerance of 0.01, and a

20-episode persistence requirement, none of the
considered methods satisfies the criterion before
the 500-episode training horizon. Accordingly,
the recorded convergence episode is 500 for
D3QN, DQN, DDQN, PPO, TD3, and SAC.

Over the final 20 training episodes, D3QN
achieves an average reward of 248.395,
corresponding to improvements of 0.576% and
0.666% over DQN and DDQN, whose
corresponding rewards are 246.972 and 246.752,
respectively. The 95% confidence interval of
D3QN is +17.304, which is narrower than that
of DQN (425.402) but wider than that of
DDQN (£14.792).

SAC obtains the highest final average
reward of 266.826, whereas D3QN provides a
modest reward improvement over the value-
based DQN and DDQN baselines.

2. Performance under Random Jamming

As shown in Figure 3a, the spectral efficiency
decreases as the jamming power increases. At

P; = 30 dBm, D3QN achieves
1.748 £+ 0.182 bit/s/Hz, compared with
1.458 + 0.447 bit/s/Hz for DQN and

300 o

200 o

100 A

Moving-average reward

—e— DON
DDQN
—A-- PPO

-4 TD3
—¥— SAC
—#- D3QN

—-100 -

T T
200 300

Training episode

T T T
0 100 400 500

Figure 2. Convergence of the considered DRL schemes
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1.510 £ 0.163 bit/s/Hz for DDQN, which is the
strongest competing learning-based baseline
under this condition. These results correspond to
spectral-efficiency gains of 19.83% over DQN
and 15.70% over DDQN.

Figure 3b reveals a rate—energy trade-off.
D3QN obtains an energy efficiency of
2.043 £ 0.127 bit/J/Hz at P; = 30 dBm,
whereas DON and TD3 achieve
2.447 + 1.109 bit/J/Hz and
3.217 £ 1.487  bit/J/Hz,  respectively.
Consequently, D3QN is 16.52% lower than DQN
and 36.49% lower than TD3, the strongest
actor—critic baseline in terms of energy
efficiency. This result indicates that, under strong
random jamming, the learned D3QN policy
prioritizes spectral-efficiency preservation over
energy-efficiency maximization.

As reported in Figure 3c, D3QN achieves an
outage probability of 0.680 4= 0.051 at 30 dBm,
compared with 0.732 £ 0.111 for DQN and
0.715 4+ 0.034 for DDQN. The corresponding
outage reductions are 6.99% relative to DQN and
4.88% relative to DDQN. These results are
consistent with the spectral-efficiency advantage
observed in Figure 3a.

3. Performance under Reactive Jamming

Reactive  jamming causes a  substantial
degradation in the D3QN spectral efficiency. As
shown in Figure 4a, D3QN achieves
0.836 + 0.116 bit/s/Hz at P; = 30 dBm,
whereas DOQN and TD3 obtain
0.900 + 0.274 bit/s/Hz and
1.034 4+ 0.585 bit/s/Hz, respectively. Thus, the
D3QN spectral efficiency is 7.03% lower than
DQN and 19.07% lower than TD3, which is the
strongest learning-based baseline under this
condition. Random and fixed control also achieve
1.417 + 0.055 bit/s/Hz and
1.326 4 0.046 bit/s/Hz, respectively, indicating
that the current reactive-mode policy requires
further reward or state-representation refinement.

In Figure 4b, D3QN achieves
3.833 £ 0.379 bit/J/Hz, compared with
3.739 + 0.802 bit/J/Hz for DQN. This

represents a 2.54% improvement over DQN.
However, PPO obtains the highest actor—critic
energy efficiency of 3.985 + 0.103 bit/J/Hz;
therefore, D3QN remains 3.81% below PPO. The
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higher energy efficiency of D3QN relative to
DQN is associated with its more conservative
transmit-power selection under reactive jamming.

Figure 4c shows that D3QN yields an outage
probability of 0.892 £ 0.039, while DQN and
TD3 obtain 0.880 4+ 0.065 and 0.851 + 0.141,
respectively. Hence, D3QN increases outage by
1.32% relative to DQN and by 4.81% relative to
TD3. The reactive-jamming results therefore
demonstrate an energy-reliability trade-off: the
conservative D3QN policy slightly improves
energy efficiency over DQN but sacrifices
spectral efficiency and outage performance.

4. Robustness under Dynamic Jamming

Figure 5a presents the common jammer
sequence applied to all schemes. The
evaluation spans 200 time slots, during which
the jamming power varies between 0 and 30
dBm. The trace contains 34 transitions
between random and reactive jamming modes,
including 109 random-jamming slots and 91
reactive-jamming slots.

Under the same jammer sequence, Figure 5b
shows that D3QN achieves an average spectral
efficiency of 3.212 + 0.287 bit/s/Hz, compared
with 3.145 £+ 0.268 bit/s/Hz for DQN, where
the intervals represent the 95% confidence
intervals over five independent seeds. This
corresponds to a 2.12% improvement over DQN.

The temporal standard deviations of the
seed-averaged spectral-efficiency traces are 2.268
for D3QN and 2.274 for DQN. Hence, D3QN
reduces temporal variability by only 0.26%. The
two schemes therefore exhibit comparable
temporal fluctuations, while D3QN provides a
modest improvement in average spectral
efficiency under the considered
dynamic-jamming sequence.

Table III summarizes the quantitative results
under the strongest random and reactive jamming
conditions. The table highlights that D3QN
provides clear spectral-efficiency and outage
advantages under random jamming, while
exhibiting an energy-reliability trade-off under
reactive jamming.

No 2.CS (28) 2026 101



Journal of Science and Technology on Information security

30 - DQN  — SAC
= 10 1 DDQN  --- D3QN
—~ 25 4 an - PPO Random
= z ----- Fixed Control
3] = 8
g 20 - i
$ 2 6
2151 &
2 £
E 10 - o 47
z £
< 5 3 2
o
[%2]
0 0
T T T T T T T T T T T T T T T T T T
0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200
Time slot Time slot
(a) Dynamic-jammer power trace (b) Spectral-efficiency response
Figure 5. Robustness under a common dynamic-jamming sequence.
TABLE III. QUANTITATIVE PERFORMANCE UNDER STRONG JAMMING AT P; = 30 dBm
Random Jamming Reactive Jamming
Method
SE EE QOutage SE EE QOutage
DQN 1.458 £0.447 2447 4+1.109 0.7324+0.111 0.900 +0.274  3.739+0.802  0.880 £ 0.065
DDQN 1.510 £ 0.163  2.292 £0.435 0.715+0.034 0.8824+0.231 3.741 +0.591  0.880 + 0.067
PPO 1.409 £0.634 2.824+1.390 0.760£0.152 0.797 £0.021 3.985 4+ 0.103 0.906 % 0.006
TD3 1.255 £0.745 3.217 +£1.487 0.7974+0.181 1.034 +0.585 3.668 +1.254 0.851 £+ 0.141
SAC 1.503 £0.542 2.5124+1.215 0.737 £0.128 0.796 £0.042 3.982 £0.212  0.906 4 0.009
Random 1.4174+0.055 2.638+0.089 0.761+£0.009 1.417+0.055 2.6384+0.089 0.761 4+ 0.009
Fixed Control 1.326 +0.046 2.653 £0.091 0.790 & 0.008 1.326 £0.046 2.653 £0.091  0.790 £ 0.008
D3QN 1.748 £0.182 2.043+0.127 0.680+0.051 0.836+0.116 3.833+0.379 0.892 + 0.039

SE: spectral efficiency in bit/s/Hz; EE: energy efficiency in bit/J/Hz. Values are reported as the mean + 95% Student-t confidence interval over five
independent seeds. Bold values indicate the best result in each column; lower outage probability is preferred.

5. Learned Joint Power—Reflection Adaptation

Figure 6a shows that D3QN selects different
transmit-power levels instead of continuously
operating at P, = 1 W. Across the five seeds
and 200 time slots, the average selected transmit
power is 0.427 W. The maximum-power action
is selected in only 17.6% of the evaluated slots,
whereas the lowest power level of 0.2 W is
selected in 67.2% of the slots. This result
indicates that the learned policy generally avoids
persistent maximum-power transmission.

As shown in Figure 6b, D3QN also adapts
the reflection coefficient across the complete
feasible set. The average selected reflection
coefficient is 0.541, while high-reflection actions
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satisfying 3; > 0.8 account for 31.2% of the
evaluated slots. In particular, 3; = 0.8 and
B; = 1.0 are selected in 13.3% and 17.9% of the
slots, respectively.

The combined results in Figs. 6a and 6b
show that the learned D3QN policy does not
collapse to a fixed-power or fixed-reflection
strategy. Instead, it performs joint adaptation of
P, and f; in response to the time-varying
channel and jamming states.

6. Ablation Analysis

Figure 7a shows that Full D3QN achieves a
spectral efficiency of 0.836 + 0.116 bit/s/Hz.
Removing Double Q-learning reduces this value
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to 0.826 £+ 0.078 bit/s/Hz, corresponding to a
1.30%  degradation. Fixing the reflection
coefficient yields 0.796 + 0.034 bit/s/Hz,
which is 4.89% lower than Full D3QN. In
contrast, the No Dueling, Fixed Power, and No
Jammer State variants obtain 0.882 £ 0.231,
1.338 + 0.064, and 1.150 + 0.340 bit/s/Hz,
respectively. These values are 5.47%, 59.97%,
and 37.49% higher than Full D3QN, indicating
that the complete policy does not maximize
spectral efficiency alone.

As shown in Figure 7b, Full D3QN achieves
an energy efficiency of 3.833 + 0.379 bit/J/Hz.
The No Dueling, Fixed Power, and No Jammer
State variants reduce this value to 3.741 4 0.591,
2.676 £+ 0.128, and 3.252 + 0.533 bit/J/Hz,
corresponding to reductions of 2.40%, 30.18%,
and 15.15%, respectively. By contrast, the No
Double Q and Fixed Reflection variants achieve

3.917 + 0.310 and 3.975 + 0.173 bit/J/Hz,
which are 2.18% and 3.70% higher than Full
D3QN. These results reveal that the proposed
architecture balances rate, reliability, and power
consumption rather than optimizing a single
metric independently.

Figure 7c reports an outage probability of
0.892 £ 0.039 for Full D3QN. Removing Double
Q-learning and fixing the reflection coefficient
increase outage to 0.899 £+ 0.013 and
0.906 =+ 0.007, corresponding to relative
increases of 0.82% and 1.60%, respectively. In
contrast, the No Dueling, Fixed Power, and No
Jammer State variants reduce outage to
0.880 £ 0.067, 0.785 =+ 0.010, and
0.826 + 0.074, representing reductions of 1.36%,
11.93%, and 7.42%, respectively.

Overall, the ablation results expose a clear
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rate—energy-reliability trade-off. Fixed Power and
No Jammer State improve spectral efficiency and
outage performance, but reduce energy efficiency
substantially. Conversely, Full D3QN maintains a
more conservative power-control policy and
achieves a more balanced operating point across
the three metrics.

Table IV summarizes the ablation results
under reactive jamming at P; = 30 dBm.
Removing Double Q-learning or fixing the
reflection coefficient degrades spectral efficiency
and increases outage, whereas the Fixed Power
and No Jammer State variants improve rate and
reliability at the expense of energy efficiency.
These results confirm that the complete D3QN
framework provides a balanced
rate—energy-reliability operating point rather than
maximizing a single metric.

7. Action-Space Granularity

Figure 8a compares the coarse, proposed, and
fine action grids containing 9, 20, and 49 joint
power—reflection actions, respectively. The coarse
grid achieves a spectral efficiency of
0.803 £ 0.047 bit/s/Hz, whereas the proposed
20-action grid obtains 0.836 + 0.116 bit/s/Hz.
This corresponds to a 4.21% improvement over
the coarse configuration.

The fine 49-action grid achieves the highest
mean spectral efficiency of
0.964 £ 0.185 bit/s/Hz. The proposed 20-action
grid is therefore 13.25% below the fine-grid
result, or equivalently retains approximately
86.75% of its mean spectral efficiency. However,
the fine-grid result also exhibits the widest
confidence interval, indicating greater
seed-dependent variability.

As shown in Figure 8b, none of the three
action-space  configurations  satisfies  the
predefined convergence criterion before the
500-episode training horizon. Consequently, the
recorded convergence episode is 500 for the 9-,
20-, and 49-action grids across all five seeds.
The current results therefore do not support a
claim that the proposed 20-action grid converges
faster than the finer configuration.

Overall, the 20-action design provides a
moderate spectral-efficiency improvement over
the coarse grid while using 59.18% fewer output
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actions than the 49-action configuration.
Nevertheless, the fine grid achieves the highest
mean spectral efficiency, and additional training
or a less restrictive convergence criterion is
required to determine whether the 20-action grid
offers a measurable convergence advantage.

8. Discussion

The results demonstrate that D3QN provides an

effective  joint power—reflection control
mechanism, particularly under random and
time-varying jamming. At P, = 30 dBm, it

improves spectral efficiency by 19.83% and
reduces outage by 6.99% relative to DQN under
random jamming. Under the common dynamic
trace, D3QN achieves a 2.12%
spectral-efficiency gain while using an average
transmit power of only 0.427 W; the
maximum-power action is selected in 17.6% of
the slots. The 20-action design also improves
spectral efficiency by 4.21% over the 9-action
grid while using 59.18% fewer outputs than the
49-action grid. Nevertheless, reactive-jamming
results reveal an energy-reliability trade-off:
D3QN improves energy efficiency over DQN by
2.54%, but exhibits lower spectral efficiency and
slightly higher outage. Overall, the proposed
scheme offers balanced rate, energy, and
implementation complexity rather than
optimizing a single metric.

IV. CONCLUSION

This paper developed a D3QN-based framework
for joint transmit-power and reflection-coefficient
control in backscatter-enabled 6G IoT networks
subject to random and reactive jamming. The
anti-jamming problem was formulated as a
jammer-aware  MDP  with a  20-action
power—reflection space and a reward that jointly
accounts  for  spectral efficiency, power
consumption, and low-SINR outages.

The results show that the proposed method is
most effective under random and time-varying
jamming. At P; = 30 dBm, D3QN improves
spectral efficiency by 19.83% and reduces outage
by 6.99% relative to DQN under random
jamming. Under the common dynamic-jammer
trace, it provides a 2.12% spectral-efficiency gain
over DQN while using an average transmit power
of 0.427 W, the maximum-power action is
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TABLE IV. ABLATION RESULTS UNDER REACTIVE JAMMING AT P; = 30 dBm

Variant SE EE Outage
Full D3QN 0.836 +0.116 3.833 £ 0.379 0.892 £ 0.039
No Double Q 0.826 £ 0.078 3.917 £ 0.310 0.899 £ 0.013
No Dueling 0.882 + 0.231 3.741 £+ 0.591 0.880 £ 0.067
Fixed Reflection 0.796 + 0.034 3.975+0.173 0.906 + 0.007
Fixed Power 1.338 £ 0.064 2.676 +0.128 0.785 £ 0.010
No Jammer State 1.150 £ 0.340 3.252 £ 0.533 0.826 £ 0.074
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Figure 8. Effect of action-space granularity under reactive jamming at P; = 30 dBm. Error bars denote the
95%confidence intervals over five independent seeds

selected in only 17.6% of the slots. The
20-action design also improves spectral
efficiency by 4.21% over the 9-action grid
while using 59.18% fewer outputs than the 49-
action configuration.

The results also reveal an
important limitation. Under strong reactive
jamming, D3QN improves energy efficiency

over DQN by 2.54%, but does not outperform
all baselines in spectral efficiency or outage.
Accordingly, the proposed framework should
be viewed as a balanced rate—energy—
complexity solution rather than a universally

dominant policy. Future work will refine
the reward and jammer-state
representation, incorporate imperfect sensing
and partial observability, and investigate
adaptive action discretization.
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