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Abstract—The 5G EAP-TLS protocol is one
of the three protocols standardised by 3GPP for
use in 5G networks. Although this protocol
inherently ensures security, authentication, and
data integrity, recent studies have shown that it
still faces several vulnerabilities, including Man-
in-The-Middle attacks, user impersonation, and
replay attacks. This paper presents a detailed
description of the steps in the modified EAP-TLS
protocol, which addresses these issues by directly
binding the digital certificate to the subscriber’s
SUCI identity to prevent user impersonation,
binding the session key to both the certificate and
the identity to ensure resistance against Man-in-
The-Middle attacks, and introducing a nonce
value to prevent the reuse of old packets in replay
attacks. The paper employs the Proverif tool as a
formal verification approach to evaluate the
security of the modified SG EAP-TLS protocol.
The verification outcomes indicate that the
proposed protocol satisfies the specified security
properties, including the confidentiality of the
session key (KSESSION), the subscriber identity
(SUPI), the pre-master key (RPREKEY), as well
as other relevant security requirements.

Tém tit— Giao thirc 5G EAP-TLS la mit
trong ba giao thirc dwge 3GPP tiéu chuin héa dé
stt dung trong mang 5G. Miac du giao thirc nay
von dam bio tinh biao mat, xac thwe va toan ven
dir liéu, cac nghién ciru gin diy di chi ra ring n6
van phai d6i mit véi mot so 16 hong, bao gom cac
cudc tdn cong Man-in-The-Middle, mao danh
nguoi diung va tin cong phat lai. Bai bao nay
trinh bay mé ta chi tiét cac budc trong giao thirc
EAP-TLS dwoc sira doi, dé giai quyét cac van dé
nay bing cach lién két truc tiép ching chi sé véi
dinh danh SUCI ciia nguoi ding ky dé ngin chin
mao danh ngudi dung, lién két khéa phién voi ca
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chirg chi va dinh danh dé dam bao kha ning
chdng lai cic cudc tin cong xen giira va gidi thiéu
gia tri nonce dé ngin chin viéc sir dung lai céc
g6i tin cii trong cic cudc tin cong phat lai. Bai
bao sir dung cong cu Proverif nhw mot phwong
phap xdc minh chinh thirc dé danh gia tinh bao
mit ciia giao thirc 5G EAP-TLS sira ddi. Két qua
xiac minh cho thiy giao thirc dwoc dé xuit dap
trng cac thugc tinh bao mat da dwece chi dinh, bao
gbdm tinh bio mat cia khoa phién (KSESSION),
dinh danh nguoi ding ky (SUPI), the pre-master
key (RPREKEY), ciing nhu cic yéu ciu biao mat
lién quan khac.

Keywords— 5G security; EAP-TLS; proverif; formal
verification.

Tir khéa— An ninh mang 5G; EAP-TLS; proverif;
kiém chieng hinh thirc.

I. INTRODUCTION

In the 5th Generation (5G) network
architecture, security is a paramount concern
driven by the massive proliferation of connected
devices and the emergence of novel service
types. The 3rd Generation Partnership Project
(3GPP) has standardised three primary
authentication protocols: Authentication and
Key Agreement (5G-AKA), Extensible
Authentication Protocol- Authentication and
Key Agreement (EAP-AKA’), and Extensible
Authentication Protocol - Transport Layer
Security (EAP-TLS) [1 - 3]. Among these,
EAP-TLS is a certificate-based authentication
protocol that has been extensively adopted in
enterprise wireless systems, Virtual Private
Network (VPN) remote access, and secure IoT
communication environments [4]. Its core
purpose is to authenticate communicating
parties and block unauthorised access.
Nevertheless, when exposed to Man-In-The-
Middle (MiTM) threats such as message
modification, replay attacks, and identity
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spoofing-the entity authentication mechanism of
EAP-TLS still reveals notable security
weaknesses [5, 6].

In [7], the authors were the first to employ
the Proverif tool to formally verify the 5G EAP-
TLS 1.2 protocol. Their analysis revealed that
the current protocol suffers from several
vulnerabilities related to authentication. In
addition, they proposed several potential
countermeasures. However, no  explicit
verification results were provided to validate the
effectiveness of these proposed solutions.
Following a similar formal verification
approach using Proverif, Naiguang Zhu and
colleagues [8] modelled the 5G EAP-TLS 1.3
protocol. This work represents the first formal
analysis of EAP-TLS 1.3 within 5G networks.
Nevertheless, the study did not propose a
concrete mechanism capable of
comprehensively mitigating the identified
vulnerabilities, but mainly focused on detecting
weaknesses associated with privacy attacks,
replay attacks, and authentication flaws, as well
as several issues related to the TLS handshake
and  session  authentication  processes.
Furthermore, the proposed approach was still
unable to effectively resist certain attacks,
including user impersonation attacks, Man-in-
the-Middle (MITM) attacks, and session race-
condition attacks. Min Shi and colleagues [9]
subsequently utilised the Tamarin prover to
conduct a formal security analysis of the 5G
EAP-TLS protocol.

Compared with previous studies, the
proposed work introduces a modification to the
5G EAP-TLS protocol that aims to strengthen
the association between user identity and
session key establishment. Specifically, the
proposed approach incorporates the UE-
generated nonce Rug into both the initial SUCI
message and the encrypted key transport phase,
thereby establishing an additional cryptographic
linkage between the subscriber identity and the
resulting session key. This design is expected to
enhance the protocol’s resilience against replay
attacks and user impersonation. Moreover, by
reinforcing the binding between authentication
messages and session context, the proposed
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mechanism may contribute to mitigating session
confusion attack which have not been explicitly
addressed in [7].

In this study, to illustrate how the proposed
protocol modifications are secure and resistant
to several identified attacks, advanced tools now
employ formal methods, mathematical
techniques, and automated analysis to
rigorously verify the safety and robustness of
protocols. The tools pinpoint potential
vulnerabilities, such as the Proverif tool, which
has the capability to model protocols using
symbolic models and verify security properties
[10 - 14]. We model a modified version of the
5G EAP-TLS protocol aimed at rectifying the
aforementioned security property violations.
Specifically, we restructure the messaging
within the key exchange phase; rather than
relying solely on server-side random parameters
or retaining the default structure.

Verification results comparing the modified
protocol model on Proverif with the original 5G
EAP-TLS show that modifying this parameter
contributes to mitigating the weak authentication
issue, mitigates identity-session misbinding
attacks, and ensures UE non-repudiation, thereby
enhancing the security framework for the EAP-
TLS protocol in 5G networks.

The remainder of the paper is structured as
follows. Section II presents the preliminaries
used throughout the subsequent sections.
Section III introduces the formal security
analysis conducted with Proverif. Section IV
describes the verification results and provides
related discussions. Finally, Section V
concludes the paper.

I1. PRELIMINARIES

In this section, we introduce the architecture
of a private 5G network and give a detailed
description of the modified 5G EAP-TLS
protocol based on TS 33.501 [1-3, 5].

To facilitate understanding and reference,
we summarise the notations in TABLE 1.

A. 5G Network Structure

The 5G architecture 1is fundamentally
composed of three primary entities: the UE
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(User Equipment), the SN (Serving Network),
and the HN (Home Network). Figure 1
illustrates the key components of the 5G
network architecture.

[ ]

Figure 1. Key components of the 5G network
architecture

The UE functions as the mobile device that
establishes a connection with the HN through a
radio interface. Embedded within each UE is a
Universal Integrated Circuit Card (UICC),
which houses at least one Universal Subscriber
Identity Module (USIM). This module is critical
for security, as it securely stores the
Subscription Permanent Identifier (SUPI), the
pre-shared  cryptographic key established
between the subscriber and the HN, and the
HN’s public key.

The SN comprises two essential elements
necessary for connectivity and intermediary
security. The first is the gNB, which serves as
the next-generation base station, succeeding the
eNodeB found in 4G networks. The second
component is the SEAF, which acts as an
intermediary anchor between the UE and the
HN. While the SEAF possesses the authority to
reject an authentication request from the UE
locally, it ultimately relies on the verification
and acceptance decisions made by the HN to
successfully authenticate the device.

The HN houses the core functions
responsible for subscriber management and
final authentication decisions. It contains the
following entities:

- AUSF belongs to the home network
responsible for authenticating and negotiating
communication keys with the UE. AUSF stores
a certificate certAUSF, the name of the binding
UDM, and a list of available serving
networks/SEAFs.

- Unified data management (UDM) is an
entity that supplies the main functions
corresponding to data management, such as

Authentication Credential Repository and
Processing Function (ARPF) and Subscription
Identifier De-concealing Function (SIDF). The
ARPF chooses an authentication method among
the three available options: 5G AKA, EAP-
AKA, or EAP-TLS. 5G AKA and EAP-AKA’
are 5G primary authentication methods, based
on a pre-shared key mechanism, and only have
a slight difference in the message flow and key
derivation ways.

5G EAP-TLS is based on a public-key
certificate mechanism and is dedicated to the
private 5G network. The option is selected on
the basis of the subscriber identity and
configured policy. The SIDF is responsible for
the decryption of the Subscription Concealed
Identifier (SUCI) to obtain the SUPI [1, 7-9].

B. Modified 5G EAP-TLS Protocol

Prior to the initiation of this protocol
session, the UE has already completed the
carrier service subscription. Consequently, the
UE’s unique and private identifier (SUPI) is
stored in the UDM’s database, and the UDM’s
public key is provisioned in the UE. Moreover,
each subscriber credential is stored in no more
than one UDM, while the UDM’s public key is
embedded in every UE.

Based on the formal analysis results
highlighting the lack of binding in the standard
specification [7- 9]. In this section, we propose
a design for a modified 5G EAP-TLS protocol.
The core objective of this proposal is to
establish a rigorous identity-key binding
mechanism to mitigate the risk of MITM
attacks. Our modified protocol leverages the
UE nonce Ryg as a security anchor.
Specifically, Ryg (which is generated and
protected within the initial SUCI message) is
embedded as part of the encrypted payload in
the Key Transport message. This modification
cryptographically binds the Session Key to the
user’s initial identity. Consequently, the HN
can definitively verify that the entity
transmitting the key is the same entity that
initiated the identity request, thereby ensuring
strong mutual authentication and session
integrity. Furthermore, encrypting the TLS-
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START message together with the UE
generated random value Rug may provide an
additional mechanism for preserving session
context consistency. Although the primary
mitigation against session confusion s
achieved through the integration of Ryg into
the session key derivation process, returning
Rug within the encrypted TLS-START
message (step 2 Figure 2) allows the UE to
verify that the received response corresponds
to the same authentication instance before
initiating the EAP-TLS handshake.
Consequently, any mismatch  between
authentication sessions may be detected at an
earlier stage. Meanwhile, the protocol of [&]
will continue to perform part or all of the TLS
handshake process until it is detected.

Figure 2 illustrates the authentication flow
of the revised 5G EAP-TLS protocol. The
components highlighted in red denote modified
steps, thereby clearly distinguishing the
proposed scheme from previous approaches.

TABLE I .NOTATIONS

Notations Descriptions
SUPI Subscription Permanent Identifier
Rue A random nonce generated by User
Equit t
R, ysp quitmen
A random nonce generated by AUSF
RprexEy
A random nonce generated by UE
PKybu ,
UDM’s Public Key
Pkyg s Publi
UE’s Public Key
PKaysr AUSF’s Public Key
SSKye UE’s Private Signing Key
Ksession Session Key
Ksear Key secure between UE and SEAF
SEAFN Name of SEAF

1. The UE initiates the session by generating
a fresh binding nonce Ryg. Instead of sending
the identity in isolation, the UE constructs a
SUCI by encrypting the tuple {SUPI, Ryg}
using the HN public key pk and transmits it

UDM
to the SN (SEAF).

2. Upon receiving the initial request, the
SEAF appends its identifier SEAFN to the
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packet and forwards the authentication request
to the AUSF in the HN.

3. The AUSF verifies the SN’s legitimacy.
If valid, it relays the message to the UDM. The
UDM invokes its private key to decrypt the
SUCI, extracting both the subscriber identity
SUPI and the binding nonce Ry.

4. After validating the subscriber’s identity,
the UDM responds to the AUSF. Crucially, it
transfers the decrypted Ryp to the AUSF,
establishing the necessary context for the
subsequent binding verification.

5. The AUSF sends TLS START a message
via the SEAF to the UE, formally triggering the
TLS handshake.

6. The UE generates a new nonce Ryg; and
proposes supported cryptographic algorithms,
encrypting the tuple {Ryg;, TLS START}

using the HN public key pk, ;.- This message

along with the information about its supported
algorithms Methods UE is routed through the
SEAF to the AUSF.

7. The AUSF responds with its own nonce

Rausp, encrypting the tuple {Rysp, Ryg;}

using the UE public key pk ., the server
certificate Certificate AUSF, and the selected

cipher suite Methods AUSF.

8. The UE validates the AUSF certificate.
Upon success, it generates a new nonce
Rprekey, Which is called pre-master key, and
derives a session key Kggssion using Rprpkeys
Rygr  and Rpyse. To enforce the binding
mechanism, the UE concatenates the pre-master
key with the initial nonce Ryg and encrypts this
pair using the AUSF’s public key pkaysp. This
encrypted payload, along with the session
signature and hash, is sent to the AUSF.

9. The AUSF decrypts the received packet.
It extracts the candidate pre-master key and the
check-value. The AUSF strictly enforces a
comparison between this check-value and the
Ryg received earlier from the UDM (in Step 4).
The authentication proceeds only if these values
match, confirming that the key generator is the
legitimate identity owner.
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UE

{SUPI, Ryg}pKkupm

{SUPI, Ryg}pkupy, SEAFN

{TLS_START, Ryg}pkur

{TLS_START, Ryg}pkyr

?: SEAFN is True

{SUPIL, Rye}pkupm, SEAFN

?: SUPI = True

SUPI, INDICATOR(EAP_TLS)

{Rygs, TLS_START}pk ysr, Methods_UE

{Ryg1, TLS_START}pK,usr, Methods_UE

{Rausr, Ruei}pkus, Certificate_ AUSF,
Methods_AUSF

{Ruusr, Ruei}pkug, Certificate_ AUSF, Methods_AUSF

UE authenticaticate Certificate_ AUSF
Derive Ksgssion by Ruei, Rerexeys Rause
hash(HandShake_UE)

{Rprekeys Rue}pKausy, Certificate_UE,

{hash(HandShake_UE)}SSKyg

{hash(HandShake_UE)Kggssion

{Rprekey> Rue}pKausr, Certificate_UE,
{hash(HandShake_UE)}SSKyg

{hash(HandShake_UE)Kggssion

HN authenticaticate Certificate_ UE

Derive Ksgssion by Ruki, Rerexeys Rauvse

[¢]

{hash(HandShake_AUSF, SUPI)}Kggssion

{hash(HandShake_AUSF, SUPI)}Kggssion

hash(HandShake_AUSF)

?: hash(HandShake_UE) =
hash(HandShake_AUSF)

?: hash(HandShake_AUSF) = hash(HandShake_UE)

EAP_TLS

EAP_TLS

Success

Success, SUPI, Kspar

Derive Ksgar by Rprexey

~<Derive Ksear by Rprekry ‘

Exchange cryptographic messages with Kggar

Figure 2. The modified 5G EAP-TLS authentication protocol

10. The AUSF verifies the integrity
signature. If correct, it computes the session key
Ksgssion, encrypts the handshake hash, and sends
to the UE. The UE verifies the AUSF's message
by compare the hash value. If correct, it transmits
an message EAP_TLS indicating success.

11. The AUSF derives a new key Kggar
from the established Rpppkpy and securely
pushes it, along with the Success message and
SUPI, to the SEAF.

12. The SEAF forwards the Success
message to the UE. The UE derives the
matching Kggap in the same way as AUSF,
completing the secure bootstrap. The key Kqgar
will then be used to secure the subsequent
communications between the user equipment
and the networks.

III. FOMAL VERIFICATION USING PROVERIF

This section outlines the overview of
Proverif, the threat model and the security
requirements, followed by a description of the
formal model of the modified 5G EAP-TLS

protocol constructed using Proverif.

The input language supports the specification
of cryptographic protocols, their associated
security objectives, and the formal verification of
claimed security properties [10, 12].

Proverif enables protocol analysis with an
unbounded number of sessions by employing
special approximation techniques to achieve this
capability. To verify unbounded sessions for
certain classes of protocols, it utilises over-
approximation  techniques, including the
abstraction of fresh nonce generation. When
analysing a protocol, Proverif may determine
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that a property is false and produce an attack
trace, prove that the property holds, report that
the property cannot be established, or fail to
terminate. It is also capable of automatically
exploring the full state space of a protocol, or at
least a substantial portion of it. In addition, it
generates detailed outputs containing English-
like derivations and traces that help users
understand how an attacker might compromise
the security properties under consideration.
Proverif also provides an interactive mode that
allows the simulation of process execution runs
[11-13].

As illustrated in the structure of Proverif in
Figure 3, users define the protocol using a
dialect of applied Pi calculus enriched with
cryptographic  primitives. The tool then
automatically translates this input into Horn
clauses and performs resolution algorithms to
determine if the specified security goals are met.

Protocol: Pi caclulus + Cryptography | Properties to prove: Secrecy, authentication,...

Automatic translator

Horn Clause

Derivability queries

Resolution with selection

Derivation: Attack at the Horn Clause

No derivation: Th rtyis ¢
o derivation: The proverty is true Jevel

Attack reconstruction

False Attack
“I cannot be proved”

Attack at the Pi calculus level
The property is false

Figure 3. Structure of Proverif
B. Threat model and security requirements

1) Threat model: The model employed in this
study is the standard Dolev-Yao adversary model
[14, 15], which provides a rigorous framework
for evaluating protocol security in an open
network environment. Within this framework,
we assume that the adversary possesses complete
control over the public communication channels,
particularly the air interface between the UE and
the SN. Consequently, the attacker is capable of

32 No 2.CS (28) 2026

eavesdropping, intercepting, modifying, and
injecting messages at will, as well as replaying
captured traffic to impersonate legitimate
network functions. Despite these extensive
capabilities, the analysis is constrained by the
“perfect cryptography” assumption. This implies
that the underlying cryptographic primitives,
such as symmetric/asymmetric encryption and
digital signatures, are mathematically
unbreakable; therefore, the adversary cannot
decrypt messages or forge cryptographic proofs
without obtaining the necessary secret keys
through protocol interactions.

2) Security Requirements for The Modified
5G EAP-TLS Protocol: The protocol must ensure
robust mutual authentication between the UE and
the HN via the SN. This process involves
subscription authentication, serving network
authentication, and authorisation checks.

Based on these requirements, we formalize
two critical authentication properties:

- The HN and the UE must agree on each
other’s  identities upon the successful
completion of the protocol.

- The HN and the UE must agree on the
security parameters Rpppxpy after successful
termination.

In addition to authentication, the protocol
must guarantee the confidentiality of user data
and identity over the radio interface. This
implies that sensitive parameters exchanged
during the key agreement phase must be strictly
protected against eavesdropping. We define
three essential secrecy properties:

- The attacker cannot obtain the identity
SUPI from an honest subscriber.

- The attacker cannot obtain the pre-master
key Rprgkpy Of an honest subscriber.

- The attacker cannot obtain the session key
Ksgssion of an honest subscriber.

C. Modeling the Modified 5G EAP-TLS
Protocol

1) Cryptographic primitives: We model
cryptographic primitives under the perfect
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cryptography assumption using constructors and

- Symmetric encryption: Modeled by the
constructor senc and destructor sdec. The
reduction rule sdec(senc(m, k), k) = m
ensures that decryption only succeeds with the
identical key used for encryption.

- Asymmetric encryption: Defined by key
pairs skey and pkey. The destructor adec
recovers the message m from aenc(m, pk(sk))
only if the corresponding private key sk is
provided.

- Hashing and type conversion: The function
h represents a one-way collision-resistant hash
function with no inverse. The function b_to_k
acts as a type converter to transform hash
outputs into valid symmetric keys.

- Digital signatures: The constructor sign
creates a signature using a secret key sskey.
The destructor checksign verifies integrity,
returning the message m only if the signature
matches the public key spk.

type key.

fun senc(bitstring, key): bitstring.

reduc forall m: bitstring, k: key; sdec(senc(m,k),k)
=m.

type skey.

type pkey.

fun pk(skey): pkey.

fun aenc(bitstring, pkey): bitstring.

reduc forall m: bitstring, sk: skey;
adec(aenc(m,pk(sk)),sk) = m.

fun h(bitstring,bitstring,bitstring): bitstring.
fun b_to_k(bitstring):key [data,typeConverter].
type sskey.

type spkey.

fun spk(sskey): spkey.

fun sign(bitstring, sskey): bitstring.

reduc forall m: bitstring, k: sskey;
getmess(sign(m,k)) = m.

reduc forall m: bitstring, k: sskey;
checksign(sign(m,k),spk(k)) = m.

2) Channels model and Constants: We
define the channels model and the parameters
used within the protocol.

- The channel c1 represents the public air
interface from the UE to the SN. It is declared
as a free name without the private attribute,

destructors:

granting the Dolev-Yao adversary full control to
intercept, inject, and modify messages. The
channels c¢2 and c¢3 represent the secure
backhaul links from SEAF to AUSF and from
AUSF to UDM. The [private] attribute ensures
these channels are invisible to the adversary,
simulating trusted internal connections.

- CertAUSF and CertUE are declared as
free names, representing the digital certificates
of the HN and the UE. These are public values
known to all parties, including the attacker.

- SUPI, RPREKEY, and KSESSION are
declared with the [private] attribute. This
denotes that these values are initially known
only to the honest participants.

free cl:channel.

free c2:channel [private].

free c3:channel [private].

free CertAUSF:bitstring.

free CertUE:bitstring.

free SUPL:bitstring [private].
free KSESSION:KEY [private].
free RPREKEY:bitstring [private].

3) Security properties verification: The
security analysis in Proverif is conducted by
defining a comprehensive set of goals that
encompass both confidentiality and integrity.
Confidentiality is modeled as a reachability
problem, where we verify whether the adversary
can derive sensitive terms such as the
permanent identity (SUPI) or the pre-master
secret (PREKEY) from the public channel.
Simultaneously, authentication and key
agreement are captured through injective
correspondence assertions (inj — event), which
enforce a strict one-to-one relationship between
protocol events (such as term and accepts) to
effectively detect impersonation and replay
attacks. By combining these approaches, we
define the following queries to verify that the
adversary cannot learn secret keys and that the
UE and HN correctly authenticate each other
and agree on the session parameters.

query attacker(RPREKEY).
query attacker(KSESSION).
query attacker(SUPI).
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event SendRPREKEY(bitstring).

event AcceptRPREKEY(bitstring).

query x:bitstring; inj-event(AcceptRPREKEY(x))
==> inj-event(SendRPREKEY(x)).

event AcceptsUE(bitstring).

event TermAUSF(bitstring).

query x:bitstring; inj-event(TermAUSF(x)) ==> inj-
event(AcceptsUE(x)).

event AcceptsAUSF(bitstring).

event TermUE(bitstring).

query x:bitstring; inj-event(TermUE(x)) ==> inj-
event(AcceptsAUSF(x)).

4) User Equipment Process: In the proposed
architecture, the UE process is modified to
incorporate an identity-key binding mechanism.
This involves two critical enhancements
compared to the standard 5G EAP-TLS protocol:

- Session identity initialization: At the
inception of the protocol, the UE generates a
fresh nonce Ry and transmits it alongside the
SUPI within  the encrypted  SUCI
(aenc((SUPI, Ryg),pkypm))- This explicitly
establishes a unique “session fingerprint” from
the very first message.

- Session key binding: During the key
transport phase, instead of transmitting the
RPREKEY in isolation, the UE concatenates it
with the initial nonce Ry, before encryption
(aenc((RPREKEY,Ryg), Pkaysr))- By
cryptographically binding the RPREKEY to the
Ryg, the protocol ensures that only the
legitimate entity can construct a valid
authentication packet, thereby strengthening
resistance against identity-session misbinding
and MITM-style attacks.

let UE(pkAUSF:pkey, pkUDM:pkey,
spkAUSF:spkey, spkUE:spkey, sskUE:sskey,
skUE:skey) =

new RUE:bitstring;

out(c1, aenc((SUPI, RUE), pkUDM));

in(c1, Y:bitstring);

let (START_X:bitstring, RUE_CHECK:bitstring) =
adec(Y, skUE) in

let (=RUE) = RUE_CHECK in

new RUE1:bitstring;

out(cl, aenc((RUE1, START_X), pkAUSF));

in(c1, (X:bitstring, certAUSF_X:bitstring));

let (RAUSF_X:bitstring, RUE1_CHECK:bitstring)
= adec(X, SKUE) in
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let (=RUE1) = RUE1_CHECK in

let (=certAUSF) = certAUSF_Xin

new RPREKEY:bitstring;

let A = h(RUE1, RAUSF_X, RPREKEY) in

let KSESSION = b_to_k(A) in

let HSUE = (START_X, RUE1, RAUSF_X,
certAUSF_X) in

event AcceptsUE(RUE1);

event SendRPREKEY(RPREKEY);

out(c1, (aenc((RPREKEY, RUE), pkAUSF), certUE,
sign(HSUE, sskUE), senc(HSUE, KSESSION)));

in(c1, HSAUSF_X:bitstring);

let (HSUE_CHECK:bitstring,
SUPI_CHECK:bitstring) = sdec(HSAUSF_X,
KSESSION) in

let (=HSUE) = HSUE_CHECK in

let (=SUPI) = SUPI_CHECK in

new EAPM:bitstring;

out(cl, EAPM);

in(c1, SUCM_X:bitstring);

event TermUE(RAUSF_X).

5) Serving Network Process: The SEAF is
modeled as a transparent intermediary that
bridges the communication between the User
Equipment on the public channel c1 and the
Core Network on the secure channel c2. In this
model, the SEAF performs no cryptographic
operations on the EAP-TLS payload. Its
primary function is to relay messages back and
forth. However, in the initial step, it appends its
identity SEAFN to the user's request before
forwarding it to the AUSF. This architecture is
crucial for the formal analysis as it exposes the
protocol to potential MITM adversaries
operating on the public air interface c1, while
maintaining the assumption that the internal
backhaul link ¢2 remains secure.

let SEAF(pkAUSF:pkey, pkUDM:pkey,
spkAUSF:spkey, spkUE:spkey, SEAFN:bitstring) =

in(c1, X1:bitstring);

out(c2, (X1, SEAFN));

in(c2, X2:bitstring);

out(cl, X2);

in(c1, X3:bitstring);

out(c2, X3);

in(c2, (X4:bitstring, X5:bitstring));

out(cl, (X4, X5));

in(c1, (X6:bitstring, X7:bitstring, X8:bitstring,
X9:bitstring));

out(c2, (X6, X7, X8, X9));
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in(c2, X10:bitstring);
out(cl, X10);

in(c1, EAPM_X:bitstring);
out(c2, EAPM_X);

in(c2, SUCM_X:bitstring);
out(cl, SUCM_X).

6) Home Network Process: In the proposed
architecture, the network side authentication
logic is distributed between the UDM and the
AUSF to ensure session integrity. The UDM
process acts as the initial root of trust; it
decrypts the SUCI wusing its private key to
extract the subscriber identity and, most
importantly, the nonce Ry, which serves as the
unique session identifier before forwarding this
context to the AUSF. The AUSF process
orchestrates the EAP-TLS handshake. The core
enhancement lies in the key verification phase:
upon receiving the key transport message from
the UE, the AUSF decrypts the payload and
structurally validates the presence of the Pre-
master secret paired with the nonce Ryg. This
binding check (let ...= adec(...)) ensures that
the established session key is cryptographically
bound to the initial user identity, thereby
mitigating MITM attacks attempting to
substitute the key.

let AUSF(skAUSF:skey, pkUE:pkey, spkUE:spkey,

in(c2, (SUPI_X:bitstring, SEAFN_X:bitstring));
if SEAFN_X = SEAFN then

out(c3, (SUPI_X, SEAFN_X));

in(c3, (START_X:bitstring,
RUE_BINDING:bitstring));

out(c2, aenc((START_X, SUPI_X), pkUE));

in(c2, V:bitstring);

let (RUE1_X:bitstring,
START_CHECK:bitstring) = adec(V, skAUSF) in

let (=START_X) = START_CHECK in

new RAUSF:bitstring;

out(c2, (aenc((RAUSF, RUE1_X), pkUE),
certAUSF));

in(c2, (Y:bitstring, CertUE_X:bitstring,
T:bitstring, Z:bitstring));

let (=CertUE) = CertUE_X in

let (RPREKEY_X:bitstring,
RUE_CHECK:bitstring) = adec(Y, skAUSF) in

if RUE_CHECK = RUE_BINDING then

let B = h(RUE1_X, RAUSF, RPREKEY_X) in
let KSESSION_X =b_to_k(B) in

new HSAUSF:bitstring;

let HSAUSF = (START_X, RUE1_X, RAUSF,
certAUSF) in

let HSAUSF_CHECK:bitstring = sdec(Z,
KSESSION_X) in

let (=HSAUSF) = HSAUSF_CHECK in

let SIGNATURE_CHECK:bitstring =
checksign(T, SPKUE) in

let (=HSAUSF) = SIGNATURE_CHECK in

event AcceptRPREKEY(RPREKEY_X);

event AcceptsAUSF(RUE1_X);

out(c2, senc((HSAUSF, SUPI_X),
KSESSION_X));

in(c2, EAPM_X:bitstring);

new SUCM:bitstring;

out(c2, SUCM);

event TermAUSF(RUE1_X).

let UDM(skUDM:skey) =
in(c3, (X:bitstring, SEAFN_X:bitstring));
let (SUPI_X:bitstring, RUE_X:bitstring) = adec(X,
skUDM) in
if SUPI_X = SUPI then
new START:bitstring;
out(c3, (START, RUE_X)).

7) Main Process: The main process serves
as the initialization environment for the formal
simulation. It begins by generating fresh
cryptographic material, including private
encryption keys and digital signature keys for
all participating entities (UE, AUSF, and
UDM). To accurately model a Dolev-Yao
adversary with full knowledge of the Public
Key Infrastructure, the system immediately
broadcasts all derived public keys over the
public channel c¢1. Finally, the protocol
execution is defined as the parallel
composition of the UE, AUSF, and UDM
processes. The use of the replication operator
(1) triggers an unbounded number of instances
for each process, allowing Proverif to
exhaustively verify security properties across
multiple concurrent sessions and detect
potential replay attacks.

process
new skUE:skey;
new skAUSF:skey;
new skUDM:skey;
new sskAUSF:sskey;
new sskUE:sskey;
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new SEAFN:bitstring;

let pkUE = pk(skUE) in

out(c1, pkUE); out(c2, pkUE); out(c3, pkUE);
let pkAUSF = pk(skAUSF) in

out(c1, pkAUSF); out(c2, pkAUSF); out(c3,
pkAUSF);

let pkUDM = pk(skUDM) in

out(cl, pkUDM); out(c2, pkUDM); out(c3,
pkUDM);

let spkAUSF = spk(sskAUSF) in

out(c1, spkAUSF); out(c2, spkAUSF); out(c3,
spkAUSF);

let spkUE = spk(sskUE) in

out(cl, spkUE); out(c2, spkUE); out(c3, spkUE);
( ("UE(pkAUSF, pkUDM, spkAUSF, spkUE, sskUE,
skUE))

| ('SEAF(pkAUSF, pkUDM, spkAUSF, spkUE,
SEAFN))

| ("AUSF(skAUSF, pkUE, spkUE, sskAUSF,
spkAUSF, SEAFN))

| ("UDM(skUDM)))

IV. VERIFICATION RESULTS AND DISCUSSION

We utilize Proverif version 2.05 as the
verification engine, conducting experiments on
a PC with Windows 11 Pro OS, an Intel(R)
Core 15-6200U CPU operating at 2.4 GHz, and
16.0 GB of RAM.

The output of the EAP-TLS modified
protocol is shown in Figure 4. This result
demonstrates the modified protocol’s robust
resistance to MiTM attacks, replay attacks, and
impersonation attacks. First, the secrecy queries
for RPREKEY, KSESSION, and SUPI are all
validated as true, indicating that an adversary
cannot obtain these critical values. This secrecy,
combined with the injective correspondence
properties shown in the queries, ensures that
each acceptance event by a protocol entity
uniquely corresponds to a legitimate message
actually generated by its peer. Consequently, a
MiTM attacker cannot alter, inject, or relay
messages to mislead either party into accepting
forged keys or identities. Furthermore, the
injective authentication properties such as inj-
event(TermAUSF(x)) inj-
event(AcceptsUE(x)) confirm that every session
is bound to a fresh and unique execution trace.
This strictly prevents replay attacks, since an
adversary cannot reuse previously recorded

==>
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protocol messages to trigger new authentication
events. Finally, the confidentiality of SUPI and
KSESSION session keys, together with
successful  authentication correspondences,
ensures that the attacker lacks both the
credential information and the protocol
interaction capability required to impersonate a
legitimate user. Overall, the formal verification
results show that the protocol achieves robust
security guarantees against key interception,
replay manipulation, and user spoofing attacks.

From the analysis of the above results, it
can be observed that. The proposed User
Nonce Binding mechanism offers stronger
security guarantees than previous solutions
(see Table II for details), as it establishes a
strict cryptographic relationship between the
subscriber identity, the session key, and the
authentication process itself. In earlier 5G
EAP-TLS studies, the exchanged key materials
and authentication messages were not
sufficiently bound to the wuser’s original
identity request, which allowed attackers to
exploit weaknesses in session association and
message forwarding. As a result, attacks such
as Man-in-the-Middle (MITM) attacks, replay
attacks, and user impersonation can still be
performed under certain conditions. In the
proposed scheme, the nonce generated by the
User Equipment (UE), denoted as Rug, is
securely embedded within the encrypted SUCI
message during the initial identity transmission
phase. Later, this same nonce is incorporated
into the encrypted key transport payload
together with the pre-master key.

Verification summary:
Query not attacker(RPREKEY[]) is true.
Query not attacker(KSESSION[]) is true.

Query not attacker(SUPI[]) is true.

Query inj-event(AcceptRPREKEY(x)) ==> inj-event(SendRPREKEY(x)) is true.

Query inj-event(TermAUSF(x)) ==> inj-event(AcceptsUE(x)) is true.

Query inj-event(TermUE(x)) ==> inj-event(AcceptsAUSF(x)) is true.

Figure 4. Proverif result for the modified 5G EAP-
TLS protocol

Consequently, the AUSF can verify that the
entity generating the session key is exactly the
same entity that initiated the authentication
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request. This establishes a cryptographically
protected identity-key binding mechanism.
Compared with previous approaches that mainly
focused on detecting vulnerabilities through
formal analysis, the proposed mechanism
actively prevents attacks by enforcing strong
mutual authentication and session consistency.
Furthermore, the integration of nonce
verification with certificate validation and
handshake integrity checking significantly
improves resistance against replay attacks,
session hijacking, impersonation attacks, and
MITM attacks, thereby enhancing the overall
robustness of the 5G EAP-TLS protocol.

Finally, although the proposed protocol
demonstrates strong security properties under

technological advances may introduce new
threats beyond the assumptions considered in
this study. In particular, the emergence of large-
scale quantum computers could significantly
weaken current public-key cryptographic
algorithms, including RSA and Elliptic Curve
Cryptography (ECC), which are widely
employed in  TLS-based authentication
mechanisms. As a result, attackers may
eventually gain the capability to compromise
key exchange procedures, decrypt previously
recorded communications, or forge digital
signatures. Therefore, future research should
investigate the integration of post-quantum
framework, as well as evaluate the compatibility
and performance impact of such mechanisms in
practical 5G environments.

the symbolic verification model, future
TABLE II. COMPARISON OF THE FORMAL MODELS OF 5G EAP-TLS AUTHENTICATION PROTOCOLS
Work | Modeling | Main Protocol Security Identified Resistance Limitation of
Tool Characteristics Properties Weaknesses Against Prior Solution
Verified Attacks
[7] Proverif | Simplified EAP- | Secrecy and Authentication | Weak against No explicit
TLS model using | authentication flaws and replay/session- | binding between
public-key queries impersonation | mixup attacks UE identity,
certificates possibilities nonce, and
session
transcript
[8] Proverif | Includes TLS 1.3 | Authentication | Potential Limited Session
handshake and and privacy privacy leakage | resistance to resumption still
session properties and replay- replay and lacks strong
resumption related resumption UE-origin
weaknesses abuse binding
[9] Tamarin | Most detailed Confidentiality | Concurrent- Stronger than Key
model with and session race prior works but | confirmation
certificate authentication attacks and still vulnerable | alone cannot
distribution and missing key to concurrent fully prevent
four entities confirmation session misuse | identity/session
misbinding
This | Proverif | Adds User nonce | Mutual Prevents nonce | Strong | --—---
Work binding into authentication, | reuse and resistance
authentication secrecy, session against replay,
exchange and injective confusion MITM,
session derivation | agreement, impersonation,
replay session
resistance, hijacking, and
session concurrent-
integrity session attacks
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IV. CONCLUSION

This paper presented a detailed design of the
modified 5G EAP-TLS protocol and conducted
a formal security analysis using the ProVerif
verification tool. The obtained verification
results demonstrate that the proposed protocol is
resistant to several critical attacks, including
user impersonation, replay, and interleaving
attacks. Furthermore, the formal analysis
confirms that the proposed modifications
enhance the robustness of authentication and
session integrity within the 5G EAP-TLS
framework. The findings of this study provide
researchers with a deeper understanding of
security challenges in 5G authentication
protocols while also illustrating the applicability
of formal verification techniques for evaluating
cryptographic protocol security using ProVerif.
In addition, the proposed approach establishes a
foundation for strengthening secure network
infrastructure development and contributes to
the  advancement of  secure  digital
transformation and next-generation
communication systems.
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