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Abstract— BacKkscatter communication is a
promising low-power solution for large scale
Internet of Things (IoT) networks; however, it is
highly susceptible to intentional jamming and
dynamic interference. This paper proposes a Deep
Reinforcement Learning (DRL) - based
anti-jamming framework for reconfigurable
intelligent surface (RIS) - assisted backscatter
systems. The problem is formulated as a Markov
decision process, where an agent adaptively
optimizes RIS reflection coefficients without prior
environmental knowledge. A deep Q-network with
experience replay and a target network ensures
stable learning in high-dimensional state spaces.
Simulation results show convergence within 600 —
800 episodes. Compared with random RIS
configurations and RIS-free systems, the proposed
scheme improves SINR by 3 — 6 dB and over 8
dB, respectively, under moderate-to-strong
jamming. Moreover, BER is reduced by nearly
one order of magnitude, and throughput
increases by 25% -40%. These results
demonstrate robust and adaptive interference
mitigation for future IoT and 6G networks.

Tém tit— Truyén théng tin xa nguoc
(Backscatter) ndi 1én nhuw mét mé hinh truyén thong
ning lugng thip cho cic mang Internet van vt
(IoT) quy md 16n. Tuy nhién, hi¢u ning h¢ thong
nhay cim v6i nhiéu cé chi dich va can nhiéu dong
trong méi truwdng vo tuyén. Bai bao nay dé xuit mot
khung chdng giy nhiéu dwa trén hoc siu ting cwong
(Deep Reinforcement Learning - DRL) cho hé théng
Backscatter dwgc hd tro boi bé mit théng minh c6

thé cAu hinh lai (Reconfigurable Intelligent Surface
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- RIS). Bai toan dwgc mo hinh héa dwéi dang qua trinh
quyét dinh Markov. Trong dé tic tir tdi wu hoéa thich
nghi cic hé s6 phan xa ciia RIS ma khong cin théng tin
tién nghiém vé méi treong. Mang DQN két hop co ché
Experience Replay va Target Network dwgc sit dung
nhiam bio dam tinh 6n dinh trong khong gian trang thai
nhiéu chiéu. Két qua mé phong cho thiy hé thong dat
héi tu sau 600-800 vong lip huin luyén, cii thién SINR
tir 3-6 dB so v6i cAu hinh RIS ngiu nhién va trén 8 dB
so véi hé thong khong siv dung RIS. Pong thoi, BER
giam gin modt bic dd 16n va thong lwong ting 25%—
40%. Piéu nay khing dinh tinh hi¢u qua, bén vimg va
thich nghi cia giii phap dé xuit.
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I. INTRODUCTION

The rapid proliferation of the IoT in next-
generation wireless systems has significantly
increased  the demand for communication
technologies  that feature ultra-low  power
consumption, low deployment cost, and high
scalability [1 - 3]. Among emerging solutions,
backscatter communication has attracted
considerable attention due to its ability to
transmit information by reflecting ambient
radiofrequency signals instead of generating active
transmissions [4, 5]. Owing to its extremely low
energy consumption characteristics,  backscatter
communication  is regarded as a key enabling
technology for large-scale IoT  ecosystems,
particularly in applications such as smart cities,
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distributed sensing, and environmental monitoring in
future wireless networks [6, 7]. However, the
inherently weak reflected signals and strong
dependence on wireless propagation conditions make
backscatter systems highly vulnerable to co-channel
interference, multipath fading in urban environments,
and especially intentional jamming attacks [4, 8, 9].
These impairments can significantly degrade the
ratio  (SINR),
resulting in increased bit error rate (BER) and
reduced system throughput, thereby compromising

signal-to-interference-plus-noise

communication reliability in critical IoT applications.

To mitigate interference and improve
anti-jamming capability, several conventional
techniques have been investigated, including
frequency hopping, transmit power control, and
beamforming. Nevertheless, these approaches
typically rely on relatively stable channel
assumptions or require accurate channel state
information, which may not be feasible in
dynamic wireless environments with intelligent
jammers [10, 11]. Moreover, static or
semi-static control strategies lack the capability
to adapt in real time to rapidly changing
interference  patterns. Recently, RIS have
emerged as a promising technology due to
their ability to manipulate the
electromagnetic ~ propagation environment by
adjusting  the  phase and amplitude of
passive reflecting elements [6,12, 13]. RIS
can enhance desired signals, suppress
interference, and improve link quality without
significantly increasing system energy
consumption [7, 14]. Despite these advantages,
most existing studies on RIS-assisted backscatter
communications primarily focus on static or
heuristic optimization schemes, which do not

fully exploit adaptive control in dynamic
interference scenarios with intelligent adversaries.

In parallel, DRL has demonstrated
strong  potential in wireless resource
optimization and decision-making
problems  under uncertainty, owing to its
capability to learn optimal policies through
interaction with the environment without

requiring accurate mathematical models [13,
15]. DRL is particularly suitable for highly
dynamic systems where channel conditions and
jammer behaviors vary over time. Recently, the
joint design of RIS and DRL has emerged as a

powerful paradigm for intelligent anti-jamming in
6G networks [16]. However, the integration of
RIS, backscatter communication, and DRL-based
anti-jamming strategies remains largely
unexplored, especially in the context of adaptive
real-time optimization to enhance communication
robustness under malicious interference [8, 15].
This research gap motivates the development of
intelligent optimization frameworks that combine
the environmental control capability of RIS with
the adaptive learning power of DRL to improve
the reliability and anti-jamming performance of
backscatter systems [17].

Motivated by the above challenges, this paper
proposes a RIS-assisted backscatter
communication framework with an intelligent
anti-jamming mechanism based on deep
reinforcement learning. First, an RIS-enhanced
system model is developed to manipulate the
wireless propagation environment for
strengthening desired signals while mitigating
jammer interference. Then, the joint optimization
problem of RIS configuration and transmission
strategy is formulated as a Markov decision
process (MDP), capturing the dynamic
interaction between the communication system
and the interference environment. Based on this
formulation, a DRL agent is designed to jointly
optimize RIS reflection coefficients, transmission
parameters, and anti-jamming strategies in an
adaptive manner. The effectiveness of the
proposed  approach is evaluated through
numerical simulations, demonstrating significant
improvements in SINR, BER, and throughput
compared with  conventional = non-learning
baselines and random RIS configurations. The
results highlight the potential of the proposed
framework to enhance communication reliability
and anti-jamming resilience in next-generation
IoT environments.

II. RELATED WORK

In recent years, machine learning techniques,
particularly DRL, have attracted significant
attention for anti-jamming and resource
optimization in wireless communication systems
[11, 18]. DRL enables agents to learn optimal
decision policies through interaction with
dynamic environments without requiring accurate
mathematical channel models, making it well
suited for scenarios with intelligent adversaries
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and uncertain interference conditions [5, 14].
Several recent studies have investigated DRL-
based anti-jamming strategies combined with
advanced learning paradigms such as meta-
learning and transfer learning to improve
generalization and adaptation capability under
rapidly varying channel conditions [8], [13].
These  approaches  demonstrate  superior
performance compared with conventional
reinforcement learning algorithms in complex
interference environments.

Backscatter =~ communication has  also
emerged as a promising solution for large-scale
Internet of Things (IoT) networks due to its
ultra-low power consumption and low hardware
complexity [3,4, 7, 17]. The integration of
artificial intelligence into backscatter systems
has opened new opportunities for intelligent
spectrum access, resource allocation, and
adaptive reflection optimization [2, 15]. Recent
works have explored the application of DRL to
optimize transmission policies and reflection
coefficients in ambient backscatter networks,
showing improvements in throughput and
energy efficiency compared with traditional
heuristic approaches [1, 15]. Furthermore,
advanced reinforcement learning frameworks,
including deep deterministic policy gradient
(DDPQG) and soft actor-critic (SAC), have been
investigated for continuous control problems in
backscatter systems, achieving faster
convergence and improved performance in
dynamic wireless environments.

Beyond resource optimization, security and
anti-jamming issues in backscatter
communications have received increasing
research attention. The integration of RIS into
wireless systems has been recognized as an
effective approach for enhancing channel quality
and mitigating interference by dynamically
controlling the propagation environment [6, 8§,
12]. Several studies have examined RIS-assisted

wireless communications with DRL-based
optimization of beamforming and reflection
coefficients to improve secrecy rate and
communication reliability —under malicious

interference [19, 20]. These results indicate that
RIS can significantly enhance desired signal
strength while suppressing interference, especially
in dense urban propagation scenarios [6].
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In addition, DRL-based optimization has

been investigated in multiple-input
multiple-output (MIMO) backscatter systems,
where learning agents jointly  optimize

beamforming vectors and reflection parameters to
maximize system performance metrics [14, 20].
These approaches can achieve near-optimal
performance  compared with  conventional
optimization methods while providing better
adaptability to environmental dynamics and
channel uncertainty [18]. Nevertheless, most
existing works primarily focus on either
conventional wireless systems or resource
allocation problems, with limited attention given
to intelligent anti-jamming strategies specifically
designed for backscatter communications.

Despite these advances, several important
research gaps remain. First, the majority of
DRL-based anti-jamming studies concentrate on
active wireless communication systems, whereas
investigations  targeting passive  backscatter
networks are relatively scarce [4, 10]. Second,
existing RIS-assisted backscatter studies mainly
focus on static or heuristic optimization
objectives such as throughput or secrecy
enhancement, without fully exploiting adaptive
learning capabilities for dynamic anti-jamming
control [7, 12]. Third, the joint optimization of
RIS configuration, transmission strategy, and
anti-jamming policy using DRL in backscatter
systems has not been comprehensively explored.

Motivated by these limitations, this paper
proposes an intelligent RIS-assisted anti-jamming
framework for backscatter communication based
on deep reinforcement learning, enabling adaptive
optimization of system parameters under time-
varying interference environments. It can be
observed that most prior works focus either on
conventional wireless systems or backscatter
optimization without fully integrating adaptive
anti-jamming mechanisms. In contrast, the
proposed method jointly considers RIS-assisted
backscatter communication and deep reinforcement
learning to enable dynamic anti-jamming
capability, highlighting its novelty and potential
performance advantages over existing approaches.

III. SYSTEM MODEL

Figure 1 illustrates a RIS-assisted backscatter
communication system  operating  under
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intentional jamming. An RF source provides
both energy harvesting and carrier excitation for
the backscatter device (BD), which transmits
information to the reader through both direct and
RIS-assisted  reflection links. To  model
adversarial conditions, a malicious jammer is
considered,  introducing  interference  that
degrades the received signal quality. To enhance
communication reliability, a RIS with N
controllable reflecting elements is deployed to
assist  signal  propagation and  suppress
interference. The phase shifts of the RIS
elements are dynamically optimized using a
DRL-based controller,  which  adapts to
channel state feedback from the reader,
enabling robust performance under time-varying
and adversarial wireless environments.

A. Network Architecture

We consider a RIS - assisted backscatter
communication system  operating  under
intentional jamming. As depicted in Fig. 1, the
network consists of five key components: a
radio-frequency (RF) source, a BD, a reader, a
jammer, and an RIS with N passive reflecting
elements capable of programmable phase control.
The RF source continuously broadcasts a
carrier signal that serves as both an energy
supply and an excitation signal for the BD.
Leveraging this incident signal, the BD
encodes information by adjusting its antenna
reflection coefficient and passively reflects the
modulated signal toward the reader.

At the same time, a malicious jammer
transmits interference signals to deteriorate the
received signal quality. To mitigate this effect,
the RIS is strategically deployed to manipulate
the wireless propagation environment. By
adaptively tuning the phase shifts of its reflecting
elements, the RIS establishes favorable
propagation paths that enhance the desired
backscattered signal while attenuating
interference components. As shown in Figure
1, both direct links and RIS-assisted reflection
paths are taken into account.

The RIS operation is coordinated by a central
controller, which periodically updates the
reflection matrix based on environmental
observations. This enables dynamic adaptation to
time-varying channel conditions and jamming

behaviors, thereby improving communication
reliability in adversarial wireless environments.
The proposed DRL agent is deployed at the RIS
controller or edge server.

B. Channel Model

The wireless channels considered in the system
include:

o RF source to BD link (hg,)
o BD to reader link (hy,.)

o Jammer to reader link (hj,)
o RIS to reader channel (h,,)
« RIS to BD channel (h,;)

The propagation environment is modeled
using Rayleigh or Rician fading depending on the
line-of-sight (LOS) conditions. The path loss is
modeled as:

PL(d) = Cod (1)

where d denotes the transmission distance, «
is the path-loss exponent, and Cj represents the
reference path-loss constant.

The received signal at the reader can be
expressed as:

Yy = hgx + hypl'w + hjr‘j +n ()

where:

o x denotes the RF source signal

« j represents the jamming signal

o n is additive white Gaussian noise (AWGN)
o [ is the RIS reflection matrix

The second term represents the RIS-enhanced
backscattered signal component.

C. RIS Reflection Model

The RIS consists of N independent reflecting
elements, each capable of adjusting its reflection
amplitude and phase. The reflection coefficient of
the n-th element is modeled as:

T, = B,e 3)

where [, denotes the reflection amplitude
and 6, is the controllable phase shift. Due to
hardware limitations of passive elements, the
amplitude satisfies the constraint:

0<5,<1 “4)
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Figure 1. System model of the RIS-assisted backscatter communication network in the presence of intentional
jamming, including RF source, backscatter device, reader, jammer, RIS with N reflecting elements, and DRL-
based RIS controller

The overall RIS reflection matrix is
represented as a diagonal matrix:
T =diag{l'1, Ty, ..., Ty} 5)

Optimizing the RIS phase configuration aims
to maximize the desired signal power at the reader
while mitigating interference from the jammer.
These metrics are fed back via a control channel.

D. Performance Metrics

The system performance is evaluated using the
following key metrics.

1. Signal-to-Interference-plus-Noise Ratio
(SINR)
The SINR at the reader is defined as
P, s‘heff ‘2
SINR = ————— 6
Bylhj|? + 0® ©

where he denotes the effective channel
incorporating RIS effects.
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2. Bit Error Rate (BER)

BER is wused to evaluate transmission
reliability and is determined by the error
probability corresponding to the employed

backscatter modulation scheme.
3. Throughput

The achievable throughput is computed based
on the Shannon capacity formula:

R = Blog,(1 + SINR) (7)

where B denotes the system bandwidth.
4. Energy Efficiency

Energy efficiency is defined as the ratio
between the achieved throughput and the total
power consumption:

R
Ptotal

n ®)

This metric is particularly important for low-
power IoT devices in backscatter communication
systems.
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IV. PROBLEM FORMULATION

In RIS-assisted backscatter communication
systems operating under intentional jamming, the
primary objective is to optimize the RIS
reflection configuration and transmission control
strategy in order to enhance the received signal
quality while maintaining high energy efficiency.
Due to the ultra-low-power nature of backscatter
devices, the optimization process must jointly
consider interference effects, wireless channel
variations, and adaptive control over time.

Specifically, at each time slot ¢, the system
selects a control action a;, which may include
RIS phase configuration, channel selection, or
anti-jamming strategy, based on the observed
wireless environment. Let I' denote the RIS
reflection matrix. The optimization objective can

be formulated as maximizing the
SINR at the reader:
max SINR(t) )
,at
where the SINR depends on the RIS
configuration,  backscattered signal  power,

jammer interference, and instantaneous channel
conditions.

To further capture the trade-off between
communication  performance and  energy
consumption, the optimization problem can also
be expressed as maximizing a system utility
function:

max R(t) — AP(t) (10)
;at
where R(t) represents the achievable

throughput, P(¢) denotes the total system power
consumption, and A is a weighting factor
balancing performance and energy efficiency.

However, solving the above optimization
problem is challenging for several reasons. First,
the objective function is nonlinear and involves
RIS phase variables embedded within the
effective channel coefficients, resulting in a
highly non-convex optimization problem. The
search space grows exponentially with the
number of RIS elements, making conventional
optimization approaches computationally
prohibitive for real-time implementation. Second,
the wireless environment is inherently dynamic

due to time-varying fading, user mobility, and
fluctuating interference levels. Third, the
jammer behavior is typically unknown and may
adapt its strategy over time, which makes
accurate model-based optimization impractical
in realistic scenarios.

Therefore, the optimization problem can be
modeled as a MDP, where the system state
includes channel observations, interference
measurements, and current RIS configuration,
while the action corresponds to the control decision
taken by the intelligent agent. Given the stochastic
and time-varying nature of the environment, RL,
particularly DRL, provides an effective framework
to learn optimal control policies through
interaction with the environment without requiring
prior knowledge of jammer characteristics.

By leveraging DRL, the can
dynamically adapt to varying jamming conditions
and jointly optimize multiple control parameters,
thereby significantly improving communication
reliability and performance in dense [oT scenarios.

system

V. DEEP REINFORCEMENT LEARNING
FRAMEWORK

In this section, a DRL framework is developed
to jointly optimize the RIS configuration and anti-
jamming strategy for the considered backscatter
communication system. Due to the time-varying
wireless channels and the unknown behavior of the
jammer, conventional model-based approaches
become impractical. Hence, the problem is
formulated as a MDP, where an intelligent agent
learns an optimal policy through continuous
interaction with the environment.

Figure 2 illustrates the detailed architecture of
the proposed DQN-based framework. As shown,
the DQN agent consists of a main Q-network
(online network) with parameters 6 and a target Q-
network with parameters 6—. At each time step t,
the agent receives the system state st from the
wireless environment, which includes channel
conditions, interference levels, and
configurations. Based on st, the main Q-network
performs action selection using an e-greedy policy
to determine the action at (e.g., RIS phase
configuration).

system
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The selected action is then applied to the
wireless environment, which comprises the RF
source, BD, RIS, reader, and jammer, as depicted
in Figure 2. The environment returns a reward

r. and the next state s;11, reflecting
the communication performance under both
desired and jamming links. The transition

tuple (sq, ay, 1y, S¢11) is stored in the experience
replay buffer D.

During training, mini-batches are randomly
sampled from D and used to update the main
Q-network by minimizing the loss. The target
Q-network generates stable target values and is
periodically updated every C' steps by copying
parameters from the main network, as indicated
by the update link in Figure 2. This combination
of action selection, experience replay, and
target network update forms a closed-loop
learning process, ensuring stable convergence
and robust performance in dynamic and
interference-prone wireless environments.

A. MDP Formulation

The anti-jamming problem in  RIS-
assisted backscatter communication systems is
formulated as a  MDP, characterized by the
tuple (S, A, P, R), where S denotes the state
space, A represents the action space, P is the
state transition probability, and R defines the
reward function.

Under this formulation, the objective is to
learn an optimal policy that maximizes the
expected cumulative discounted reward. Instead
of explicitly parameterizing the policy, the
problem is addressed by learning the optimal
action-value function Q*(s,a), which satisfies
the Bellman optimality equation. Specifically,
(Q)*(sy,a;) represents the maximum expected
return obtained by taking action a; at state s; and
thereafter following the optimal decision rule, as
given by:

Q*(Sta @t) = E[Tt "

+ IaTiif( Q" (841, ar41) | 3t7at] an
where v € (0,1) is the discount factor that
balances immediate and future rewards. The
function @Q*(s;,a;) denotes the maximum
expected cumulative discounted reward obtained
by taking action a; in state s; and subsequently
following the optimal policy. Therefore, solving
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the Bellman optimality equation in (11) and
accurately approximating Q*(s,a) is equivalent
to learning the optimal policy, which can be
derived as 7*(s) = argmax, Q*(s, a).

1. State Space

The state at time step ¢ is designed to capture
essential  information about the  wireless
environment and interference conditions. The
state vector includes:

o Channel gains between system nodes

Observed jammer power

Previous SINR value

« Previous RIS phase configuration

o Reflection coefficient of the
device

backscatter

Thus, the state can be expressed as:

S¢ = {‘hsbya ‘hbr‘> |h’j7“‘7SINRt71a 9t71713j} (12)

Including historical information enables the
agent to better capture temporal dynamics and
adapt to time-varying environments.

2. Action Space

The action space represents the set of control
decisions available to the agent. In the proposed
system, actions include:

o Adjusting RIS phase shifts
« Selecting transmission channels
« Modifying reflection coefficients

For compatibility with the Deep Q-Network
(DOQN) framework, the action space is discretized
into a finite set:

ay € {a17a27"'7aK} (13)

Each action corresponds to a predefined RIS
configuration and transmission strategy. The
agent selects the action that maximizes the
estimated action-value function Q(s, a).

3. Reward Function

The reward function guides the learning
process  toward improved  communication
performance. A typical reward formulation is
given by:

7, = o - SINR, — 3 - BER, (14)

where « and [ are weighting factors
controlling the trade-off between signal quality
and reliability.
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Figure 2. Proposed DQN-based anti-jamming framework. The agent interacts with the wireless
environment and jammer, while experience replay and mini-batch sampling are used to stabilize training. A target
network is employed to improve convergence

To incorporate energy efficiency
considerations, the reward can be extended as:

ry =a-SINR; — 3 -BER; — v - P, (15)

This design encourages the agent to achieve
high  communication  performance  while
minimizing energy consumption, thereby aligning
with the requirements of energy-constrained IoT
systems.

B. DRL Algorithm

To solve the formulated problem, a DQN
algorithm is employed to approximate the
optimal action-value function. DQN is suitable
due to its ability to handle high-dimensional state
spaces and discrete action sets.

1. Neural Network Architecture
The Q-network is implemented using a
multilayer perceptron (MLP) consisting of:

« Input layer corresponding to the system state
vector

e Two or three hidden layers with ReLU
activation

e Output layer representing Q-values for all
possible actions

This architecture enables nonlinear mapping
between system states and expected action
rewards.

2. Experience Replay

An experience replay buffer is utilized to
store transition samples (S, az, ¢, S¢11). During
training, mini-batches are randomly sampled
from the buffer to update the network
parameters, which reduces correlation among
samples and improves convergence stability.

3. Target Network

A separate target network is introduced to
compute stable target Q-values. The parameters
of the target network are periodically updated
from the main network. The target Q-value is
computed as:

(16)

Y ="+ HE}X Qtarget(st-i-h a,/)
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where v denotes the discount factor.

Compared to conventional deep
reinforcement learning approaches that directly
update the network using sequential samples, the

DQN  framework introduces two  key
mechanisms: experience replay and a target
network. These enhancements effectively

mitigate instability issues caused by correlated
data and rapidly changing target values, making
DQN more suitable for dynamic wireless
environments with jamming.

C. Training Procedure

The training process involves environment
interaction, experience collection, and network
parameter updates. An e-greedy strategy is
adopted to balance exploration and exploitation.

The proposed DRL framework enables
adaptive RIS configuration and dynamic
anti-jamming decision-making under uncertain
environments. By continuously learning from
interaction data, the system can significantly

enhance communication reliability and
performance in dense Iol' scenarios with
intelligent interference.

To ensure  practical  feasibility  in

resource-constrained IoT systems, the proposed
framework adopts a decoupled training and
inference architecture. Specifically, the DRL
model is trained offline using computationally
capable platforms such as cloud or edge servers,
where sufficient processing power and storage
are available to handle large-scale experience
replay and neural network optimization. During
deployment, only the inference phase is executed
in real time, which involves low-complexity
forward propagation to determine the optimal
RIS configuration.

Moreover, the backscatter devices are not
required to perform any learning or optimization
tasks, thereby preserving their ultra-low power
operation. The decision-making process is instead
handled by a centralized RIS controller or edge
unit, which collects environmental information
and applies the learned policy to update the RIS
reflection matrix. This architecture effectively
offloads computational complexity from IoT
devices while maintaining adaptive anti-jamming
capability, making the proposed approach
suitable for practical large-scale IoT deployments.
To improve training stability, experience replay is

78 No 1.CS (27) 2026
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employed by storing  past  transitions
(S¢,as,7¢, S¢v1) into a replay buffer. During
training, mini-batches are randomly sampled
from this buffer instead of using consecutive
samples.

This mechanism breaks the strong temporal
correlation inherent in sequential data, which is a
major issue in standard online reinforcement
learning. By randomizing the training samples,
the DQN can learn from a more independent and
identically distributed approximation of the data,
leading to more stable gradient updates.

Moreover, mini-batch training reduces the
variance of parameter updates and improves
convergence behavior. Combined with the target
network, which is periodically updated, the
proposed  approach  significantly  enhances
learning stability compared to conventional deep
reinforcement learning methods. These two key
mechanisms - experience replay and target network
- were originally introduced in the seminal DQN
framework [21], which demonstrated that
combining deep neural networks with an e-greedy
exploration strategy can achieve human-level
performance in complex decision-making tasks.

To balance exploration and exploitation, an e-
greedy policy 1is adopted during training.
Specifically, at each time step, the agent selects a
random action with probability € to explore the
action space, while with probability 1 — e, it selects
the action that maximizes the estimated action-
value function Q(s, a).

To further enhance learning efficiency, a
decaying € schedule is employed. The exploration
rate € is initially set to a high value to encourage
sufficient exploration and is gradually reduced over
time according to:

—At

(17)

€t = €min T <€max - 6min) e

where €.« and €., denote the initial and
minimum exploration rates, respectively, and A
controls the decay speed.

This exponential decay mechanism allows the
agent to broadly explore diverse RIS
configurations during early training episodes,
then progressively shift toward exploiting the
learned optimal policy as training converges.
Recent theoretical analysis has formally
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demonstrated that DQN with decaying €
converges geometrically to the optimal Q-value
function, where higher initial € values enlarge the
region of convergence while lower values
accelerate the convergence rate [22]. This
theoretical insight justifies the adoption of the
decaying € schedule in the proposed framework,
as it provides both broad initial exploration of the

RIS  configuration space and  efficient
convergence toward optimal anti-jamming
policies.

This strategy allows the agent to

explore diverse actions in the early training
phase and progressively shift  toward
exploitation of the learned policy, thereby
improving convergence  stability and
overall  performance. Similar exploration
strategies have been widely adopted in deep
reinforcement learning literature to address
the exploration—exploitation trade-off [23,
24], and have proven effective in wireless
anti-jamming applications where the agent
must learn to counter dynamic jamming
patterns without prior knowledge of jammer
behavior [25].

The training procedure of the proposed DRL
framework is summarized in Algorithm 1.

VI. SIMULATION SETUP

This section describes the simulation
configuration used to evaluate the performance of
the proposed DRL - based RIS optimization

framework under intentional jamming
environments. All experiments are conducted
entirely in MATLAB, where the system
components, including the transmitter, RIS,

receiver, and jammer, are modeled using a flat
fading wireless channel with distance-dependent
path loss. The simulation environment is designed
to reflect practical loT communication scenarios
operating in unlicensed frequency bands.

The carrier frequency is set to 915 MHz,
which is widely adopted in industrial, scientific,
and medical (ISM) band IoT applications. The
RIS consists of passive reflecting elements
capable of discrete phase adjustment. Two RIS
configurations with 32 and 64 reflecting
elements are considered to analyze the impact of
spatial resolution on system performance. The
jammer transmit power varies from 0 dBm to 30
dBm to emulate different interference severity

levels ranging from weak to strong jamming
conditions. The thermal noise power at the
receiver is fixed at —90 dBm, representing a
typical practical noise floor assumption.

During the DRL training process, the
learning rate is configured to 0.001 to ensure a
balance between convergence speed and training
stability. The number of training episodes ranges
from 500 to 1000 depending on the evaluation
scenario, allowing sufficient interaction between
the learning agent and the wireless environment.
Each episode contains multiple time steps,
where the agent observes the channel state
information and interference conditions, then
selects an RIS phase configuration to maximize
a predefined objective function such as the
SINR or system throughput.

To provide a  comprehensive  and

fair performance evaluation, the proposed DRL-
based RIS optimization method is compared

with four baseline schemes: (i) a system
without RIS, where communication relies
solely on the direct transmission  link;  (ii)
a random RIS configuration, in which
phase shifts are assigned randomly without
optimization; (111) a conventional Q-
learning approach with discretized state
representation; and (iv) the proposed DRL-
based optimization framework. The primary

evaluation metrics include average SINR,  bit
error rate  (BER), achievable throughput,
and convergence stability under dynamic
jamming conditions.

The main simulation parameters used in this
study are summarized in Table I.

VII. RESULTS AND DISCUSSION

This section presents the simulation results to
evaluate the effectiveness of the proposed

DRL -based RIS optimization
framework in anti-jamming backscatter
communication systems. The performance is
analyzed from  multiple perspectives,
including convergence behavior, signal
quality improvement, bit error performance,
throughput enhancement, and overall anti-

jamming capability. All results are averaged
over multiple independent simulation runs to
ensure statistical reliability.
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Algorithm 1. DQN-Based RIS Configuration for Anti-Jamming Backscatter Communications

1: Initialize Q-network parameters 6

2: Initialize target network 60— < 0

3: Imitialize replay buffer D

4: for episode = 1 to F do

5 Reset environment and observe state sg
6: fort=1toT do

7 Select action a; using e-greedy policy
8

Execute a;, observe reward r; and state s;11

9: Store (S, @y, T4, S¢y1) in D

10: Sample mini-batch from D

11: Compute target: y = r + ymax, Q(s',a’;07)
12: Update 6 via gradient descent

13: if update step reached then

14: 0~ <0

15: end if

16: St < St11

17:  end for

18: end for

19: Output: trained policy

TABLE 1. SIMULATION PARAMETERS

Parameter Value
Carrier frequency 915 MHz
Number of RIS elements 32/ 64
Jammer power 0-30 dBm
Noise power —90 dBm
Learning rate 0.001
Training episodes 500-1000

Channel model
Phase resolution
Evaluation metrics

Flat fading with path loss
Discrete phase shifts
SINR, BER, Throughput

A. Convergence Performance

The convergence behavior of the proposed
DRL algorithm is evaluated using the
accumulated reward as a function of training
episodes. The simulation results indicate that the
reward increases rapidly during the early
training stage due to the exploration of the
action space. As training progresses, the reward
gradually stabilizes, demonstrating that the agent
successfully learns an effective RIS
configuration policy.

After several hundred episodes, the learning
curve reaches a steady state with only minor
fluctuations, indicating convergence of the
Q-network parameters. Compared with
conventional Q-learning, the proposed DRL
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Figure 3. Comparison between conventional tabular
Q-learning and the proposed DQN-based framework
for anti-jamming in RIS-assisted IoT systems

approach exhibits significantly faster convergence
and improved stability. This improvement is
mainly attributed to the deep neural network’s
capability to  approximate complex  value
functions in large state spaces, as well as the
utilization of experience replay and target
network  mechanisms to  mitigate training
oscillations. The convergence behavior of the
learning algorithms is illustrated in Figure 3. The
proposed DRL approach achieves significantly
faster convergence than the tabular Q-learning
(conventional RL) method, as evidenced by the
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rapid increase in the smoothed reward curve
during the early training phase. After several
hundred episodes, the reward stabilizes with only
minor fluctuations, indicating that the agent has
learned an effective RIS configuration policy
under dynamic jamming conditions.

In contrast, the tabular Q-learning approach
converges more slowly and exhibits larger
oscillations, which can be attributed to its limited
capability in representing high-dimensional
state—action spaces. This limitation leads to
inefficient  policy updates and reduced
adaptability in complex wireless environments.
Overall, these results demonstrate that the
proposed DRL framework provides superior
learning efficiency, stability, and robustness
compared to conventional tabular reinforcement
learning methods.

B. SINR Performance

1. SINR versus Jammer Power

The signal-to-interference-plus-noise ratio
(SINR) performance is investigated under varying
jammer power levels ranging from low to severe
interference conditions. As expected, the SINR of
all schemes decreases with increasing jammer
power due to stronger interference. However, the
proposed  DRL-based RIS  configuration
consistently achieves higher SINR compared with
the benchmark schemes.

In particular, systems without RIS suffer

from substantial performance  degradation
because they rely solely on direct propagation
paths. Random RIS configurations provide

limited improvement but lack stability due to the
absence of optimization. In contrast, the proposed
DRL framework dynamically adjusts RIS
reflection parameters according to environmental
conditions, thereby enhancing the desired signal
strength while suppressing interference effects.

Figure 4 shows the SINR performance under
different jammer power levels. As the jammer
power increases, the SINR decreases for all
schemes due to stronger interference. However,
the proposed DRL-based RIS optimization
consistently achieves the highest SINR across the
entire jammer power range. The random RIS
configuration provides moderate improvement
compared with the system without RIS but lacks
robustness due to the absence of adaptive
optimization. The performance advantage of the

SINR vs Jammer Power
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Figure 4. SINR performance versus jammer transmit
power for the proposed DRL-based RIS configuration,
random RIS, and system without RIS

proposed method becomes more significant under
strong jamming conditions, demonstrating its
effectiveness in interference mitigation.

2. SINR versus Number of RIS Elements

The impact of the number of RIS elements
on SINR performance is also evaluated.
Increasing the number of elements from 32 to 64
significantly improves the average SINR due to
the increased spatial degrees of freedom and
improved beamforming capability. The proposed
DRL method achieves greater performance gains
compared with random RIS configurations,
demonstrating its ability to effectively exploit the
additional hardware resources.

Nevertheless, the improvement gradually
saturates as the number of RIS elements
increases, which is consistent with practical
propagation constraints and diminishing marginal
gains in reflected signal power.

The impact of RIS size on system
performance is presented in Figure 5. Increasing
the number of reflecting elements improves
SINR for both schemes due to enhanced
beamforming capability and spatial diversity
gain. Nevertheless, the proposed DRL-based
approach achieves significantly higher SINR

compared with the random configuration,
indicating its ability to efficiently exploit
additional RIS resources. The performance
improvement gradually saturates when the

number of elements becomes large, which is
consistent with practical propagation constraints.
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C. BER Performance

The bit error rate (BER) performance is
analyzed as a function of the signal-to-noise ratio
(SNR) to evaluate communication reliability. The
results show that BER decreases exponentially
with increasing SNR for all schemes, which is
consistent with digital communication theory.
However, the proposed DRL-based method
consistently achieves the lowest BER across the
entire SNR range.

The performance advantage is particularly
significant in  low-SNR  regions  where
interference dominates the channel conditions.
By optimizing RIS reflection parameters, the
proposed method effectively enhances the
received signal strength, thereby improving
detection accuracy. Although performance gaps
narrow at high SNR values, the proposed
approach maintains a stable advantage over
conventional methods. Figure 6 illustrates the
BER performance as a function of SNR. As
expected, BER decreases exponentially with
increasing SNR for all schemes. The proposed
DRL-based RIS configuration achieves the lowest
BER across the entire SNR range due to
improved received signal quality and interference
suppression. The performance gap is particularly
noticeable in the low-SNR region, where
interference effects dominate. At high SNR
levels, the performance difference becomes
smaller but the proposed method still maintains a
consistent advantage.
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Figure 6. Bit error rate (BER) versus signal-to-noise
ratio (SNR) for different RIS configurations

D. Throughput Analysis

System throughput is evaluated under varying
jammer power levels to assess data transmission
efficiency in adversarial environments. As
jammer power increases, throughput decreases for
all methods due to SINR degradation. However,
the proposed DRL-based scheme maintains
significantly higher throughput compared with
baseline approaches across all interference levels.

Compared with conventional Q-learning, the

DRL approach achieves superior throughput due
to its ability to learn optimal policies in complex

and high-dimensional state spaces without
excessive  discretization.  Furthermore, the
proposed  method  demonstrates  improved
robustness under dynamic interference
conditions, highlighting its adaptability to

time-varying environments.

The system throughput performance under
varying jammer power levels is shown in
Figure 7, throughput decreases as jammer power
increases because of SINR degradation. However,
the proposed DRL-based method maintains
significantly higher throughput compared with
baseline approaches across all interference levels.
This improvement is mainly attributed to the
adaptive RIS optimization that enhances signal
strength while mitigating interference, thereby
improving  spectral  efficiency in  hostile
environments.

E. Anti-Jamming Gain

To quantitatively evaluate the anti-jamming
capability, the anti-jamming gain is defined as
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Figure 7. Achievable throughput versus jammer
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Figure 8. Anti-jamming gain of the proposed DRL-
based method compared with random RIS and no-RIS
baseline systems

the performance improvement of the proposed
method relative to baseline systems without
optimization. Simulation results indicate that the
proposed DRL-based RIS framework achieves
substantial gains in both SINR and throughput,
particularly under strong jamming conditions.

Compared with traditional reinforcement
learning approaches, the proposed method
provides additional performance improvement
due to its ability to capture nonlinear
environmental characteristics through deep neural
networks. These findings confirm that integrating
RIS technology with deep reinforcement learning
is a promising solution for enhancing
communication reliability in interference-prone
IoT environments.

Figure 8 presents the anti-jamming gain
achieved by the proposed method relative to
baseline schemes. The gain increases with
jammer power, indicating that the proposed
DRL-based RIS optimization becomes more
beneficial under severe interference conditions.
Compared with the random RIS configuration,

the proposed approach provides additional
performance improvement due to intelligent
environment-aware  adaptation. The  results

confirm the effectiveness of integrating deep
reinforcement learning with RIS technology for
robust anti-jamming communication.

Overall, the simulation results demonstrate
that the proposed approach significantly
improves key performance metrics, including
SINR, BER, and throughput, while providing
strong adaptability to dynamic and uncertain

wireless environments. This capability is
essential for next-generation IoT systems
operating in increasingly congested and

adversarial spectrum conditions.

F. Discussion

The performance evaluation is conducted

against three representative baselines: (i) a
system  without RIS, (ii) random RIS
configuration, and (iii) conventional tabular

Q-learning. These baselines are selected to
isolate and quantify (a) the gain introduced by
RIS deployment and (b) the benefit of intelligent
optimization  over  non-adaptive  schemes.
Specifically, the no-RIS case reflects the
fundamental limitation of passive backscatter
links under jamming, while the random RIS
benchmark captures non-optimized environmental
control. The tabular Q-learning method
represents a classical RL approach with limited
scalability in high-dimensional state spaces. It is
important to note that traditional anti-jamming
techniques (e.g., frequency hopping or power
control) are not directly comparable due to their
reliance on active transmission and accurate CSI,
which are not applicable in passive RIS-assisted
backscatter systems.

VIII. CONCLUSION
This paper proposed a DRL - based anti-

jamming optimization framework for RIS-assisted
backscatter communication systems operating under
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dynamic  interference  environments.  The
problem was formulated as a Markov decision
process, where the learning agent adaptively
adjusts RIS reflection parameters according to
channel variations and jammer conditions in
order to maximize communication quality. The
proposed approach enables intelligent
environment-aware optimization without
requiring prior knowledge of jammer behavior or
channel statistics.

Simulation results demonstrated that the
proposed method significantly outperforms
conventional ~ approaches  across  multiple

performance metrics. In terms of learning
behavior, the DRL algorithm achieved stable
convergence within approximately 600 - 800
training episodes, which is notably faster than
conventional Q-learning. For communication
performance, the proposed scheme improved the
received SINR by approximately 3-6 dB
compared with random RIS configurations and
by more than 8 dB compared with systems
without RIS under moderate to strong jamming
conditions. Correspondingly, the bit error rate
(BER) was reduced by nearly one order of
magnitude in the low-to-medium SNR region. In
addition, the achievable throughput increased by
approximately 25% - 40% compared with
baseline methods across the investigated jammer
power range. The anti-jamming gain analysis
further confirmed that the performance
improvement becomes more pronounced as
jammer power increases, highlighting the
robustness and adaptability of the proposed
DRL-based RIS optimization strategy.

include the
development of multi-agent DRL frameworks for
cooperative optimization in large-scale RIS-
assisted networks, where multiple devices and
operate  simultaneously.
Another important extension involves real-world
hardware implementation to evaluate practical
issues such as hardware impairments, feedback
delay, and computational constraints. Finally,
integrating the proposed intelligent anti-jamming
framework into emerging sixth-generation (6G)
IoT architectures represents a promising direction

Future research directions

reflecting  surfaces

toward achieving reliable, energy-efficient, and
interference-resilient wireless connectivity for

next-generation smart environments.
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