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Cac ma tran MDS truy hoi hiéu qua cho thuc
th1 tr ma Reed-Solomon va phép liy thua
tryc ti€p

Tran Thi Lwong, Nguyén Ngoc Cwong, Hoang Pirc Tho, Hoang Anh Cong

Tém tit— Hién nay, c6 nhiéu ma khéi sir dung
cic ma tran cia ma tach khoang cach cuwc dai
(MDS) nhu mot phz“m quan trong trong t?mg
khuéch tan cia ching. Tuy nhién, cic ma trin
MDS ludén c6 mdt mo ta lon, gay ra cac thwe thi
phéan cing/phin mém tén chi phi. Cac ma tran
MDS truy hdi cho phép giai quyét bai toan nay vi
ching c¢6 thé 1a liy thira cia mdt ma trin
Companion don gian, do d6 chiing c¢6 thé phu
hop cho ca ciac mdi trrdng bi rang budc, han ché.
Trong bai bao nay, phwong phap xiy dung cac
ma trin MDS truy hoi hiéu quéa cho thuc thi tir
ma Reed-Solomon sé dugc trinh bay. Sau dé, kha
ning tao ra cic ma tran MDS truy hoi hiéu qua
cho thue thi tir mdt ma tran MDS truy hoi hiéu
qua ban dau, nho phép bién ddi liy thira trye tiép
s& duwgc chi ra. Cac ma tran MDS truy hdi hiéu
qua cho thue thi sé cé y nghia trong thwc thi phian
cimg. Ching c¢6 thé dwgc sir dung cho ting
khuéch tan ciia nhiéu ma khéi va ham bam, dic
biét 12 cAc ma khdi va ham bim hang nhe nhim
tiét kiém tai nguyén va chi phi thue thi.

Abstract— Nowaday, many block ciphers have
used MDS matrices for their diffusion layer. However,
the MDS matrices are always the components that
cause large implementation cost for ciphers. Recursive
MDS matrices will help to deal with this problem because
they can be the power of a simple Companion matrix
that is very sparse. In this paper, the ability to generate
different efficient recursive MDS matrices for
implementation from an original efficient recursive
MDS matrix by direct exponential transformation is
shown. These recursives MDS matrices are meaningful
in hardware implementation. These matrices can be
used in the diffusion layer of some block ciphers and
hash functions ciphers and hash functions especially
lightweight block ciphers and hash functions to
save resources and implementation cost.
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I. GIGI THIEU

Trong FSE’94 [1], Vaudenay da dé xuit str
dung céc ma tran MDS trong cac nguyén thuy
méat méi dé tao ra cac da hoan vi tuyén tinh, cac
ham tuyén tinh véi thudc tinh giéng nhau.
Vaudenay goi cac ham nay la cac ham c6 kha
ning khuéch tan hoan hao: thay ddi t dau vao
thi 1am thay d6i it nhat m - t + 1 dau ra. Ong
da chi ra 1am thé nao dé khai thac sy khuéch
tan khong hoan hao dé phén tich ma cac ham
khéng phai 14 cac da hoan vi tuyén tinh. Hién
nay c6 nhiéu ma khéi ndi tiéng nhu AES,
SHARK, Anubis, Twofish, Square, Hierocrypt,
Manta, Khazad, WHIRLPOOL, MUGI, hay ma
dong MUGI va ham bam mat ma
WHIRLPOOL su dung cac ma tran MDS trong
tang khuéch tan cua ching.

Phuong phap phd bién dé xay dung cac ma
tran MDS 1a trich rat ching tor cdc ma MDS.
Tuy nhién, viéc xay dung cac tang khuéch tan
MDS véi chi phi thyc thi thp 1a mot thach thic
voi céc nha thiét k& Mot van dé khac xuét hién
khi cac tang khuéch tan MDS duoc khai thac
trong cac mang thay thé - hoan vi (SPN), trong
doé ma tran MDS dugc st dung trong qué trinh
ma hoa va nghich ddo cua n6 dugc st dung dé
thuc hién giai ma. Do do, viéc xay dyng cac ma
tran MDS v6i ma trdn nghich ddo cua n6 dé ¢co
chi phi thap 1a mot van dé quan trong khac.

Theo d6, cac ma tran MDS truy hdi (liy thira
cua mot ma trdn Companion) da dugc nghién
ctru boi nhiéu tac gia trén thé gidi, do tmg dung
quan trong cua no trong mat ma hang nhe [3-7].
Tuy nhién, theo cic nghién ctu nay, dé tim


http://en.wikipedia.org/wiki/MUGI

kiém cac ma tran MDS truy hdi nhu vay doi hoi
phai thyc hién mot tim kiém vét can trén ho cac
ma tran Serial (diéu nay 1am han ché kich ¢& cac
ma tran MDS tim dugc) [5], hodc 1a phai dung
mot sé phuong phap khac kha phirc tap, chang
han xay dung cac ma trdn MDS truy hdi tir cac
ma BCH [7]. Nhom tac gid da chi ra phuong
phép xay dung hi¢u qua va don gian cac ma tran
MDS truy hdi tir cac md Reed-Solomon (RS)
[8], tuy nhién chua d& cip dén viéc tim kiém cac
ma tran MDS truy hoi hiéu qua tir phuong phap
nay. Trong tai li€u [9], nhom tac gia da chi ra
mot phuong phdp xay dung cac ma tran MDS
truy hoi hiéu qua cho thyc thi tir md RS, bang
cach tim ra cac ma tran MDS truy hoi ddi xtng

cd 4, 8 va 16 trén cac truong GF (2*) va GF (28).

Tuy nhién, nhom tac gia chua chi ra cach tim
cac ma tran nhu vy trong mot truong tong quat
GF(q) v6iq = p", p 1a sb nguyén t6. Trong tai
lidu [14], xét trén truong téng quat GF(q) va
dua ra phuong phép tim cac ma tran MDS truy
hdi ¢ 4 hiéu qua cho thyc thi (cic ma trén
MDS truy hoi d6i xtrng) tir ma RS.

Trong tai liéu [10], Ghulam Murtaza va
Nassar Ikram 1an ddu tién giéi thiéu vé phép lity
thira truc tiép dung cho ma trdn MDS, nhung
cac tac gia chua chi ra sy bao toan mot sb thude
tinh mat ma tt clia cac ma tran MDS qua phép
bién d6i trén. Trong tai liéu [11], nhom tac gia
dd chi ra phép lily thira tryc tiép c6 kha ning
bao toan tinh truy hdi ciia ma tran MDS, tuy
nhién ciing chua dé cap dén cic ma trin MDS
truy hoi hiéu qué cho thuec thi.

Trong bai bao nay, kha nang tao ra cac ma
tran MDS truy hoi hiéu qua cho thyc thi tir mot
ma tran MDS truy hdi hiéu qua ban dau, nho
phép bién ddi liy thira truc tiép s& dugc trinh
bay. Cac ma tran MDS truy hdi hiéu qua cho
thuc thi s& co ¥ nghia trong thuc thi phan ctng.
Ching c6 thé duge ding cho tang khuéch tin
cta nhiéu ma khoi va ham bam, dic biét 1a cac
mi khdi va ham bam hang nhe nham tiét kiém
tai nguyén va chi phi thyc thi.

Bai béo duoc to chirc nhu sau: Trong phan
II, cac kién thic co s& va cac cong trinh lién
quan s& duoc trinh bay. Phan III trinh bay kha
nang tao ra cac ma tran MDS truy hoi hiéu qua
cho thyc thi tir mot ma tran MDS truy hdi hiéu
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qua ban dau, nhd phép bién dbi lily thira truc
tiép. Phan IV dua ra so sanh giira két qua trong
bai bao nay véi cac két qua trong tai liéu [7].
Phan V 1a két luan.

Ky hi¢u: Trong bai bdo nay, A = [a; j];mxm
ky hiéu mdt ma tran vuong cép m, lcm ky hiéu
boi 0 chung nho nhat, S i hay 4 v ky hiéu
céc ma tran lily thira tryc tiép, min {£} 14 s6 nho
nhit trong tap L.

II. KIEN THUC €O SO VA CONG TRINH LIEN QUAN

A. Ma trdn MDS truy hoi

Trong tai liéu [9], nhom tac gia da chi ra cac
ma tran MDS truy hoi doi xung tir cac ma RS
trén cac truong GF (2*) va GF(28) nhu sau:

Ménh dé 1: Khi xay dung ma tran MDS truy
hodi kich thudc 4 X 4 trén trudng GF(2*) hodc
GF(28) tr md RS, da thirc sinh g(x) dang (1) la
da thie ddi xtmg va c6 hé sé hang bang 1 khi va
chi khi b = 6 hoac b = 126 tuong ung.

Ménh dé 2: Khi xay dung ma tran MDS truy
hoi kich thudc 8 x 8,16 X 16 hodc 32 X 32
trén truong GF(28), da thuc sinh g(x) dang (1)
1a da thuc d6i xtng va c6 hé sd hing sb bang 1
khi va chi khi b =124 hodac b = 120 hoic
b = 112 tuong ing.

Trong tai li¢u [9], nhom tac gia tim dugc 66
ma trdn MDS truy hdi dbi xung cd 4, 8, 16 trén
GF(2*) va GF(28).

B. Phép liiy thira truc tiép

Khéi ni¢m liy thua truc tiép cia mot ma
tran MDS da duogc gidi thiéu bdi Ghulam
Murtaza va Nassar lkram [10]. Cac tac gia
nay dua ra khai niém ma trén Iy thua truc
tiép nhu sau:

Pinh nghia 1: Cho F 1a truong Galois. Pbi
v6i ma trdn cho truéc A = [a; jlmxm, @i € F,
1,2,3,...), nod
duoc goi 1a ma tran liy thua truc tiép bac e cua
A. Ma tran A,z con dugc goi 1a ma tran binh
phuong truc tiép ciia A.

xac dinh Age = [af;]mxm, (6 =

Trong tai li¢u [11], nhom tac gia da chi ra
phép lity thira tryc tiép c6 kha ning bao toan rét
nhiéu cac thudc tinh mat ma tot cia ma tran
MDS trong d6 c6 tinh truy hoi.
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Trong tai li¢u [12], nhom tac gid da chi ra
phép lity thira tryc tiép bao toan tinh MDS ctia
ma tran MDS, va chi ra chu ky (7) cua phép liy
thira tryc tiép mot ma trin MDS qua Dinh Iy
dudi day.

III. XAY DUNG CAC MA TRAN MDS TRUY HOI

HIEU QUA CHO THUC THI TU PHEP LUY THUA

TRUC TIEP

Trong phan nay, kha ning tao ra cac ma tran
MDS truy hdi hiéu qua cho thyc thi ttr mdt ma
tran MDS truy hdi hiéu qua ban dau, nhd phép
bién ddi liy thira truc tiép s& duogc trinh bay.
Sau do, cac két qua thyc nghiém nho phép liy
thura truc tiép dé tim thém cac ma trin MDS
truy hoi hiéu qua s& dugc chi ra.

Trude hét, chu ky ctia phép liy thira truc tiép
cua mot ma tran MDS truy hoi 1a Ity thira cua
mot ma tran Companion s€ dugc chi ra.

Xét ma tran MDS truy hoi 4 = [a; jlmxm.
a;; € GF(p") la luy thura cia mdt ma tran
Companion S [13]. Ky hi¢u z,..,Z; , voi
d (d <m) 1a phan tir khac nhau va khac 1 &
hang cudi cing cia ma trdn S. Ky hiéu
Ny, ..,Ng la bic tuong Gng cua cac phan tir
Z1, ., Zg trong GF(p™). Ky hiéu N7 la tip cac
s nguyén duong va lem(ny, ..., ng) 1a boi sb
chung nhé nhit cua cac sb nguyén ny, ..., ng.

Dinh 1y sau diy dwoc phat biéu nhu mot
truong hop riéng cia Pinh Iy 1 [12]. Qua dinh
Iy ndy, nhém tac gia mudn chi ra vai trd ctia ma
tran Companion S: thir nhat, nhém tac gia mudn
tan dung kha ning bao toan tinh truy hoi cta
phép lity thira tryc tiép, thir hai thay vi phai xét
mxm phﬁn t trong ma tran A, chi can xét d <
m phan tir & hang cudi cung cua S. Pinh 1y 1
trong [12] xét trong truong hop tong quat khi A
12 mot ma tran MDS bat ky.

Pinh 1y 1: Cho ma tran MDS truy hdi 4 =
S™ trén GF(p") voi S 1a ma tran Companion.
Khi d6, ta c6 A v = A véi T = min {L}, trong
do:

L={¢feN*lcm(ny, .., ny) |’ — 1)}

Hon nita, T 13 gia tri nho nhat c6 tinh chat

At =A.

ar
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Chirng minh:

Do A 1a ma train MDS nén cac phan tir
2y, ., Zg déu khac 0 va do d6 déu co bac hiru
han. Nhu vy lem(ny, ..., ng) ton tai va 1a mot
sd nguyén duong.

R& rang r € L, vi bac cua phan tir khac 0 bat
ky a € GF(p™) déu 1a udc cua p” — 1, do d6
lem(ny, ..., ng) ciing 13 wdc cua p™ — 1. Vay ton
tai T = min {£} < r. T do, ton tai sb nguyén
duong e sao cho:

Ng) (1)

Theo gia thiét va theo Dinh Iy 2 ([11]) - phép
lity thira truc tiép c6 kha niang bao toan tinh truy
hdi ctia ma tran MDS, nén ta co:

p"—1=-e.lcm(n,, ..

At = (S p)™ ()
Tu (1) ta co:
(Z.i)pr_l — (Z-l_)e.lcm(nl.....nd) =1, (1 <i<
d) hay:

@) =@).A<si<d) ()
Suyra§ ,r = S hay:

(Sgpr)™ =8™ 4)
T (2) va (4), suy ra:
A=A (5)
Gia st ton tai mot sé u € N* sao cho:
Apn=A4A
Khi d6 ta co:
Sp)m=85" &  Spu=S

o @) =2,1<i<d
< ord(Z)|(p*—1),1<i<d
< lem(ny, ...,ng)|(p* — 1)
S u€ecrl
—T<um

Goi 7 1 chu ky ctia ma trdn A qua phép bién
doi lity thira p truc tiép.

Nhan xét 1: Néu trong hang cubi cung cua S
chira mot phan tir sinh cta truong, thi chu ky
ctia phép lily thira truc tiép ctia ma tran A 13 cuc
dai va bang .

Nhin xét 2: Néu ma trin MDS ban dau A 1a
lity thira ciia mot ma tran Serial S ¢6 hang cudi



cung ddi xtng va ¢ z, = 1. Thi v6i phép liy
thira truc tiép, ¢ thé tao ra7 — 1 ma trin truy
hoi khac ciing 1 Iy thira ctia cic ma tran Serial
¢6 hang cudi cung d6i xtng va c6 z, = 1.

Nhu vay, tr mot ma tran MDS truy hdi hiéu
qué cho thyc thi ban dau, nho phép bién dbi liy
thtra truc tiép, ta co thé tao ra cic ma tran MDS
truy hoi hiéu qua khéc cho thyc thi.

So sanh voi Dinh ly 1 trong tai liéu [12]:

Do6i v6i Pinh 1y 1, dé tim chu ky cta phép
lity thira truc tiép ctia ma trdn A, ta phai tim boi
chung nho nhit cho bac cua cac phan tir khac
nhau va khac 1 trong ma tran A. Tuy nhién,
trong trudng hop nay thi chi can tim bdi chung
nho nhét cho bac cia cac phan tir khac nhau va
khac 1 trong hang cudi cing ctia ma tran S. Nhu
vay s€ thuan tién va nhanh chong hon, dac biét
trong truong hop ma tran A ¢6 nhiéu phan tir
khac nhau trong ma tran (nhiéu nhat 1a c6 m?
phan tir khac nhau nhu vay). Hon nita, khi ma
tran S ¢6 hang cudi cung d6i ximg va co6 z, = 1
thi s6 phan tir khac nhau va khac 1 trong hang
cubi cing ctia ma tran S chi 1a %

Vi du 1: Cho ma trdn MDS truy hoi A trén
GF(28) voi da thac nguyén thuy l1a x® + x* +
x3+x2+1:

1 38 CF 38
38 28 BA E6

A=k ¢ 82 8E
8E FA E5 9E

Pay 1a ma tran truy hoi dugc sinh ra tir ma
tran Companion tng véi da thuc sinh doi xing
va c¢o hé so hang so bang 1 sau day:

126 = x* 4+ a®x3 + a?*x? + a?%1x + 1,

Ma tran Serial twong ing voi A (va gin véi
da thirc g,,6) 1a:

0 1 0 0
0 0 1 0
5_00 0 1
1 a201 a246 a201

0 1 0 0

10 0 1 o0

o o o 1

1 38 CF 38
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Ta c6: ord(38) =85, ord(CF) =85,
lem(ord(38),ord(CF)) = 85.

Lan Iuot thir cac 6 £ =1,2,..,
nao gap so6 £ dau tién théa man:

2t —1=85d v6id € N*.

7 d&én khi

S6 dau tién thoa man diéu kién trén 1a £ = 8,
do d6 chu ky cua phép liiy thura 2 truc ti€p cua
ma trdn A bang 8.

Nhu vay tur 4, co thé tao ra 7 ma tran truy
hdi nita twong Gng v6i 7 ma tran Serial c6 hang
cubi cing ddi xtmg nhau va c¢6z, = 1, d6 la:
Ap=(,0N1<i<7.

Trong do: Sqz =
0 1 0 0 0 1 0 0
0 0 1 0 0 0 1 0
o o o0 1| |lo o o 1/
1 a'%7 a?37 q¥%7 1 29 8B 29
0 1 0 0
0 0 1 0
S =|o 0 0 1\_
1 a39 a219 a39
0 1 0 0
0 0 1 0
0 0 0 1)
1 35 56 35
0 1 0 0
0 0 1 0
Saz’ o o o0 1|~
1 a228 a123 a228
0 1 0 0
0 0 1 0
0 0 0 1

1 3D C5 3D

Ap dung Bmh ly 1, VO’l mdi da thuc ddi
xtng va c¢6 hé sd hing sb bang 1 trong 66 da
thirc & Bang 1 trong tai li€u [9], nhom tac gia
thuc hién tim chu ky cta phép lly thira 2 truc
tiép cua mdi da thirc d6, sau d6 thuc hién chudi
cac lity thira 2 truc tiép mdi da thirc nay theo
chu ky cua chung, dé tim ra cac da thic ddi
xtng va c¢6 hé sd hang sé bang 1 khac cting chu
ky. Tir nhitng da thirc nay co thé tim duoc cac
ma tran MDS truy hdi d6i xtg tuong tng.

Bang phép lity thira truc tiép, nhom téc gia
thu dugc chu ky cua 66 ma tran MDS truy hoi
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d6i xtmg. Véi hai ma tran MDS truy hoi c& 4

n M : 2 |5, Ay = (S p2)"=
trén GF(2*) thi chu ky déu bang 4; voi 64 ma “o 1 0 o d

trin MDS truy hdi ¢& 4, 8, 16, 32 trén GF (28), o 0o 1 ofll 138
céc chu ky déu bang 8. Do d6 tong da thirc ddi “lo 0o 0 1 35 79 3D 2k
xtng va c6 hé sd hang sb bang 1 thu duoc 1 35 56 35 2E DO 8 D8

khong phai 1a 66 ma la 520, tuong Gng vadi 520 D8 B2 3F 94
ma trén truy hoi doi xung hiéu qua cho thyc thi.

Nhu vay, nho cach xay dung tor ma RS va 3 | s . Ay = (S ,3)=
A o r ~ 2 2
kha ndng bao toan tinh truy hoi cua phép liy ¢ 0 1 0 0 ;
\ . A f A £ - ~ 1 78 C4 78
thura tryc tiép, c6 thé tim dugc rat nhiéu nhirng o 0o 1 o
ma trdn MDS truy hoi hiéu qua cho thuc thi, 1o 0 0 1 78 E5 38 20
A 1 78 C4 78 20 C3 40 83

nhiing ma trdn nay s€ la cam nang quan trong
cho céc nha thiét ké dé lga chon cho cac ting 83 7E 3C IE
dung mat ma cua ho.

Vi s6 luong da thiic va ma t.r:cfm tr.1~1y h(‘A)? déi 4 | S Ay = (S )=
xtng qua 16n, nén khong thé biéu dién chi tiet 0 1 0 0
A, . . . ., Ay as 1 E4 CE FE4
tat cd, do d6 nhom tac gid dua ra mot vai ma o o 1 o
tran MDS truy hoi vi du trong Bang 1 vdi ma 0 0 0 1 E4 BB 29 74
tran S va A tir vi du 1. 1 E4 CE E41\\74 DB CD 16
, . A 1 4 , 16 FO 39 49
Danh gia cac ma tran ket qua
Tinh hiéu qué ciia cac ma tran MDS truy hoi
. \ ~ , R 4 . = 4=
duoc sinh ra nay s€ dugc danh gia bang s6 phép S| Sy A5 = (S 25)
XOR va s6 phép Xtimes can thiét dé thuc hién 0 1.0 0 1 BA 84 BA
phép nhan ma tran véi mot vecto. Sau khi thu = 8 8 (1) (1) BA 3F 35 B4
duoc 520 ma tran MDS truy héi doi xing o trén, 1 BA 84 BAll| B4 86 sF 9
nhom tac gia danh gid tinh hi¢u qua cua ching 9 B7 28 8C

bang cach tinh s6 phép XOR va Xtimes cho mdi
ma tran. Tur do, dé xuat lua chon cic ma tran

MDS ¢6 s6 phép XOR va Xtimes it nhét, chiing 6 | S,z A= (S )=

s& 1a cac ma tran MDS truy hoi hidu qua cho 01 0 0 ! 3E 57 3E
thuyc thi. Cac ma tran MDS nay duoc liét ké 0 0 1 o0 3E 3C 78 64
trong Bang 2 va cac thudc tinh mat ma twong 0 0 0 1 64 7 46 41
ung cua chung dugc liét ké trong Bang 3. 1 3E 57 3E 41 6F 34 43
BANG 1. MOT SO MA TRAN MDS TRUY HOI BOI XUNG
PUGCC SINH TU PHEP LUY THUA TRUC TIEP 7| S Ay = (S 1)
0 1 0 O
STT | Ma trén lity thira Ma tran MDS 0 0 1 o £ 3p 653D
truc tiép ciia S truy hoi twong =lo o o0 1 3D 39 b4 FD
. FD 15 D9 CC
me 13D 5 3DI ) o e 79 cs
1 Sg2 A= (S42)t=
01 0 O 1 29 8B 29
:88(1) (1) 29 34 3E BE
1 29 88 29 BE 50 17 47
47 F3 BB 54
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BANG 2. DANH SACH CAC PA THUC VA MA TRAN TRUY HOI KET QUA TUONG UNG

Truong
GF

Pa thirc nguyén
thiy

Kich
thudc ma
tran

Ma trin MDS truy hdi va da thirc ddi ximg twong ting

GF(2®)

.\'R + .v.'d + .\'3 ---:r2 + 1

4x4

1 38 CF 38
_ 38 28 BA E6
E6 C 82 8E
8E FA E5 9E

M,

4 201 3

8o =X ta T x + a2+ x4 1

GF(28)

x8+x6+x5+x3+1

8x8

| IB 45 F3
IB 2D B3 62
69 DC 67 AB
M, =9C D3 E3 47
59 59 57 4D
44 EA 82 26
2C 2B 3E 18
6D 87 I1C 51

S8E F3 45 IB
A6 A9 5B 69
3B BE E3 9C
77 1B 81 59
2B D9 9F 44
EB 54 2 2C
57 71 8E 6D
AB 38 46 25

236X7+a175x6 11 .5

+a x +a”5x4

113

=x8+a +a x +a175x2

BOx 1

8124 °
+a

GF(2®)

x8-|—x5+x3+x+l

16 X 16

0/ 33 75 1D 03 & F9 ED 72 ED F9 & 03 ID 75 33
33 83 04 74 48 F1 F2 O0E 43 8 9B 0B DI 02 24 F7
F7 5C BD E9 46 83 6D ID 43 AC 19 50 39 3C 3C 45
45 17 84 45 26 48 2B 06 35 C§8 04 17 O9F ClI E4 DC
DC 56 44 7B 04 A0 80 D3 19 CD 09 &2 58 60 9C F7
F7 B3 68 A7 49 CI 3C 66 7E F6 51 C2 B0 B S5E F3
F3 54 72 FI 99 C4 C4 14 28 58 F3 DC FC 29 74 FD
FD 49 55 4D DD FD 98 63 BE 8F 04 97 F0 C3 28 CE
CE C5 7F 6B 34 4B D7 C§8 09 EE 45 92 EE CE Fy 10
10 83 44 &4 5B 07 79 SE 39 30 DC 9 42 15 4F B§
B8 44 54 83 67 31 F3 BS 02 F5 C4 B6 75 65 CC 15
15 04 41 C§8 BC 9 63 S8E D5 7F A7 35 82 E7 6E T7E
JE C4 30 50 44 CC 51 46 E5 F0 BS D7 B7 98 DD BF
BF BD 7D A4 B4 Cl 81 48 BF FC BD 33 3D 23 21 IE
IE EB FC 20 & 60 44 59 53 67 97 67 11 60 62 75
75 29 9B 22 BF DD 9E 24 49 D3 99 CC F§ CF 10 355

My =

€120 ::xl6+a x +al69x14+a60x13+a243x12

+ a”xlo + 0193969 —i—agox8 + a93x7 —i—anx6 +a

+ 053 + a2 + % x +1

195 15 11

+a19|x
191 x5 + a243 x4
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BANG 3. MOT SO THUOQC TINH MAT MA CUA CAC MA TRAN MDS TRUY HOI BUGC LUA CHON

STT Mll)\gat:f;“hai Sénhinh | S6 diém bit dong S5 phép XOR S6 phép Xtime
1 M, 5 1 57 28
2 M, 9 1 250 56
3 M, 17 1 970 109

Co6 thé nhan thay cac hé s6 diem bat dong cua
cac ma tradn ¢ bang 2 déu rat nhoé qua cac vong.

IV. SO SANH VOI KET QUA TRONG [7]

Phuong phép tim kiém cac ma trin MDS
truy hoi dya trén ma BCH duoc trinh bay trong
tai li€u [7]. Nhin chung cach xay dung nay kha
phuec tap, vi vi¢c tim da thic sinh cia ma BCH

khong don gian chut nao. Tuy nhién, voi ma RS,
viée tinh truc tiép da thirc sinh ctia md nay rét
don gian. Ngoai ra, trong tai li¢u [7], cac tac gia
da tim duge mot s6 da thirc sinh dang ddi xing
tuy nhién c6 trudng hop hé sé hang s6 khong
bang 1. Bang 4 chi ra cac da thirc nay (ky hiéu a
trong Bang 4 1a phan tir nguyén thiy cua trudng).

BANG 4. DANH SACH CAC PA THUC SINH BOI XUNG LA KET QUA CUA TAI LIEU [7]

Pa thirc Kich
T Truong nguyén thuée | Da thu’c, sinh doi Ma tran Companion Ma tran tr:uy hoi
T GF thi ma xung twong \@ng
y tran
0 1 0 0
_10 o 1 0
g1 =x*+adx3+ 5= 0 o0 0 1 1828
1 a® a af 8 E1D
GF2H)| x*+x3+1 | 4x4 ax®+adx+1
0 1 0 O D4 DD
|0 0 1L 0 D/ 71
0 0 0o 1
1 8 2 8
0 1 0 o0
_10 0 1 0
g=xt+add+ | S |o 0 0 1 41238
4 x4 x° 2 3 +a 1 a «a 6 28D
GF(2%) + 1| 4%X4 | ax*+x+a’+a
0 1 0 O F B 14
-0 0 1.0 3B 34
0 0o 0 1
A 1 2 8
0 1 0 0
0 0 1 0
93 S =
X8+x34 , =x4+a3x3 10 30 25(; 13 Ji 8 4D 8
- a a a
GF(28) +Xx ++x1 4% 4 + a3x2 + adx 5 10 o s 41 9 ED
+1 _(0 0 1 0 ED 33 7F 32
0 0 O
1 8 AD 8 32 60 72 F2
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S
0 1 0 0
X8+x4 g4- . 5 - 0 0 1 0 ] C 8 C
3, .2 =X+ (a 0 o v 1 C 51 6C 58
sloresy| T 4a| taP+ i | 11 P+dd @ d+a
+1 + (@ +a?)x+1 0 1 0 0]||58 88 4B EB
o 0o 1 o
=lo o o 1l||EB DS 80 2B
1 ¢ 8 ¢
S
0 1 0 0
— 9s - 0 o 10 3.1 71 70
X" +x = x* + a?%2x3 0 0 0 1
5| GF (2 +x3 4+ x2 4% 4 + (@2 + 1)x2 a+1 1 a?+1 g202|| |90 73 D5 D5
+1 fx4a+l 0 1 0 0 62 45 AB D8
0 0 1 0
o 0 0 1 75 BA 94 AC
3 1 71 70

Céc ma tran trong Bang 4 dugc danh gia va

¢6 két qua trong Bang 5 nhu sau:

BANG 5. MOT SO THUOC TINH MAT MA CUA CAC MA
TRAN MDS TRUY HOI TRONG [7]

A A «R A S(’() Sé
STT nhséonh > ‘Eg:ln - phép phép
ong XORs | Xtimes

1 s | Lhesodiem oy, 12
bat dong cao

) I,Ahq: ?0 diém 24 12
bat dong cao
1, hé s diém

3 > bét dong cao 49 27

4 5 1 46 27

5 5 1 56 28

Céac ma tran trong Bang 4 déu c6 kich thudc
4, nhung c6 cac hé sb diém bat dong kha cao.
Sb luong cac phép XOR va Xtimes kha nho.
Do d6, can can nhic dé ap dung cac ma tran
nay vao thuc té. Cac ma tran c6 uvu diém 1a hé
s6 diém bat dong hau hét rat nho qua cac vong,
va s6 luong phép XOR va Xtimes ciing kha
nhé. Mit khéc, két qua cua [7] chi bao gdm cac
ma tran kich thudc 4, két qua bao gdm ma tran

kich thuéc 4, 8 va 16. Miac du s6 lugng phép
XOR, Xtimes cua cac ma tran cao hon mot
chut so voi ma tran cua [7], cdc ma tran nay
van kha hiéu qua, hoan toan c6 thé ap dung cho
ca mat ma khoi thudng va méa khéi hang nhe.

Trong tai liéu [9], nhom tac gia di tim thay
66 ma tran MDS truy dbi xung nhung khong
dua ra bat ky dénh gia nao cho cac ma tran thu
duoc, nhung trong bai bdo nay, nhom tac gia
d3 tim thiy 520 ma tran nhu vay bang cach sir
dung bién dbi liy thira tryc tiép, nhiéu hon
nhiéu so véi [9]. Bén canh d6 ciing danh gia
520 ma tran nay dé co duoc nhiing ma tran tot
nhit cho thyc thi trong nhing ma trin ma
nhom tac gia di tim thay.

V.KET LUAN

Trong bai bao nay, kha nang tao ra cdc ma
tran MDS truy hoi ddi xtng hiéu qua cho thuc
thi tir mot ma trdn MDS truy hdi ddi xtng hiéu
qua ban dau, nhd phép bién dbi liy thira truc
tiép da duoc chi ra. Sau d6 di danh gia cac ma
tran két qua thu duoc dé dat dugc cac ma tran
t6t nhat cho thyc thi. Pong thoi, nhom tac gia
cling so sanh cac ma tran thu dugc trong bai bao
nay véi cac ma tran thu dugc trong tai li¢u [7]
va [9]. Cac ma trdn MDS truy hdi hiéu qua cho
thyc thi s& c6 y nghia trong thuc thi phan cting.
Chung c6 thé dugc sir dung trong tang khuéch
tan cua nhiéu ma khdi va ham bam nham tiét
kiém tai nguyén va chi phi thuc thi. Hon nira, c6
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thé sir dung cac ma trn nay trong thiét ké ting
khuéch tan cua nhiéu ma khoi va ham bam hang
nhe hi€u qua trong tuong lai.
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