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Abstract—In this paper, we propose a 

method to design signature scheme on ring 

structure with residual classes modulo 

composite. At the same time, we develop several 

new digital signature schemes that are more 

secure, with faster signature generation than 

ElGamal digital signature scheme and its 

variants. Furthermore, our proposed signature 

scheme has overcome some weaknesses of some 

published signature scheme of the same type, 

which are built on ring structure. 

Tóm tắt—Trong bài báo này, chúng tôi đề xuất 

một phương pháp thiết kế lược đồ chữ ký trên cấu 

trúc vành các lớp thặng dự theo modulo hợp số, 

đồng thời phát triển một số lược đồ chữ ký số mới 

an toàn hơn, tốc độ sinh chữ ký nhanh hơn so với 

lược đồ chữ ký số ElGamal cùng với những biến 

thể của nó. Hơn nữa, lược đồ chữ ký do chúng tôi 

đề xuất cũng khắc phục được một số nhược điểm 

của một số lược đồ chữ ký cùng loại, được xây 

dựng trên cấu trúc vành. 

Keywords—Digital signature scheme; Hash; Discrete 

logarithm problem on rings. 

Từ khóa—Lược đồ chữ ký số; hàm băm; bài toán logarit 

rời rạc trên vành. 

I. INTRODUCTION 

The ElGamal digital signature scheme was 

first published in 1985, mentioned in [1-4]. After 

that, a series of research to improve and develop 

variant schemes of the ElGamal scheme, 

typically the GOST R34.10-94[5]; Schnorr[6-7]; 

DSA[8-10]. In general, the order of the 

multiplicative group ℤp of the ElGamal scheme 

and its variants can’t be kept secret. That leeds to 

be insecure when the session key is revealed or 

be coincided [3], [11]. Furthermore, these  
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signature schemes publicize the order of 

multiplicative group ℤp, that led to be insecurity 

when adversaries attacked them with the 

Pollard's Rho algorithm, the Pohlig Hellman 

algorithm, and the Index algorithm calculate[12]. 

On the other hand, the computational cost of 

generating signatures of the ElGamal schema 

and its variants on the field structure ℤp is usually 

higher than the computational cost of schemes of 

the same type on the ring structure ℤn. Because 

on the ring ℤn, if you know how to factorize 𝑛 =

𝑝. 𝑞, by using the Chinese remainder theorem to 

calculate the exponentiation, the inverse modulo, 

the computational cost of these operations will be 

much reduction[12] (more details in Lemma 3). 

In addition to the signature schemes in the field 

structure ℤp, there are a number of signature 

schemes on the ring structure ℤn published in 

[11] and [13-19]. However, these schemes have 

overcome the insecurity in situations where the 

session key is revealed or be coincided. But the 

signature generation speed of these schemes is 

not faster than that of signature schemes of the 

same type in the field structure ℤp. So, we have 

developed a new digital signature scheme that 

overcomes the disadvantages pointed out in 

previously published schemes of the same type. 

II. DEFINITIONS AND SYMBOLS 

This section will review some notations, 

terminologies, definitions and lemmas relating to 

the following parts of the article. 

Definition 1. Convention on some symbols: 

Element k is randomly chosen from the set X: 

k∈𝑅 𝑋  

The concatenation operation the string x with 

the string 𝑦:  𝑥 || 𝑦  
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The bit length of the binary representation of 

a:  𝐿𝑎. 

The order of 𝑔 in ring ℤn: Ordn(𝑔)  

The greatest common divisor of two integers 

𝑎 and 𝑏: 𝐺𝐶𝐷(𝑎, 𝑏)  

Discrete Logarithm Problem on ring ℤn, 

denoted DLPn If 𝑛 = 𝑝 (p is prime) it is denoted 

DLPp, it is called the discrete logarithmic 

problem in the field ℤp.  

Hash: {0, 1}∞ → {0, 1}H where  Hℕ. 

Let 𝑠 ∈ {0, 1}H, 𝑠 = 𝑠0…𝑠𝐻−2𝑠𝐻−1 is a 

binary string. So s̅ ∈ ℕ, that is computed by the 

following formula: 

 𝑠̅ = 𝑠02
𝐻−1 +⋯+ 𝑠𝐻−22 + 𝑠𝐻−1. (1) 

Let 𝑛 ∈ ℕ, 𝑛 = n02
k−1 +⋯+ nk−22 + nk−1 

where nj ∈ {0,1} (j = 0. . (𝑘 –  1) ) and n0 ≠ 0. 

Let H ∈ ℕ denote n[H] is the string 𝐻 − bit which 

calculated by: 

 n[H] = 𝑛𝑘−𝐻𝑛𝑘−𝐻−1…𝑛𝑘−1 if H  k (2) 

 n[H] = 0…0⏟  
𝐻−𝑘

𝑛0𝑛1…𝑛𝑘−1 if H > k (3) 

Definition 2. (Public key digital signature 

scheme) The public key digital signature 

scheme includes the following sets 

(𝑀, 𝑆, 𝑘𝑠, 𝑘𝑏 , 𝐾) where: 

𝑀 is a finite set of messages. 

𝑆 is a finite set of signatures. 

𝐾𝑠 is a finite set of secret keys. 

𝐾𝑏 is a finite set of public keys. 

𝐾 is a finite set of session keys. 

𝐾𝑒𝑦𝐺𝑒𝑛: 𝑘𝑠 → 𝑘𝑏 is the key generation function. 

𝑆𝑖𝑔: 𝑀 𝑘𝑠 𝐾 → 𝑆 is the signature generation 

function. 

𝑉𝑒𝑟: 𝑀𝑆𝑘𝑏 → {“accept”, “reject”} is the 

signature verification function. 

Each member of the system randomly selects 

a secret key 𝑘𝑠 ∈ 𝐾𝑠, calculate the public key 

using the following formula: 

 𝑘𝑏 = KeyGen(ks)  (4) 

The member who owns the secret key 𝑘𝑠 signs 

the message 𝑚,  𝑚 ∈ 𝑀 by the following formula: 

 𝑠 = Sig(𝑚, 𝑘𝑠, 𝑘 ∈𝑅 𝐾). (5) 

The signature s of the message m is sent 

together to the receiver. The receiver who owns 

the public key 𝑘𝑏 will verify the signature via the 

function Ver(𝑚, 𝑠, 𝑘𝑏), if the return value of the 

function Ver(𝑚, 𝑠, 𝑘𝑏) is “accept”, the signature 

𝑠 of the message m is called valid, otherwise the 

function Ver(𝑚, 𝑠, 𝑘𝑏) returns “reject”, the 

signature s is invalid for the message m.  

Lemma 1. Let 𝑛 = 𝑢. 𝑣 where GCD(𝑢, 𝑣) =

1 and 𝐴 = 𝑣. (𝑣−1 𝑚𝑜𝑑 𝑢). Then for all 𝑥 ∈  ℤn, 

denoted 𝑥𝑢 = 𝑥 𝑚𝑜𝑑 𝑢 and 𝑥𝑣 = 𝑥 𝑚𝑜𝑑 𝑣 then 

we have: 

 𝑥 = (𝐴. (𝑥𝑢 − 𝑥𝑣) + 𝑥𝑣) 𝑚𝑜𝑑 𝑛 (6) 

III. ELGAMAL SIGNATURE SCHEME AND ITS 

WEAKNESSES 

A. ElGamal Scheme 

ElGamal digital signature scheme is 

designed on field structure ℤP, 𝑃 is a prime 

number, a generator 𝑔 in the field ℤ𝑃, with order 

of 𝑡, t = Ordpg =  p –  1. Sets (M, S, Ks, Kb, K) 

in the scheme as: 

M = ℤp, S = ℤP
∗ × ℤP−1

∗ , Ks = K = ℤP−1
∗ , Kb = ℤP

∗ . 

The value 𝑥, x ∈ ℤP−1
∗  is the secret key, 𝑦 = 

KeyGen(x) = gx mod P is the public key. 

Algorithm 1. Generate signature in ElGamal 

Input: (x, p), m ∈ ℤp. 

Output: (r, s) ∈  𝑆 is the signature  

1. k ∈R K = [2, P − 2]. 

2. GCD(k, p − 1) ≠ 1 goto 1. 

3. r = gk mod P.  

4. if (r =  0) then goto 1. 

5. z = (m − r. x) mod P –  1 

7. s =  k−1. z mod P − 1 

8. if (s = 0) then goto 1. 

9. return (r, s) 
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Algorithm 2. Verify the signature in ElGamal 

Input: (p, y); the signature (r, s) of the message m 

∈ ℤp. 

Output: “accept” or “reject”. 

1. If (r = 0) or (s = 0) then return “reject” 

2. u = rs mod P 

3. v = yr mod P 

4. If  rs. yr = gm(mod P) then return “accept” 

else return “reject” 

B. Some weaknesses 

The computational cost of the ElGamal 

scheme and its variants is concentrated on the 

exponentiation and inverse calculations. These 

calculations performed in the field structure ℤp 

have a higher computational cost than doing them 

on the ring structure ℤn. The reason is: on ring 

structure, if you know how to factorize n=p.q, by 

using the Chinese remainder theorem to calculate 

the exponentiation, the inverse modulo, the 

computational cost of these operations will be 

much reduction (see Lemma 3). 

The ElGamal schema and its variants all have 

a level of security based on the difficulty of the 

DLPp problem, so they are required to publicly 

the order of the generator element, leading to 

insecure in some of the following cases: 

Case 1, session key is exposed. If the session 

key k is exposed during a signing on a certain 

message m, the following formula is used: 

 𝑠 =  𝑘−1. (𝑚 −  𝑟. 𝑥) 𝑚𝑜𝑑 𝑃 − 1 (7) 

From formula (7), the secret key x can be 

calculated using the following formula (8): 

 𝑥 =  (𝑚 − 𝑠. 𝑘). 𝑟−1𝑚𝑜𝑑 𝑃 − 1   (8) 

Case 2, session key is duplicated. If the 

session key k is duplicate, it means that the two 

messages share the same session key, then the 

attacker can use the following formulas to find 

the secret key calculation formula: 

 𝑠 = 𝑘−1. (𝑚 −  𝑟. 𝑥) 𝑚𝑜𝑑 𝑃 − 1  (9) 

 𝑘 =  𝑠−1. (𝑚 − 𝑟. 𝑥) 𝑚𝑜𝑑 𝑃 − 1  (10) 

 𝑠′ = (𝑘−1. (𝑚′ −  𝑟. 𝑥)) 𝑚𝑜𝑑 𝑃 − 1  (11) 

 𝑘 =  𝑠′−1. (𝑚′ − 𝑟. 𝑥) 𝑚𝑜𝑑 𝑃 − 1 (12) 

From formulas (10) and (12) deduce 

equality (13): 

𝑠−1. (𝑚 − 𝑟. 𝑥) =  𝑠’−1. (𝑚’ − 𝑟. 𝑥) 𝑚𝑜𝑑 𝑃 − 1 (13) 

From equality (13), it is easy to calculate the 

secret key x using formula (14): 

𝑥 =  (𝑠′−1. 𝑚′ − 𝑠−1. 𝑚). (𝑠′−1. 𝑟 −

𝑠−1. 𝑟)−1𝑚𝑜𝑑 𝑃 − 1       (14) 

Case 3, it faces the risk of being attacked by 

some algorithms that solve discrete logarithmic 

problems based on the order of the generator, 

typically Pohlig Hellman's Algorithm, Pollard's 

Rho algorithm and Index calculate algorithm, 

which has been demonstrated in [12]. 

IV. PROPOSING NEW DIGITAL SIGNATURE SCHEME 

ON THE RING ℤN 

A.  Basic signature scheme - BSS 

The content of this section presents a method 

to design a secure digital signature scheme based 

on the discrete logarithm problem on ring of the 

residual classes modulo composite. 

1. Definition of basis sets 

The sets (𝑀, 𝑆, 𝑘𝑠, 𝑘𝑏 , 𝐾) is defined as follows: 

The finite set of messages 𝑀 = {0,1}∞. 

The finite set of signatures 𝑆 = ℤ2𝐻
∗ ℤt

∗. 

The finite set of secret keys 𝑘𝑠, 𝑘𝑠 = ℤt
∗. 

The finite set of public keys 𝑘𝑏, 𝑘𝑏 = ℤn
∗ . 

The finite set of session keys 𝐾, 𝐾 = ℤ𝑡
∗. 

Euler's function φ(n). 

2. General parameters 

Numerical size modulo n and the order of the 

generator 𝑔, are denoted respectively 𝐿𝑛, 𝐿𝑡, 

Hash function: {0,1}∞ → {0,1}H, 𝐿𝑡 =  𝐻 +  2. 

3. General Formula 

Calculate keys: 𝑥 is the secret key,  𝑦 =

𝐾𝑒𝑦𝐺𝑒𝑛(𝑥) = 𝑔𝑥 𝑚𝑜𝑑 𝑛 , 𝑦 is the public key. 

𝑟 = (𝑔𝑘 𝑚𝑜𝑑 𝑛) 𝑚𝑜𝑑 2𝐻 với k ∈R [1, t − 1] 
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𝑠 = 𝑘. (𝑓1(𝑚, 𝑟). 𝑥 + 𝑓2(𝑚, 𝑟))
−1 𝑚𝑜𝑑 𝑡. 

Algorithm 3. Generate parameters in BSS 

Input: 𝐿𝑝 = 𝐿𝑞 =
𝐿𝑛

2
;  

Output: ((𝑝, 𝑞), 𝑐𝑛, 𝑔, (𝑔𝑝, 𝑔𝑞), 𝑡, (𝑝1, 𝑞1), 𝑐𝑡, 𝑥, 𝑦) 

1. Generate two prime numbers 𝑝, 𝑞, corresponding 

size is Lp, Lq −bit. Calculate 𝑛, 𝑛 = 𝑝. 𝑞 and 𝑐𝑛 =

𝑞. (𝑞−1𝑚𝑜𝑑 𝑝). 

2. Generate two prime numbers 𝑝1, 𝑞1 satisfy: 

𝑝1 ≠ 𝑞1, 𝑝1|(𝑝 − 1), 𝑞1|(𝑞 − 1)  

𝑞1 ∤ (𝑝 − 1) và 𝑝1 ∤ (𝑞 − 1), 𝐿𝑝1 = 𝐿𝑞1 =
𝐻

2
+ 1 

3. Calculate 𝑡 = 𝑝1. 𝑞1, 𝑐𝑡 = 𝑞1. (𝑞1
−1𝑚𝑜𝑑 𝑝1), 

4. The generator g in the group ℤt
∗, which has the 

order of n, denoted by Ordn(𝑔) =  𝑡, it is calculated 

by the following formula:  

5. 𝑔 = 𝛼
𝜑(𝑛)

𝑝1.𝑞1 mod n  với ∀𝛼, (𝛼, 𝑛) = 1 

6. Calculate  𝑔𝑝 = 𝑔 𝑚𝑜𝑑 𝑝 and 𝑔𝑞 = 𝑔 𝑚𝑜𝑑 𝑞. 

7. Generate the secret key x, it is randomly selected in 

ℤt
∗ and calculates the public key 𝑦 based on the secret 

key 𝑥,  𝑦 = 𝐾𝑒𝑦𝐺𝑒𝑛(𝑥) = 𝑔𝑥 𝑚𝑜𝑑 𝑛 .  

The tupble of sets 

((𝑝, 𝑞), 𝑐𝑛, (𝑔𝑝, 𝑔𝑞), 𝑡, (𝑝1, 𝑞1), 𝑐𝑡 , 𝑥) for the sender  

to sign and tuple of parameters (𝑛, 𝑔, 𝑦) for the 

reciever to verify.  

Algorithm 4. Generate the signature in BSS 

Input: 𝑚, ((𝑝, 𝑞), 𝑐𝑛, (𝑔𝑝, 𝑔𝑞), 𝑡, (𝑝1, 𝑞1), 𝑐𝑡 , 𝑥)  

Output: (𝑟, 𝑠) is the signature of the message 𝑚. 

1. 𝑘 ∈𝑅 [1, 𝑡 − 1]; 𝑘𝑝 = 𝑘 𝑚𝑜𝑑 𝑝1; 

2. 𝑘𝑞 = 𝑘 𝑚𝑜𝑑 𝑞1; 

3. if (kp = 0) or (kq = 0) then goto 1; 

4.  rp = gp
kpmod p; 𝑟𝑞 = 𝑔𝑞

𝑘𝑞𝑚𝑜𝑑 𝑞; 

5. 𝑟 = ((𝑐𝑛(𝑟𝑝 − 𝑟𝑞) + 𝑟𝑞) 𝑚𝑜𝑑 𝑛)  𝑚𝑜𝑑 2
𝐻; 

6. 𝑓1 = 𝑓1(𝑚, 𝑟); 

7. if (𝑓1 = 0) then goto 1. 

8.  𝑓2 = 𝑓2(𝑚, 𝑟);  𝑤 = (𝑓1. 𝑥 + 𝑓2) ; 

9.  𝑤𝑝 = 𝑤 𝑚𝑜𝑑 𝑝1; 𝑤𝑞 = 𝑤 𝑚𝑜𝑑 𝑞1; 

10.  if (𝑤𝑝 = 0) 𝑜𝑟 (𝑤𝑞 = 0) then goto 1; 

11.  𝑧𝑝 = 𝑤𝑝
−1 𝑚𝑜𝑑 𝑝1; 𝑧𝑞 = 𝑤𝑞

−1 𝑚𝑜𝑑 𝑞1; 

12.  𝑧 = (𝑐𝑡. (𝑧𝑝 − 𝑧𝑞) + 𝑧𝑞) 𝑚𝑜𝑑 𝑡; 

13.  𝑠 = 𝑘. 𝑧 𝑚𝑜𝑑 𝑡; 

14.  return (𝑟, 𝑠); 
 

Algorithm 5. Verify the signature in BSS 

Input: 𝑚, with the signature (𝑟, 𝑠), (𝑛, 𝑔, 𝑦). 

Output: Return "accept" or "reject". 

1. if (𝑠 =  0) theo return “reject”; 

2. 𝑓1 = 𝑓1(𝑚, 𝑟); 

3. if (𝑓1 = 0) theo return “reject”; 

4. 𝑎 = 𝑦𝑓1 mod 𝑛; 𝑓2 = 𝑓2(𝑚, 𝑟); 

5. 𝑏 = 𝑔𝑓2  mod 𝑛; 𝑐 = 𝑎. 𝑏 mod 𝑛; 

6. 𝑤 = (𝑐𝑠 (𝑚𝑜𝑑 𝑛)) mod 2𝐻; 

7. if (𝑤 =  𝑟) then return “accept” else “reject”; 

4. Correctness 

Whether Algorithm 4 can be terminated 

depends on three iterations, at steps 3, 7 and 10. 

Applying Lemma 4, the probability that these 

iterations occur once is approximately 1. The 

other steps of the algorithm will obviously be 

executed and algorithm 4 will terminate, 

resulting in the signature (𝑟, 𝑠). The input to 

algorithm 5 is the signature (𝑟, 𝑠) of the message 

𝑚 generated by the algorithm 4 and the public 

key 𝑦. Obviously, if (𝑟, 𝑠) is a valid signature 

then 𝑠 ≠  0 and the value 𝑤 calculated in 

algorithm 5 will be equal to the value 𝑟 

calculated in algorithm 4, namely: 

 𝑠 = 𝑘.𝑤−1 𝑚𝑜𝑑 𝑡  (15) 

 = k. (f1(m, r). x + f2(m, r))
−1
mod t (16) 

We have: 

 𝑘 = 𝑠. (𝑓1(𝑚, 𝑟). 𝑥 + 𝑓2(𝑚, 𝑟)) 𝑚𝑜𝑑 𝑡 (17) 

Thus  

  𝑔𝑘𝑚𝑜𝑑 𝑛 = 𝑔𝑠.𝑓1(𝑚,𝑟).𝑥. 𝑔𝑠.𝑓2(𝑚,𝑟) 𝑚𝑜𝑑 𝑛 (18) 

We have: 

 𝑟 = (𝑔𝑘𝑚𝑜𝑑 𝑛) 𝑚𝑜𝑑 2𝐻=  
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 = 𝑔𝑠.𝑓1(𝑚,𝑟).𝑥. 𝑔𝑠.𝑓2(𝑚,𝑟) 𝑚𝑜𝑑 𝑛) 𝑚𝑜𝑑 2𝐻 (19) 

The value  𝑤 calculated in algorithm 5 as follows: 

 w = ((𝑦𝑓1(𝑚,𝑟). 𝑔𝑓2(𝑚,𝑟))
𝑠
 𝑚𝑜𝑑 𝑛) 𝑚𝑜𝑑 2𝐻 (20) 

From (18) and (20) we have 𝑤 =  𝑟, that is, 

algorithm 5 returns “accept”, which proves that 

the signature scheme BSS is correct. 

B. Proposing Signature scheme SS01 

By replacing the general functions 𝑓1(𝑚, 𝑟) 

and 𝑓2(𝑚, 𝑟) in the BSS signature scheme with 

specific functions, we have the following SS01 

signature scheme: 

- With the general function 𝑓1(𝑚, 𝑟) =1 

- 𝑓2(𝑚, 𝑟)  = 𝐻𝑎𝑠ℎ(𝑚||𝑟[𝐻])̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ .  

The signature scheme SS01, including 

signing algorithm, signature verification 

algorithm. Particularly, the parameter generation 

algorithm in SS01 is inherited from BSS. 

Algorithm 6. Generate signature in SS01 

Input: m, ((𝑝, 𝑞), 𝑐𝑛, (𝑔𝑝, 𝑔𝑞), 𝑡, (𝑝1, 𝑞1), 𝑐𝑡 , 𝑥) 

Output: (𝑟, 𝑠) is the signature of the message 𝑚. 

1. k ∈𝑅 [1, 𝑡 − 1]; 𝑘𝑝 = 𝑘 𝑚𝑜𝑑 𝑝1;  

2. 𝑘𝑞 = 𝑘 𝑚𝑜𝑑 𝑞1; 

3. if (𝑘𝑝 = 0) 𝑜𝑟 (𝑘𝑞 = 0) then goto 1; 

4. 𝑟 𝑝 = 𝑔𝑝
𝑘𝑝𝑚𝑜𝑑 𝑝; 𝑟𝑞 = 𝑔𝑞

𝑘𝑞𝑚𝑜𝑑 𝑞; 

5. 𝑟 = ((𝑐𝑛(𝑟𝑝 − 𝑟𝑞) + 𝑟𝑞) 𝑚𝑜𝑑 𝑛)  𝑚𝑜𝑑 2
𝐻; 

6.  𝑓2 = 𝐻𝑎𝑠ℎ(𝑚||𝑟[𝐻])̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ; 

7. 𝑤 = (𝑥 + 𝑓2); 

8. 𝑤𝑝 = 𝑤 𝑚𝑜𝑑 𝑝1; 

9. 𝑤𝑞 = 𝑤 𝑚𝑜𝑑 𝑞1; 

10.  if (𝑤𝑝 = 0) 𝑜𝑟 (𝑤𝑞 = 0) then goto 1; 

11.  𝑧𝑝 = 𝑤𝑝
−1 𝑚𝑜𝑑 𝑝1; 𝑧𝑞 = 𝑤𝑞

−1 𝑚𝑜𝑑 𝑞1; 

12.  𝑧 = (𝑐𝑡(𝑧𝑝 − 𝑧𝑞) + 𝑧𝑞) 𝑚𝑜𝑑 𝑡; 

13.  𝑠 = 𝑘. 𝑧 𝑚𝑜𝑑 𝑡; 

14.  return (r, s) 

 

Algorithm 7. Verify the signature in SS01 

Input: Parameters: the key (𝑛, 𝑔, 𝑦); the signature 

(𝑟, 𝑠) of message 𝑚 

Output: Return "accept" or "reject" 

1. if (s = 0) then return “reject”; 

2. 𝑓2 = 𝐻𝑎𝑠ℎ(𝑚||𝑟[𝐻]̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅); 

3. 𝑤 = (𝑦. 𝑔𝑓2)𝑠 𝑚𝑜𝑑 𝑛) 2𝐻; 

4. if (w = r) then return “accept” Else “reject”; 

Correctness: Because the BSS scheme is 

correct, the SS01 scheme is obviously correct. ■ 

V. ANALYSIS OF PROPOSING DIGITAL SIGNATURE  

To analyze the proposed signature scheme, 

suppose the number modulo 𝑛 of the proposed 

scheme, 𝑛 = 𝑝. 𝑞 where 𝑝 and 𝑞 are primes of 

equal size. (𝐿𝑝 = 𝐿𝑞 =
𝐿𝑛

2
= 𝐿 ). The number 

modulo 𝑃 in the ElGamal signature scheme has 

𝐿𝑃 = 𝐿𝑛 = 2𝐿. Suppose 𝐻 ≥ 512 −bit, 𝑡 =

𝑝1. 𝑞1 and 𝐿𝑡 ≥ 514 −bit. Some cost estimates of 

the algorithms of ElGamal schema and RSA 

schema in [12] are included to compare with the 

proposed scheme. 

A. Computational cost 

Suppose the notation 𝑀𝑙 is the number of bit 

operations that perform the multiplication of two 

positive integers modulo of size 𝑙 − bit. The 

function that performs the calculation 𝑎𝑒 𝑚𝑜𝑑 𝑛 

is denoted by 𝑃𝑜𝑤(𝑎, 𝑒, 𝑛). 

Lemma 2: Suppose 𝑎, 𝑒, 𝑛 are positive integers 

of size 𝐿𝑎 , 𝐿𝑒 , 𝐿n −bit. The cost of calculating the 

function 𝑃𝑜𝑤(𝑎, 𝑒, 𝑛) = 𝑎𝑒 𝑚𝑜𝑑 𝑛 based on the 

squaring and multiplying algorithm, denoted 

𝐶𝑃𝑜𝑤(𝐿𝑎,𝐿𝑒,𝐿n)
 is as follows: 

 𝐶𝑃𝑜𝑤(𝐿𝑎,𝐿𝑒,𝐿n)
≈ 1.5. 𝐿𝑒. 𝑀𝐿𝑛  (21) 

Proof: Using the squaring and multiplying 

algorithm, to calculate the function 𝑃𝑜𝑤(𝑎, 𝑒, 𝑛), 

it is necessary to perform 𝐿e squared and 𝑊(𝑒) 

reduced multiplication modulo 𝐿n −bit. We have 

𝐶𝑃𝑜𝑤(𝐿𝑎,𝐿𝑒,𝐿n)
≈ 𝐿𝑒 +𝑊(𝑒) calculation 𝑀𝐿𝑛. 

Given that an integer e has size 𝐿𝑒 − bit the mean 
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of the number of 1 bits in the binary 

representation of e, denoted 𝑊(𝑒) =
𝐿𝑒

2
 , thus: 

𝐶𝑃𝑜𝑤(𝐿𝑎,𝐿𝑒,𝐿n)
≈ (𝐿𝑒 +

𝐿𝑒

2
).𝑀𝐿𝑛 = 1.5. 𝐿𝑒 . 𝑀𝐿𝑛 ■ 

Lemma 3. Let 𝑛 =  𝑝. 𝑞 where 𝑝, 𝑞 are two 

primes of the same size, and e has the same size 

as φ(n). Then if p and q are known, then: 

(i) The cost of calculating 𝑎𝑒 𝑚𝑜𝑑 𝑛 is only 

equal to 
1

4
 of the cost of calculating the above 

value if 𝑝, 𝑞 are not known. 

(ii) The cost of calculating 𝑎−1 𝑚𝑜𝑑 𝑛 when 

factoring 𝑛 = 𝑝. 𝑞 is known is only equal to  
1

2
 

the cost of calculating the above value if 𝑝, 𝑞 are 

not known. 

Proof: 

(i). According to Lemma 3, to solve 𝑥 =

𝑎𝑒 𝑚𝑜𝑑 𝑝 and 𝑥 = 𝑎𝑒 𝑚𝑜𝑑 𝑞 where 𝐿p  =  𝐿𝑞 =  
𝐿𝑛

2
= 𝐿 has cost of calculating as1,5.2. 𝐿.𝑀2𝐿 =

 12. 𝐿3 bit operations. We are going to prove that 

𝑛 = 𝑝. 𝑞 is known, the calculation 𝑎𝑒 mod 𝑛 has 

a cost of calculating equal to 
1

4
 the cost of 

calculating 𝑎𝑒 mod 𝑛 in the usual way. Indeed, 

to compute 𝑎𝑒 mod 𝑛[12], we have to 

perform𝑎𝑒𝑝 mod 𝑝 and 𝑎𝑒𝑞 mod 𝑞 (where ep = e 

mod (𝑝 −  1) and 𝑒𝑞= e mod (𝑞 −  1) has a 

computational cost of 2.(
3

2
.L3) bit operations. We 

have 
2.1,5.𝐿3

12.𝐿3
 =

1

4
, which means that if we apply the 

Chinese remainder theorem to calculate 

exponentiation modulo, the computational cost 

will be reduced by 4 times. 

(ii) By the same argument, it is easy to prove that 

the cost of calculating of 𝑎−1 𝑚𝑜𝑑 𝑛 when we 

know that prime factorization 𝑛 = 𝑝. 𝑞 focuses 

mainly on the two operations xp  = a−1 mod p  

and 𝑥𝑞 = 𝑎
−1 𝑚𝑜𝑑 𝑞 has a computational cost of 

2𝑙2 bit operations. Also, the computational cost 

of the calculation a−1 mod n is (2𝐿)2 = 4𝐿2. So 

we have  
2𝐿2

4𝐿2
=
1

2
, that is, if we apply the Chinese 

remainder theorem to calculate exponentiation 

modulo, the computational cost will be reduced 

by 2 times.∎   

Lemma 4. Suppose the ring ℤn has a generator 

𝑔 where 𝑡 = 𝑂𝑟𝑑𝑛𝑔. Let 𝑡𝑝, 𝑡𝑞 are distinct 

primes, each is about the same size and satisfies 

𝑡 = 𝑡𝑝. 𝑡𝑞 > 2
𝐻. The probability of the loop in 

the proposed scheme is executed only one time 

be approximately 1 when 𝐻 ≥ 512. 

Proof:   

Obviously, the event that each loop in the 

signature generation algorithm of the proposed 

digital signature schemes is approximately 1 is 

equivalent to the following events: (𝑘𝑝 ≠ 0) or 

(𝑘𝑞 ≠ 0) or (𝑤𝑝 ≠ 0) or (𝑤𝑞 ≠ 0) or (𝑓1 ≠ 0) 

occurs from the first loop. 

It is easy to see that the event (𝑘𝑝 = 0) 

occurs only when 𝑘 = 𝑝1 with probability 
1

t
. 

Similarly, the event (𝑘𝑞 = 0) occurs only when 

𝑘 = 𝑞1 with probability 
1

t
. The argument is 

similar with events (𝑤𝑝 = 0) and (𝑤𝑞 = 0) also 

occurring with probability 
1

t
. Since 𝐿𝑡 = 𝐻 + 2, 

1

t
=

1

2𝐻+2
≈ 0 when 𝐻 ≥  512. Therefore, the 

probability of events (𝑘𝑝 ≠ 0), (𝑘𝑞 ≠

0), (𝑤𝑝 ≠ 0) or (𝑤𝑞 ≠ 0) is approximately 1. 

Because the chosen Hash is a secure hash 

(𝑓1 = 𝐻𝑎𝑠ℎ(𝑚||𝑟[𝐻]̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅)), the event (𝑓1 ≠ 0) 

occurs with probability approximately 1.■ 

1. Computational costs 

We only focus on analyzing the 

computational cost of the proposed scheme in the 

signature generation and verification algorithm. 

Obviously, the computational cost in these 

algorithms focuses mainly on exponentiation, 

inverse modulo and number of iterations in the 

algorithm. Lemma 4 has shown that the 

probability that the loop event in the signature 

generation algorithm occurs once is 

approximately 1, so we consider the algorithms 

to have no iterations. Based on Lemma 2 and 4, 

the results of calculation cost estimation for the 

proposed scheme are as follows: Algorithm 6: 

Assuming addition, subtraction and modulo 

reduction operations are ignored, the estimated 

cost of algorithm 6 is as follows: 2 exponents 
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modulo p, so the total costs is 2(1.5.
𝐿𝑡

2
𝑀𝐿); a 

multiplication modulo n costs of 𝑀2𝐿; two 

inversions modulo of size  
𝐿𝑡

2
, có costs of 2𝑀𝐿𝑡

2

; 

two multiplications modulo t cost of 2𝑀𝑡. 

Therefore, the computational cost (number of bit 

operations) is: 3𝐿𝑡 . 𝑀𝐿 +𝑀2𝐿 + 2𝑀𝐿𝑡
2

+ 2𝑀𝑡. 

Algorithm 7: Assuming that ignoring modulo 

reductions, the conditional test of s, algorithm 7 

has two powers (Suppose if the output of the 

Hash function has 𝐻 = 512, then 𝐿𝑡 = 514 the 

size of the exponent is 𝐿𝑠 ≈ 512 and 𝐿𝑓2𝑠 ≈

1000) and one multiplication modulo 𝑛. Thus, 

the estimated cost of the calculation is: 

1.5.𝐿𝑠𝑀2𝐿 + 1.5. 𝐿𝑓2𝑠. 𝑀2𝐿 +𝑀2𝐿. 

TABLE I.  COMPUTATIONAL COSTS 

Scheme 
Signature 

generation 

Signature 

verification 
Note 

SS01 

≈ 3𝐿𝑡 .𝑀𝐿
+𝑀2𝐿 + 2𝑀𝐿𝑡

2

+ 2𝑀𝑡 

≈ 1.5. 𝐿𝑠𝑀2𝐿
+ 1.5. 𝐿𝑓2𝑠 . 𝑀2𝐿
+𝑀2𝐿 

𝑀𝑖 is bit 

operations 

2. Storage space 

Space to store the signatures of proposed 

schemes (𝑟, 𝑠) equal 2𝐿𝑡, which is much smaller 

than the storage space cost of signatures in 

ElGamal and RSA schemes. However, 

considering the entire proposed digital signature 

scheme system for authentication, the cost of 

storage space will depend on the number of 

members in the system. Whenever two members 

exchange information and use SS01 signature 

schemes for authentication, requires the two 

members to use a separate parameter set, 

consisting of 11 elements whose total number of 

bits to store is 7𝐿 +  5𝐿𝑡 −bit. Suppose κ is the 

number of members in the system using the 

signature, then 𝐶𝐾
2 transactions are different, so 

the parameter storage space cost of the proposed 

digital signature schemes will be 𝐶𝐾
2(7𝐿 +

 5𝐿𝑡) −bit. Therefore, the proposed digital 

signature scheme has a storage space cost many 

times greater than the cost of storage space 

compared to ElGamal signature scheme or its 

variant schemes in the field structure ℤp. The 

results of the estimation of the computational cost 

and storage space of the proposed signature scheme 

compared with the ElGamal and the RSA signature 

schemes are shown in the following table: 

TABLE II.  COMPUTATIONAL COST AND STORAGE 

SPACE 

Scheme 
Signature 

generation 

Signature 

verification 

Storage 

space 

Comp. 

cost 

RSA ≈ 3𝐿.𝑀2𝐿 ≈ 128. 𝑀2𝐿 ≈ 2𝐿 ≈ 6. 𝐿 

ElGamal 
≈ 3𝐿.𝑀2𝐿 +  

3. 𝑀2𝐿 

≈ 9.L.𝑀2𝐿+ 

2.𝑀2𝐿 
≈ 4. 𝐿 ≈ 6. 𝐿 

SS01 

≈ 3𝐿𝑡 . 𝑀𝐿
+𝑀2𝐿
+ 2𝑀𝐿𝑡

2

+ 2𝑀𝑡 

≈ 1.5. 𝐿𝑠𝑀2𝐿
+ 1.5. 𝐿𝑓2𝑠 .𝑀2𝐿
+𝑀2𝐿 

≈ 2. L𝑡 
≈ 𝐶𝐾

2 . 

(7𝐿 + 5𝐿𝑡) 

B. Security 

Proposition 1. The proposed signature scheme 

SS01 is secure in situations of coinciding or 

revealing of session key. 

Proof:  

The session key is generated in each 

transaction, so the possibility of it being revealed 

still occurs with a certain probability (side 

channel attack). Moreover, according to the 

"birthday paradox", the possibility of the same 

session key is quite high. However, our proposed 

schemes secure the order of the generator (the 

order of the generator, denoted t). When the 

session key is coincided or revealed, it is difficult 

for the attacker to calculate the secret key. In the 

following, we proceed to consider two cases of 

coinciding or revealing of session key that 

happens in the scheme SS01 but it is still secure. 

(i) Assuming the session key 𝑘 is revealed, 

because the parameter t is unknown, the attacker 

cannot determine z from the formula 𝑠 =

𝑘. 𝑧 𝑚𝑜𝑑 𝑡. Since he cannot determine z and t, 

𝑤 = (𝑓1. 𝑥 + 𝑓2) mod 𝑡 cannot be determined 

and therefore x cannot be determined. 

(ii) The situation where the session key 𝑘 is 

coincided, when signing the message m to get the 

signature is (𝑟, 𝑠) and signing the message m’ to 
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get the signature (𝑟′, s′). Based on the signature 

generation algorithm, the messages m, 𝑚′ have 

the following formula for calculating s, s′ 

respectively: s = k. z mod t and s′ =

k. z ′mod t. From these two formulas, we have: 

s. z = s′−1. z ′mod t. Since t is kept secret, it is 

difficult for an attacker to determine the z and w 

components, so it is difficult to determine the 

secret key x from the formula: w = (f1. x +

f2) mod 𝑡. ∎ 

Proposition 2. The proposed signature scheme 

SS01 is secure when the attacker uses algorithms 

to solve the discrete logarithmic problem based 

on the order of the generator, typically: Pohlig 

Hellman algorithm, Index calculate algorithm, 

rho Pollard algorithm to calculate the discrete 

logarithm [12].  

Proof:  

This is obvious, since the Pohlig Hellman, 

Index calculate and rho Pollard algorithms for 

calculating discrete logarithms, which require 

the input to have the order of the multiplication 

group (or the order of the generator g), denoted 

Ordg. In addition, the public components of the 

proposed signature scheme hide the order of the 

multiplication group, so they do not work.∎ 

CONCLUSION 

In this paper, before proposing a new digital 

signature scheme, we have demonstrated that the 

ElGamal scheme is not secure in situations where 

the session key is coincided or revealed. 

Moreover, we have analyzed, evaluated and 

pointed out some weaknesses of the published 

signature scheme on ring structure ℤn, which are: 

The Chinese remainder theorem has not been 

applied to calculate exponents and inverses in the 

signature generation algorithm, so the 

computational cost in the signature generation 

algorithms is still high. To overcome the 

weaknesses of the signature schemes that we 

have considered, we have proposed a method of 

designing a signature scheme based on that 

method. We have developed a new digital 

signature scheme that is secure in situations 

where the session key is coincided or revealed. 

Moreover, the signature generation speed of the 

proposed scheme is much faster than that of the 

published signature schemes of the same type on 

the ring ℤn. However, we acknowledge that the 

proposed signature scheme uses much larger 

storage space than  the published signature 

schemes of the same type on the field structure ℤp. 
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