Khoa hoc va Cong nghé trong linh vu¢ An toan thong tin

Mot giai phap quan 1y két ndi mat
cho IPSec trén FPGA

T6m tit—IPSec (Internet Protocol Security) 1a
bd giao thitc an toan nhim bao vé luu lwong dir
liéu qua mang Internet. Mdi két ni mat trong mo
hinh trién khai IPSec c6 mgt bo thuit toin, tham
s6 bao mat riéng. P& dam bio cac két ndi mat
hoat dong 6n dinh trong méi truwdng truyén tin
v6i biang théng 16m, viéc quan 1y nhiéu két ndi
méat dong thoi trén thiét bi IPSec dong vai tro vo
cung quan trgng. Do tinh phirc tap cia qua trinh
quan Iy, théng thuwong vin dé nay dwoge thue hién
bang phin mém trén hé diéu hanh. Giai phap nay
bi han ché do qua trinh trao d6i dir li¢u giira vi
mach Field Programmable Gate Array (FPGA)
va b vi xir ly. Trong bai viét nay, nhém tac gia
dwa ra mdt giai phap to chirc, quan Iy két ndi mat
sau khi sir dung giao thirc Internet Key Exchange
(IKE) dé trao dbi khéa cho IPSec trén FPGA sir
dung ngdn ngir md ta phan cing, nhim dap tng
yéu cau tdc dd cao v6i nhicu két noi.

Abstract—IPSec (Internet Protocol Security) is
a secure protocol aiming to protect data traffic
via the Internet. There is a separate set of
algorithms and security parameters in each
secure connection in the IPSec deployment model.
In order to ensure stable connections in high-
bandwidth environments, managing multiple
secure connections simultaneously on IPSec
devices holds a significant role. Due to the
complexity of the management process, this is
commonly done by software on the operating
system. This solution is restricted due to data
exchange between field-programmable gate array
(FPGA) and microprocessor. In this article, a
solution was proposed to organize and manage a
confidential connection after using Internet Key
Exchange (IKE) to exchange keys for IPSec
directly using hardware description language on
FPGA, aiming to meet high-speed requirements
with many connections.

Tir khba—IPSec; IKE; FPGA; ESP; bdo mdt déng gdi.

Keyword—IPSec; IKE; FPGA; ESP; Encapsulating
Security Payload.
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1. GIG1 THIEU

IPSec la mot bo giao thirc bao mat duoc
chuan hoéa bsi Nhom dic nhiém ky thuat
internet (Internet Engineering Task Force) véi
muc dich cung cip cac co ché ma héa, xéc thyc
va dam bdo tinh toan ven dir liéu qua mang
bang giao thoc IP. M6t md hinh trién khai
IPSec thuong st dung duoc thé hién nhu trén
Hinh 1 [2].

Thiét bi bao mat

Thiét b bao mt

Hinh 1. M6 hinh trién khai IPSec.

Khi mdi cip mang (thiét bi bao mat) trong
mo hinh trién khai IPSec thiét 1ap két ndi, chung
phai dong nhat vé mot tap hop céc giao thirc bao
mat, thudt toan ma hoa va khdéa ma. Mot trong
nhitng giao thirc thyc hién qua trinh trao ddi va
thoa thuan khoa trong ché do bao mat IPSec
duoc st dung rong rai va hiéu qua do la IKE
[3]. Mdi két ndi trong mé hinh trién khai IPSec
su dung giao thic IKE s€& c6 mot bo tham sb
bdo mat va thuat toan riéng. Do do, trong mdt
mé hinh trién khai c6 nhiéu thiét bi, dé dam bao
cac két ndi hoat dong on dinh trong moi truong
truyén tin v6i bang thong 16n, doi hoi viée quan
Iy khoa cho cac két nbi dong thoi trén thiét bi
bao mat [PSec dong vai tro vo cung quan trong.

Mit khac, mdi mot két ndi doi hoi nhidu cip
khoa khac nhau nhim phuc vu cho qua trinh ma
hoa/giai ma dir 1i€u hoac xac thyuc tinh toan ven
ciia dir liéu trong cdu trac bao mat dong goi
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(Encapsulating Security Payload - ESP) [2].
Nhu vay, mdi két ndi s& co6 4 cap khoa khac
nhau bao gém: mot khoa cho ma hoa, mot khoa
cho gidi ma va mdt cdp khoa phuc vu cho qua
trinh xac thuc tinh toan ven dir liéu.

Hién nay, cac san phdm bao mat IPSec
thuong duoc thiét ké dua trén cong nghé FPGA,
vi cong nghé nay cho phép ché tao ra cac thiét
bi ¢6 toc dd ma hoa va do bao mat cao. Trong
do, phﬁn mat ma s€ dugc thuc hién béng ngdn
ngir mo ta phan ctng, giao thirc trao d6i khoa s&
duoc thuc hién béng phﬁn mém hodc bd vi xtt ly
nhiing dugc thé hién nhu trén so d6 Hinh 2 [7].

— >
SPD SPD
N ke k7!
/] N\
——— —
SAD IPsec A IPsec SAD

Hinh 2. Ciu trac hé thong IPSec.

C6 rat nhiéu giai phap trién khai IPSec duoc
cong bd, tuy nhién da phan khong trinh bay giai
phap t6 chitc SAD cho nhiéu két ndi mat véi
nhiéu cip khéa khac nhau déi vai ting két ndi
[7], [8]. Bén canh do, ciing c6 mot s6 san pham
IPSec thuong mai st dung FPGA [9] hoac GPU
[10], nhung cac san pham nay khong cung cap
giai phap thuc thi IPSec.

Dé dap tmg duoc yéu cau tdc do cao cho cac
két ndi trong mé hinh IPSec, sau khi thyuc hién
trao d6i khoa IKE xong, viéc quan 1y va phan
phdi khoa cho timg két ndi trén FPGA 1a vo
cung quan trong, nd anh hudng tdi qua trinh
thuc hién dong goi ESP, ma hoa/giai ma va xac
thuc tinh toan ven dir liéu, dan toi anh huong
téc do truyén/nhan dir liéu cua thiét bi. Trong
bai bao nay, nhom tac gia trinh bay mot giai
phap nhiam quan 1y khéa cho nhiéu két nbi va
phan phéi khéa cho timg két ndi sir dung kit
DE4 cua hang Intel.

4 S61.CS (13)2021

II. MO HINH THUC HIEN FPGA
A. M6 hinh giao tiép gizza bé vi xir Iy va FPGA
bé thuc hién truyén cac bod tham sb mat ma

cho cac két ndi tir bo vi xir Iy xudng cho FPGA,
nhom téac gia thict ké theo so do Hinh 3.

Vi xir Iy

FIFO_IN FIFO_OUT
PSR

TSE H SELECT IP H ESP '— TSE > Mans
ngoair - trong
T BUFF_OUT

VDdd

Hinh 3. Giao tiép giita bo vi xir Iy va FPGA.

Trong md hinh trén, bo vi xur 1y s€ thuc hién
giao tiép voi FPGA thong qua cic bd nhd FIFO,
lam nhiém vu quan 1y va trao ddi khoa theo giao
thirc IKE. Khdi TSE [1] s& doc ghi goi tin tir
cong mang dwa vao thiét bi dé sin sang xir 1y.
Dit liéu sau khoi TSE dugc dua vao khdi
SELECT _IP, khdi nay c6 nhiém vu phén tich
goi tin nham xé4c dinh cac goi tin 14 ESP hay
IKE. Cac g6i IKE s& duoc dua dén khoi
BUFF _IN trudc khi giri dén FIFO IN dé bo vi
xur 1y doc va xir 1y goi IKE phuc vy viée trao doi
khéa. B vi xir Iy NIOS thyc hién xir 1y trao doi
khoa IKE, giri goi tin IKE xudng FPGA qua
FIFO_OUT. Két thiic qué trinh trao doi khoa,
bo vi xir 1y giri khoa ESP xudng FPGA qua
FIFO OUT. Khoi SELECT PARA doc dit liéu
do NIOS guri xudng tir FIFO OUT, phén tich
goi tin nham xac dinh géi tin IKE va géi tin
chira khoa ESP. Néu 1a goi tin IKE s& dugc gt
ra BUFF_OUT dé chuyén sang khdi TSE dong
g06i va giri di. Néu 1a goi tin chira khoa ESP s&
duogc giri sang khdi ESP.

B. M6 hinh trién khai ESP trén FPGA
1. Cau tric goi tin ESP

Giao thie ESP thuc hién ma hoa dit liu, ky
dir liéu cua goi tin, kha nang chdng lai kiéu tan
cong phat lai (replay) va cac dich vu bao dam
cho su toan ven cta cac goi tin trong giao thic
IP. IPSec dugc trién khai theo giao thirc ESP



theo ché do Transport (Hinh 4b) hoic Tunnel
(Hinh 4c¢).

Original TCP

P Data
— header

h) Cau tric goi tin [P

ESP
Auth

Original
8 ESP | TCP
1P Data
Header | header
header

ESP
Trailer

ESP
Auth

New IP
header

ESP

Header i Data

Semmmmmmmmemee e encrypted ---------mmmemeeeee >
Semmmmmmmemmemme e authenticated -----=-=m-smmecmmememeees >

¢) Céu tric goi tin ESP theo ché do Tunnel
Hinh 4. Cau tric goi tin ESP.

Dua theo md hinh trién khai trén Hinh 1,
nhom tac gia tap trung vao trién khai giao thirc
méi héa goi tin ESP véi cdu triic goi tin nhu
Hinh 4c. ESP trong ché d6 Tunnel thi IP header
dugc ma hoa, gidu duoc ngudn phat tin va dich
nhan tin. Do vay, giao thirc ESP cung cip ddy
du cac dich vu bao mat do la bi mat, toan ven va
chdng dugc tan cong phat lai. Cac thanh phan
cua goi tin ESP dugc thé hién nhu Hinh 5.
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BANG 1. CAC THAM SO CHO ESP

stt Y nghia Kich thudére,
Byte

1 Dia chi IP public dau xa 4

2 | Bia chi IP mang trong dau xa 4

3 SPI cho ESP ma hoa 4
4 SPI cho ESP giai ma 4

5 SeqNumber goi tin di 4

6 SeqNumber goi tin dén 4
7 Khoa ma hoa 32
8 Khéa giai ma 32
9 Khoa HMAC goi tin di 32
10 Khoa HMAC goi tin dén 32
11 Dit liéu IV mam 8

2. M0 hinh trién khai ESP trén FPGA

Duya trén céu tric géi tin dir liéu IPSec dong
g6i theo giao thitc ESP nhu Phan 1, nhém tac
gia d& xuat mo hinh thuc hién dong goi va xéac
thuc tinh toan ven dir li¢u goi tin theo giao thic
ESP trén FPGA nhu so dd Hinh 6.

RX- E r r TX-

0 7 15 23 31
| I [ | |
Security Parameter Index (SPI) o
Sequence number
v
Protected data
~ N
Pad Pad length | Next header
Authentication data

Hinh 5. Céc thanh phan géi tin ESP.

Dé dong goi tin theo giao thire ESP nhu trén
Hinh 5, mdi két ndi can phai c6 bo tham sb
riéng nhu chi sb bao mat (SPI), s6 tha tu
(Sequence number), vector khoi tao (IV) va dir
liéu xac thuc. Trong bai bao nay, mdi két ndi sé
phai c6 2 khoa cho qua trinh ma héa/giai ma va
2 khoéa cho qua trinh xac thyce dit liéu goi tin.

Nhu vay, bo tham s6 cho moi két ndi sau khi
thuc hién trao ddi khoa IKE xong s& duoc b vi
xu ly ddy xudng FPGA st dung thuat toan ma
khéi GOST va HMAC SHA 256 nhu Béng 1.

SA Table

TX RX

FPGA Board

RJ45

Hinh 6. M6 hinh thuc hién trén FPGA.

Nhu vay, trén bo mach FPGA s& ¢6 2 luéng
dit lidu chinh. Ludng thir nhét s& thyc hién dong
goi tin IP theo giao thiic ESP va thuc hién ma
hoa dir liéu, luéng con lai s€ thuc hién loai bo
giao thorc ESP va thuc hién giai ma. Mo hinh
trén dugc xay dung khong ap dung cho cac goi
tin diéu khién nhu ARP.

Nguyén 1y hoat dong cua so d6 duoc xay
dung nhu sau: Sau khi thuc hién trao d6i khoa
IKE xong, trén bd vi xir Iy s& thuc hién day cac
tham s& mat ma xuéng cho FPGA va duoc luu
trong khdi SA_Table. Khi cac goi tin can dugc
ma hoa hodc giai ma, cac tham sd cta goi tin s&
duoc anh xa vao trong cac tham s6 duoc luu
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trong khdi SA_Table. Néu cac tham sb nay thoa
man thi s€ dugc xur Iy boi khoi ESP, nguoc lai
s€ bi loai bo.

III. GIAI PHAP THUC HIEN TREN FPGA

Trong bai bao nay, nhom tac gia st dung
thuat toan ma khoi GOST R34.12-2015 dé ma
hoa/giai ma dir licu va HMAC SHA 256 128
bit dé xac thuc tinh toan ven ctia goi tin.

A. Gidi phdp thiét ké thiee hién can thiép géi tin
trén FPGA

pé thuc hién x1r 1y cac goi tin trén FPGA,
nhom tac gia thiét ké 2 bo nhé trén FPGA 1a bd
nhé RAM va bo nhé FIFO, duoc thiét ké nhu so
dd Hinh 7.

ST_Avalon Bus[36..0] ST _Avalon Bus[36..0]

A

Data,_in31..0] q ouf31.0]

»

write_adr[11..0]
. Write en | RAM
Data in[36..32]

> read adi[11..0
erase | ad] ]>

transmit_enable read en >
—>

<
<

Data_out[36..0]
ready

\ 4

BK

<

write data31.0] fifoq |

wireq FIFO LEN [Fifo_empty|

Fifo_rdreq

Hinh 7. Giai phap xu ly goi tin trén FPGA.

V6i thiét ké nhu trén, dit liéu cac goi tin s&
duoc ghi vao trong bo nhd RAM, tinh tir khi tin
hiéu bat dau goi tin cho dén khi tin hi¢u ket thuc
g0i tin bat lén muc cao (1°bl). Do dai cua cac
g0i tin nay (tinh theo word 32 bit) s€ dugc ghi
vao trong bd nhd FIFO.

B. T6 chirc di liéu cho khéi SA_Table
1. Gidi phdp t6 chirc khung dir liéu SA

Sau khi thuc hién trao d6i khoa IKE xong,
cac tham s6 mat ma phuc vu cho qua trinh dong
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261 theo ESP va xac thuc tinh toan ven dir li¢u
clia goi tin s& duoc bd vi xir Iy giri xudng cho
FPGA thong qua b nhd FIFO duoc thiét ké
nhu so d6 Hinh 3.

Dé cho qué trinh dong goi ESP va xac thuc
dir liéu dap tng dugc duong truyén toc do cao
Gigabit, doi hoi khdi SA Table phai xir Iy va
phan phéi cac tham s mot cach nhanh chong va
hiéu qua.

Trong mo hinh trién khai thiét bji IPSec, mdi
két ndi sau khi thuc hién trao ddi khoa IKE xong
tong tat ca cac tham sd 1a 160 Byte (1280 bit).

Trong md hinh trién khai thuc té, s& co rat
nhidu két ndi dugc thiét lap, trong pham vi bai
bao nay, nhom tac gia xay dung gidi phdp quan
Iy cho 64 két ndi dong thoi. Pé thuc hién giai
phép nay trén FPGA, theo nhom tac gia, co rat
nhiéu giai phap khac nhau dé luu trit va phan
phdi cac tham s6 mat ma cho cac két ndi IPSec
nhu dung bd nhd RAM, FIFO, hay la cac thanh
ghi duoc thiét ké trén FPGA. Nhom tac gia dé
xuét giai phap sir dung thanh ghi thiét ké theo
mb hinh Vector. Cac tham s6 ctia mdi két ndi s&
duoc luu trir trén mot mang ctia Vector do. Ciu
tric khai bao nhu sau:

Reg [1279:0] SA_Table [0:63];

Tham sd cua cac két ndi nhan duge sau khi
thyc hién trao d6i khoa IKE xong s& duoc
truyén xubng cho FPGA dé thuc hién luu va
phan phéi cho timg két nbi. Cac tham sb nay s&
duoc luu 1an luot vao trong mang lan luot tir dia
chi 0 cho t6i dia chi 63 nhu so d6 Hinh 8.

Addr[0]
Addr[1] Két nbi thir 2
Addr[2] Két nbi tht 3

r

Addr[63] Két nbi thir 64

Hinh 8. M6 hinh luu trir tham sb cho 64 két ndi.



Céc tham sb cua ting két ndi duoc to chirc
nhu Bang 2.

BANG 2. TO CHUC THAM SO CHO TUNG KET NOI

STT Y nghia Thi ty bit
1 Dia chi IP public dau xa 1279-1248
2 Dia chi IP mang trong dau xa 1247-1216
3 SPI cho ESP ma hoa 1215-1184
4 SPI cho ESP giai ma 1183-1152
5 SeqNumber cho ma hda 1151-1120
6 SeqNumber cho giai ma 1119-1088
7 Khoéa ma hoa 1087-832
8 Khoa giai mi 831-576
9 Khéa HMAC chiéu mi hoa 575-320
10 Khoa HMAC chiéu giai ma 319-64
11 Dit liéu IV mam 63-0

2. Gidi phdp thiét ké khoi SA_Table

Céu truc thiét ké khdéi SA Table duogc thé
hién nhu Hinh 9.

Remote [P
clk >
— > SeqNumLocal
Addr  SorNum o
) SeqNumRemote
Start_sa ﬁ t
il | Ko
SA_input
_tnpu Key decrypt
— SA Table | -
InternalRelP Key Hmac add
—_— > e
SPI_Local Key Hmac del
< —————»
SPI_Remote IV_mam
- |

Hinh 9. So d cau triic khdi SA_Table.
Gidi phdp ghi tham s6 SA trén FPGA

Khi cac tham sb mat ma cia mdi két ndi
duge truyén tr bd vi xir 1y xubng cho FPGA
thong qua bd nhé FIFO Out, khdi
SELECT PARA sé& xu Iy va gui cac tham sd
SA_input[1279:0] kém theo tin hiéu diéu khién
addr[6:0] va start sa t6i khdéi SA Table dé
thuc hién luu trén FPGA. Trong d6 addr[6:0]
1a dia chi cho timg két ndi. Dé tranh sy tring
lap cac két ndi viéc quan 1y cac dia chi nay s&
duoc thyc hién bai bo vi xur 1y, mdi mot két ndi
s& duoc luu tai mot dia chi cu thé.
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Always @(posedge clk)
Begin
If (start_sa)
Begin
If (addr[6:0] = 7°di)
SA Table[i] <= SA_input;

end

end

Khi tin hi€u start sa bat Ién & muc cao
(1’b1), khdi SA_Table s& thuc hién kiém tra dia
chi dugc gui kém theo bo tham sb, sau d6 thuc
hién cdp nhat vao bang duoc thiét ké nhu trong
Hinh 8.

Giai phap lywa chon tham 56 SA giao thirc ESP

Dbi v6i qua trinh ma hoa, gbi tin IP trude khi
dugc déng goi theo giao thic ESP ché do
Tunnel s& dugc kiém tra trude. Néu dia chi IP
dau xa di co trong bang SA, thi s& thuc hién
dong goi, xac thuc theo cAu trac ESP va thuc
hién ma héa dir liéu. Qua trinh thuc hién dwoc
thé hién nhu so @ Hinh 10.

— —

J o
al_E

Kiém tra

o

ﬁc processing
SPI & IPSec
Packet

|

@ZX Gui cho B
Hinh 10. So d6 kiém tra SA va dong goi tin ESP.

Khi dia chi IP dau xa kiém tra co trong dit
liu SA ctia SA_Table, khdi SA_Table s& truyén
cac tham s6 mat md cua két ndi cho qua trinh
dong goi ESP, xac thuc va ma hoa dir liu.

Always @(posedge clk)
Begin
if (IntReIP == SA Table[i][1247:1216])
begin
RemotIP <= SA Table[i][1279:1248];
SPILocal <= SA Table[i][1215:1184];
SegNum <= SA Table[i][1151:1120];
KeyEncryp <= SA Table[i][1087:832];
KeyHmac <= SA Table[i][575:320];
IV_Mam <= SA_Table[i][63:0];
end
end
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Tuong tu nhu qué trinh ma hoa, goi tin da
duoc ma hoa va dong goi theo giao thitc ESP sé
thuc hién kiém tra dit liu SA truéc khi thyc
hién giai ma.

Khac v6i qua trinh ma hoa, khi géi tin ESP
duoc truyén dén, khoi SA Table s€ kiém tra dia
chi IP Public dau xa va tham s6 SPI ¢ trong goi
tin c6 trong dir liéu cua SA Table hay khong,
néu c6 khéi SA Table s& truyén cac tham sb
mat ma cho qua trinh xac thyc, ESP va giai ma
dir liéu. Néu cac tham sé nay khong c6 trong dit
liéu SA, gobi tin nay s€ bi loai bo va khong thuc
hién giai ma.

Always @(posedge clk)
Begin

if (RemotIP == SA Table[i][1279:1248])
& (SPI == SA Table[i][1183:1152])

begin

SegNum <= SA Table[i][1119:1088];

KeyDecrypt <= SA Table[i][831:576];

KeyHmac <= SA Table[i][319:64];

end
end

C. Giai phap thuc hién md hoa/giai ma trén FPGA
Dé thuc hién mé hoa/giai ma dap tng duoc

duong truyén ethernet tbc d6 cao, nhom tac gia

st dung thuét toan ma khdi theo ché do CTR.

Trong pham vi bai viét nay, nhom tac gia sir

dung thuat toan GOST R34.12-2015.

1. Gidi phdp thiét ké 16i GOST theo ché dé CTR

Péi voi thuat toan GOST R34.12-2015, dé
thuc hién tao ra 64 bit ban ma tir 64 bit dir liéu
13, s& mat 32 clock trén FPGA.

Piu vao: Diu ra:
+ 64 bit ban rd + 64 bit ban ma
+ Khoa 256 bit + s clock: 32

Dé thuan tién cho viéc ghép ndi khdi ma
héa vao mé hinh dudng truyén ethernet
1Gbps, nhom tac gia dé xuat mo hinh thiét ké
nhu Hinh 11.
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Done[0:16] Write_fifo

|V1+0 R {

IV1+1 630>
—N 1 ‘
VL ‘

N1+ 16 630

Hinh 11. CAu truc thiét ké GOST theo CTR.

—630»  FIFO  —3L0»

Select

Khi tin higu start cia khdi ma héa bat lén,
cac core GOST bén trong s& thuc hién lan luot
theo thir tu tir 1 cho dén 17.

Khi tin hiéu done cua cia core nao bat 1én,
thi ban khoa dong cua tin hi¢u do sé dugc ghi
vao bo nho FIFO dugc diéu khién boi khoi
Select. Tin hiéu ghi vao FIFO (write_fifo) 1a phép
OR cac tin hiéu done[0:16] cta cac core GOST.

Str dung FIFO bat dong bo véi dau vao 1a 64
bit va dau ra 1a 32 bit. Khi tin hi¢u két thic khéi
ma hoa stop bat 1én muc cao, toan bo dir li€u
trong FIFO s& duoc xoa hét dé bat dau qua trinh
ma cho goi tiép theo.

Bo bién ddi I, thuc hién bién doi dit ligu IV
(dﬁu vao cua khéi ma hoa, va dir liéu nay duogc
dong vao goi tin). Khi ¢6 tin hi€u start bat 1én &
muc cao, dit liéu IV nay s€ dugc gan vao IVI.
IV1 1a mdt thanh ghi 64 bit, khi tin hiéu start
cua core 17 bat 1én, IV1 s& dugc cong 1én 17.

2. Gidi phdp ghép noi khoi ma héa/gidi ma

Qué trinh ma hda va gidi ma nhom tac gia
thiét ké thuc hién dong thoi trong qua trinh
dong goi ESP header, nhu trén so d¢6 Hinh 6.
Dbi voi qua trinh md hoa, cic goi tin sau khi
kiém tra théa min cac tham sb trong bang
SA Table. Pbi v6i qua trinh giai ma, ngoai
kiém tra cac tham sb di kém géi tin IP dén thoa
mén cac tham sb trong bang SA_Table, thi goi
tin IP phai duoc kiém tra tinh toan ven cua dir
lidu & khéi ESP Auth trude. Néu thoa man thi
g6i tin mé&i duoc giai ma, néu khong s& bi loai
bo. Giai phap ghép ndi khdi ma héa duoc thuc
hién theo so dd may trang thai nhu trén Hinh 12.
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Hinh 12. So d6 thuc hién ghép ndi ma hoa.

Nguyén 1y thuc hién ghép ndi nhu sau: khi
toan bo goi tin dugc luu hét vao bd nhd RAM,
ddng nghia d6 dai goi tin ciing dugc luu vao
FIFO (Hinh 7), tin hi¢u empty cia FIFO bat vé
murc thdp, luc nay may trang thai chuyén sang
trang thai Poc FIFO. Do dai goi tin IP s€ dugc
doc tir trong FIFO ra, va may trang thai chuyén
sang trang thai Cho RAM. Khi c6 tin hi¢u cho
phép doc (transmit == 1°b1), may trang thai
chuyen sang trang thai ESP Header & Ma hoa.
O trang thai nay sé thuc hién déng goéi ESP
Header cho goi tin IP theo chiéu ma hoa va loai
b6 ESP Header cho géi tin IP theo chiéu giai ma
theo cac tham sb trong bang SA Table va thuc
hién tao cac ban khoéa dong boi thuat toan
GOST theo ché d6 CTR. Khi tin hiéu done[0]
bat 1én, dong nghia di co dir liéu khoa dong tir
thuat toan GOST, may trang thai chuyén sang
trang thai Poc RAM & Ma héa. O trang thai
nay, dir liéu goi tin tr RAM s€ dugc doc ra va
thuc hién XOR voi cac dong khoa duoc tao ra
tir khdi ma GOST, & trang thai nay 16i ma hoa
van tiép tuc tao ra cac dong khoa tir dir liéu IV.
Khi dit liéu cua goi tin trong RAM dugc doc hét
(leng == 0), ltc nay may trang thai chuyén sang
trang thai CHO ban dau va khdi ma hoa ciing
dung hoat dong.

D. Gidai phap xdy dung khéi xdc thiee tinh toan
ven cua goi tin IP

1. Gidi phdp t6i wu cho SHA 256

Doi voi thuat toan ham bam SHA 256, néu
thiét ké theo tiéu chudn cho mdi khi thong diép
512 bit trén FPGA s& can t6i 64 vong tuong
duong v6i 64 clock dé thuc hién. Khi do, voéi
mdi goi tin IP ¢6 kich thudce 16n (1500 Byte), dé
thuc hién bam cho modt goi tin s€ can toi
64*((1500%8)/512) clock, xap xi 1500 clock.

Khoa hoc va Cong nghé trong linh viec An toan thong tin

V6i thiét ké nhu vay, tbe d6 dudng truyén mang
cua hé thong s€ bi gidm xudng.

Dé toi uu giai phap thiét ké cho thuét toan
ham bam SHA 256, nhom tac gia thuc hién mo
hinh thiét k& nhu trén Hinh 13 [6].

h,

g2 fir dia be,

N Y

Che.fg)

]

Cr2 Ci2

(256)
E1

Nt
Ch(e,f,g) I?izgl

f; S d; Ct by &

Hinh 13. Giai phap t&i uu SHA 256.

Véi thiét ké nhu trén, voi mdi mot thong
diép dau vao 512 bit, s€ chi mat 32 clock dé
thyuc hién. D61 véi mot goi tin ¢o kich thude 16n,
giai phap trén mang lai hiéu qua réat 16n trong
viéc tang toc d§ duong truyen.

2. Giai phép ghép néi HMAC SHA_ 256

Nhém tac gia d& xuit so d6 thiét ké may
trang thai thuc hién HMAC SHA 256 [4,5]
trén FPGA nhu trén so d6 Hinh 13.

DOC & SHA 1
Empty_fifo==1'b0 St eop==1b1
SHA 2

done_sha_256_1==1'b1

done_sha_256_2==1"

Hinh 14. May trang thai thuc hién HMAC.
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Khi goi tin IP duogc Iuu vao bd nhé RAM,
ddng nghia voi do dai cia goi tin cling duoc luu
vao bo nhé FIFO nhu so d6 Hinh 7. Luc nay tin
hiéu empty cua FIFO bat vé mirc thap (1°b0),
may trang thai chuyén tir trang thai CHO sang
trang thai POC & SHA_I. O trang thai nay, qua
trinh doc dit liéu cua goi tin trong RAM sé& dugc
doc ra, dong thoi 2 ham bam SHA 256 s& thuc
hién song song. SHA 256 thir nhat s& bam khoa
K1 = K@IPAD va du ligu goi tin (SHA-
256(A1||0)). SHA 256 thtr 2 s€ thuc hi¢n bam
K2 = K@OPAD (SHA-256(A2)). Khi dir li¢u
cua goi tin doc ra tt RAM xong, tic tin hiéu
st_eop bat 1én & muc cao (1°bl), may trang thai
chuyén sang SHA 2. O trang thai nay, ham bam
SHA 256 thir nhét tiép tuc thuc hién bam cho
t6i khi hét dir liéu cia goi tin va tao ra gia tri
bam HI1. Khi d6 tin hi¢u done sha 256 1 bat
lén muc cao, may trang thai lic nay sé& chuyén
sang trang thai SHA 3. O trang thai nay, ham
bam SHA 256 tha 2 s& thuc hién bam
SHA 256(H1). Khi qua trinh nay thuc hién
xong, dong nghia véi HMAC SHA 256 ciing
da bam xong dir li€u (done _sha 256 2 ==
1’bl), may trang thai chuyén sang trang thai
THEM HMAC. O trang thai ndy s& thém dir liéu
HMAC vira thyc hién xong vao cudi ctia goi tin
IP va truyén di.

IV. KET QUA THUC HIEN

Pé kiém tra va danh gia két qua thuc hién
giai phap cua nhom tac gia, chung toi su dung 2
bo mach DE4 cta héing Intel dugc ghép ndi nhu
trén so @4 Hinh 15. Trong d6 2 bo mach DE4
thuc hién dong goi ESP, ma hoa/giai ma va xac
thue tinh toan ven cua dir liéu.

BANG 3. TAINGUYEN THIET KE TREN FPGA

Block Dedicated
Khéi ALUTs | ALMs | memory logic
bit registers
ESP 886 1098 132336 1165
HMAC 16439 16988 299360 7482

PCI

A
\ 4

DE4 > SW [P DE4

A
A 4

PC2

Hinh 15. M0 hinh thtr nghiém véi 2 bo mach.

Tai nguyén thiét ké trén FPGA cho cac khi
dugc tong hop trén chip DE4 cua Intel, dugc thé
hién trén Bang 3. D6i véi cac dong chip cé tai
nguyén han ché, thiét ké nay can thiét phai ti
uu thém.
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Két qua kiém tra theo mo hinh 2 bo mach
(Hinh 15) dbi v6i duong truyén 1 Gbps cho gbi
tin 1500 Byte st dung phan mém Iperf duoc thé
hién trén Hinh 16. Téc do duong truyén phu
thuoc vao kich thudc cua timg goi tin, & danh
gia thyc t&, nhom tac gia thiét 1ap MTU trén may
tinh 1a 1500 cho mdi gbi tin qua cong Ethernet.
Két qua thyc thi ciia nhom tac gia cho duong
truyén 1 Gbps 1a 710 Mbps ¢ tan s6 125 MHz.

Client connecting to 192.168.2.101, TCP port 5001

TCP window size: 2.00 MByte

3] local 192.168.0.99 port 57476 connected with 192.168.2.101
ID] Interval Transfer Bandwidth

3] 0.0- 1.0 sec 96.2 MBytes 807 Mbits/sec

2.0 sec 97.4 MBytes 817 Mbits/sec

- 3.0 sec 88.2 MBytes 740 Mbits/sec

- 4.0 sec 73.5 MBytes 617 Mbits/sec

- 5.0 sec 422 MBytes 710 Mbits/sec

(L L T o T L |
[FEgve]
—n
[N VSN S
oo o

Hinh 16. Kiém tra bing thong bang Iperf.

Vi giai phép thuc thi [PSec trén FPGA, tuy
thudc vao ting dong chip duoc st dung, hay la
cac thuat toAn mat ma, xac thuc dugce trién khai
trén thiét bi. Véi giai phéap trién khai IPSec trén
FPGA [7] st dung thudt todan ma hoa DES va
HMAC _SHA 1, thuc thi trén kit DE2 cta Intel
d6i v6i goi tin 1500 Byte & tan sé 86,72 MHz
tbc do dat 437,44 Mbps cho dudng truyén
1Gbps. Khi thuc thi trén kit DE5 cua Intel tdc
d6 duong truyén co thé 1én t6i 10 Gbps ddi véi
duong truyén SFP+, tuy nhién bai bao nay
khong dé cap dén giai phap phan phdi khoa cho
timg két ndi trong mo hinh trién khai IPSec.

KET LUAN

Bai bao di trinh bay mét giai phap quan Iy két
n6i mat cho IPSec trén FPGA st dung ngdn ngit
md ti phan cing Verilog HDL. M&i mét két ndi
trong h¢ théng [PSec s& c6 cac bo tham sb bao mat
riéng. Trong bai bao nay, nhom tac gia da trinh bay
mdt giai phap quan 1y bd tham sé ESP cho nhiéu
két ndi va giai phap kiém tra, phan phéi khéa cho
timg két nbi trong mo hinh trién khai IPSec.




Céc két qua thir nghiém trén bo mach DE4
cho thay, giai phap quan 1y két ndi va phan phi
tham s cho ting két ndi cia nhom tac gia hoat
dong on dinh, dép Gmg cac yéu cau dit ra. Do tai
nguyén trén FPGA cua bo mach DE4 1a tuong
d6i 16n, do d6 thiét ké ciia nhom tac gia con
chua dugc t6i wu hét tai nguyén trén FPGA.
Trong thoi gian téi, nhom sé& tiép tuc t6i vu tai
nguyén thiét ké dé dap tng cho cac loai Chip c6
tai nguyén nho hon.
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