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Xay dyung giai phap trao doi khoa
IKEv2 st dung NIOS II trén FPGA

Tém tit—Giao thirc Internet Key Exchange
(IKE) la mgt giao thirc thuc hién qua trinh trao
ddi khoa va théa thuin trong ché dd bio mat
IPSec. Pé thue thi giao thirc bao mat IPSec toc dd
cao thi thwong két hgp giita phin mém va phin
cirng trén vi mach Field Programmable Gate
Array (FPGA) [7], [8]. Trong do, cac thao tic mat
ma, déng géi va boc tach goi tin dwoce thwe hién
bang FPGA dé dam bio thye hién hé thong IPSec
tbc dd cao; giao thirc trao ddi khéa IKE duwoc
thue hién biang phin mém sir dung hé diéu hanh
Linux nhung. Trong bai bao nay, nhém tac gia
gi6i thi¢u giai phap thuc hién gidi thuit trao doi
khoéa IKE st dung Nios II trén FPGA. Véi cach
tiép cdn nay, nhém tic gia di tw to chirc, xdy
dung chwong trinh trén bd vi xir 1y, nho d6 kiém
soat dwgc toan by dong dir li¢u.

Abstract—IKE (Internet Key Exchange) is a
protocol that performs key exchange and
agreement process in IPSec security mode. To
implement high speed IPSec security protocol,
it is often combined software and hardware on
Field Programmable Gate Array (FPGA) [7],
[8]. Therein, encryption, packet encapsulation
and extraction operations will be performed by
FPGA to ensure high speed IPSec system
implementation; the IKE protocol is
implemented by software using an embed
Linux operating system. In this paper, the
authors introduce the solution of implementing
IKE key exchange algorithm using Nios II on
FPGA. With this approach, the authors have
organized and built the program on the
microprocessor by themselves, therefore the
entire data stream is controlled.

Tir kh6a—IPSec; IKE; FPGA, Nios II.
Keyword—IPSec; IKE; FPGA, Nios II.
1. GIOI THIEU

Trong nhitng ndm gan day, cac cudc tan
cong mang xay ra ngay cang pho bién, tinh chat

Bai bao dugc nhan ngay 25/3/2021. Bai bao dugc nhan xét boi
phan bién thir nhit ngay 26/5/2021 va dugc chip nhan ding
ngay 10/6/2021. Bai bao dugc nhan xét boi phan bién thr hai
ngdy 02/6/2021 va duoc chap nhan ding ngay 18/6/2021.
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Vii T4 Cuong, La Hiru Phuc

clia cac vu tin cong ngay cang phiic tap va kho
luong. Co6 rat nhiéu cac giai phap cong nghé,
san pham di ra doi nham han ché cac rui ro néu
trén, trong d6 phai ké dén cac san pham bao mat
IPSec. Cac san pham nay thuong chia thanh hai
nhom chinh: san phdm bang phdn mém va san
pham bang phan cimg. Cac san pham bang phan
mém thuong duoc cai dat trong cac hé diéu
hanh ¢6 wu diém 1a mém déo, dé cai dat, dé
nang cap va tiy bién. Tuy nhién, toc do va do
an toan trong nhiéu trudng hop con han ché.
Chinh vi thé, trong nhiéu hé théng doi hoi bing
thong 16n, toc do duong truyén cao, ngudi ta
thuong st dung cac san phim bang phan ctng.

Hién nay, céc san phérn bao mat IPSec
thuong dugc thiét ké dua trén vi mach FPGA, vi
n6 cho phép ché tao ra cac thiét bi c6 toc d6 ma
hoa va do bao mat cao. Trong do, phr:fm mat ma
s& dugc thyc hién bang ngdn ngit mo ta phan
cung, giao thuc trao ddi khoa s& duoc thuc hién
bang phan mém [7], [8]. Trong cic san phim
nay, giao thuc trao ddi khoa IKE duoc thuc hién
trén hé diéu hanh Linux nhung. Cach tiép cén
nay c6 uu diém 1a dé cai dat do tan dung duoc
bo IP/TCP stack co san, ciing nhu cac bd phﬁn
mém trao d6i khoa IKE ma nguén mo. Tuy
nhién, do st dung hé diéu hanh nén cac tac vu
xt Iy déu do hé diéu hanh quan 1y, nén kho
kiém soat dugc toan bo dong dir liéu, dé gay 16
lot thong tin.

Vi véy, giai phap thuc hién trao d6i khoa
IKE str dung 16i b vi xt ly nhung trén FPGA
dugc cho 1a an toan hon. Tuy nhién, kho khan
16n nhat cua giai phap nay 1a can tu t6 chic va
xay dung toan bd cac giao thirc xu 1y dir li€u goi
tin, cac giao thirc truyén thong, cac bo thu vién
tinh toan sé 16n phuc vu qua trinh trao d6i khoa
IKE. Trong bai bao nay, nhom tac gia gidi thicu
cach thuc hién giai thuét trao d6i khoa IKEv2
(theo RFC 7296 [6]) su dung bd vi xu Iy Nios I
trén FPGA.



II. PE XUAT GIAI PHAP THUC HIEN
TRAO DOI KHOA IKE SU DUNG NIOS II

A. Téng quan vé giao thirc IKE

IKE thuc hién xac thuc 2 chiéu va thiét lap
mot t0 hop an toan IKE (IKE security
association — IKE SA) giita 2 thuc thé, sau do
IKE SA duoc st dung dé thiét 1ap cac to hop an
toan cho giao thuc ciac ESP (Encapsulating
Security Payload) hoic AH (Authentication
Header). Ta goi to hop an toan dung cho IKE 1a
“IKE_SA”. Céac t6 hop an toan st dung cho
ESP/AH (duogc thiét 1ap thong qua IKE SA) ta
goi 1a “CHILD SA” hodc “IPSEC_SA”.

Moi truyén thong trong IKE gdm cac cip
thong bao: mot thong bao yéu cau (request) va
mot thong bao tra 101 (response). Cadp thong bao
nay goi la mot “trao d6i” (exchange). Trong
IKEv2 c6 cac kiéu trao ddi la: IKE SA_INIT,
IKE AUTH, CREATE CHILD_ SA va
INFORMATION. Ta goi cac thong bao dau tién
dé thiét lap mot IKE SA 1a trao doi
IKE SA INIT va IKE AUTH. Nhin chung, sé&
c6 mot trao d6i IKE SA_INIT va mét trao ddi
IKE AUTH d tao ra mot IKE SA va
CHILD SA dau tién (tong 1a 4 thong bao).
Trong moi truong hop, tit ca cac trao doi
IKE_SA_INIT phai hoan thanh dau tién, sau d6
céc trao d6i IKE_ AUTH phai hoan thanh va tiép
theo 1a bat ky trao d6i CREATE CHILD SA
hoac INFORMATION.

So dd hoat dong cua pha trao ddi IKE duge
thé hién cu thé nhu trong Hinh 1.

Khdi tao Tré loi
(Initior) (Responder)
HDR, SAil, KEi, Ni
® )
HDR, SArl, KEr, Nr, [CERTREQ]
¢ ?
C HDR, SK {IDi, [CERT,] [CERTREQ,] [IDr,] AUTH, SAi2, TSi, TSr}
D) )
HDR, SK{IDr, [CERT,] AUTH, SA2, TSi, TSt}
¢ ®

Hinh 1. So db hoat dong cua IKE.

Trong do, cap thong bao 1 va 2 goi 1a trao
doi IKE SA INIT, cap thong bao 3 va 4 goi la
trao d6i IKE AUTH.

Budc 1: Bén khoi tao giri mét thong bao yéu
cau IKE SA_INIT gom cac tham s6:

Khoa hoc va Cong nghé trong linh viee An toan thong tin

e HDR: gdm chi s6 tham s6 an toan (SPI —
Security Parameter Index), sb phién ban,
va cac co khac;

o SAil: gém cac thuat toan mat ma ma bén
khoi tao c¢6 thé hd tro cho t6 hop
IKE SA;

e KEFEi: Gia tri DH cua bén khai tao;
e Ni: S6 ngiu nhién nonce ctia bén khoi tao.

Buoc 2: Bén tra 161 chon mot bd thuat toan
mat ma to danh sach cac thuat toan mat ma
ma bén khoi tao dua ra, va chtra su lua chon
d6 trong phan nodi dung S4r1; [CERTREQ] la
Iya chon gui yéu cau ching chi hodac khong
(danh sach cac CA ma bén tra 101 ho trg); cac
thanh phan tuong Gmg con lai nhu ddi voi bén
khoi tao.

Khi hoan thanh trao d6i IKE_SA_INIT, mdi
bén c6 thé sinh ra SKEYSEED, tir d6 tat ca cac
khéa s& dugc sinh ra cho IKE_SA. Moi phan
ndi dung tir phan dau cua tit ca cac thong bao
tiép theo s€& dugc ma hoa va duoc bao vé tinh
toan ven. Cac khoa dugc dung cho ma hoa va
bao vé tinh toan ven duoc tao ra tr SKEYSEED
nhu sau:

e SK e:khoa ma hoa;

e SK a: khoa xac thuc va bao v¢ tinh
toan ven.

M&i chiéu truyén thong st dung mot SK e
va SK_a riéng biét. Ngoai khoa SK e va SK a
duoc tao ra tur gia tri DH cho IKE SA, thi mot
khoa SK d ciing dugc tao ra va dugc st dung
dé tao cac khoa khac cho CHILD_ SA. Ki hiéu
SK{...} chi ra ring nhimg phan noi dung trong
do6 s€ duoc ma hoa va bao vé tinh toan ven
bang cac khoa SK e va SK a cho mdi chiéu
truyén thong.

Buéc 3: Bén khoi tao gui yéu ciu
IKE_AUTH gbm céc tham s6:

e HDR: IKE header;
e /Di: Binh danh bén khdi tao;
e [CERT]: Chimg chi (néu duoc yéu cau);

e [CERTREQ]: Yéu cau chimg chi (tuy
chon);
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e AUTH: Bao v¢ tinh toan ven cua thong
béao Budc 1;

e /[IDr/: Binh danh bén tra 161 (tuy chon);

e 54i2: Cac thudt toan ma bén khoi tao co
the ho trg cho IPSEC_SA;

e TSi, TSr: Thoa thuan truyén thong can
duoc bao vé.

Buée 4: Bén trd 10i gii lai phan hoi
IKE AUTH gom céc tham so:
e HDR: IKE header;
e [Dr: Dinh danh bén tra 101;
e [CERTJ: Chimg chi (néu duoc yéu cau);

e AUTH: Bao v¢ tinh toan ven cua thong
bao Budc 1;

o SAr2: Bo cac thuit toan hd trg
IPSEC_SA c¢6 trong danh sach cac
thuat toan ma bén khoi tao dé xuat
(trong SAi2);

e TSi, TSr: Thoa thuan truyén théng can
duoc bao vé.

B. Dé xudt gidi phdp thiee hién trao doi khéa
IKE sur dung Nios Il trén FPGA

M6 hinh thiét bi bao mat IPSec sir dung
FPGA dugc thiét ké nhu trong Hinh 2.

Qsys

NIOS

i I

FIFO_IN

FIFO_OUT

THIET BI BAO MAT IP SEC

Hinh 2. Mb hinh thiét bi bao mat IPSec
st dung FPGA.

Trong d6, phan FPGA s& lam nhiém vu boc
tach, xir Iy goi tin bang ngdn ngit mo ta phan
cung HDL. B¢ vi xtr Iy Nios s€ lam nhiém vu
quan 1y trao ddi khoa IKE va cau hinh thiét bi.
Giai phap trao d6i khoéa IKE st dung Nios II
trén FPGA duoc nhom tac gia thiét ké nhu sau:

64 S61.CS(13)2021

khéi TSE s& doc ghi goi tin tir cong mang dua
vao thiét bi dé sin sang xtr 1y. Dir liéu sau khoi
TSE duoc dua vao khdi SELECT IP, khéi nay
c6 nhiém vu phéan tich goi tin nham x4c dinh cc
goi tin 1a ESP hay IKE. Céac goi IKE s& duoc
dua dén khéi BUFF IN trudc khi gui dén
FIFO_IN dé Nios doc va xu 1y g6i IKE phuc vu
viée trao d6i khoa. Bo vi xir Iy Nios thyc hién
xur Iy trao d6i khoa IKE, gui géi tin IKE xudng
FPGA qua FIFO_OUT. Két thiic qué trinh trao
d6i khoa, Nios giri khoa ESP xudng FPGA qua
FIFO_OUT. Khéi SELECT PARA doc dit lidu
do Nios giri xuéng tir FIFO_OUT, phan tich goi
tin nham xac dinh goi tin IKE va géi tin chira
khoa ESP. Néu l1a géi tin IKE s& dwoc gui ra
BUFF_OUT dé chuyén sang khdi TSE dong goi
va giri di. Néu 1a goi tin chira khéa ESP s& dugc
giri sang khbi ESP.

Nhu vay gidi phap cua nhom nghién ctu &
day 1a cac goi tin ESP s& duogc xir 1y truc tiép
dudi FPGA bang ngdn ngir mo ta phan clng
(Hardware Description Language - HDL), con
goi tin IKE s& dugc FPGA giri 1én Nios dé xir
ly. Trong bai bao nay, nhom tac gia khong trinh
bay giai phap xu ly goi tin ESP (ma hoa dix
liéu), ma s€ tap trung trinh bay giai phap thuc
hién IKEv2 stir dung b¢ vi xtr Iy Nios. Viéc xur
ly goi tin IKE 1a phirc tap, néu thyc hién trén
FPGA sé& gip nhiéu khé khin. Ngoai ra, hoat
dong trao d6i khoa chi dién ra ¢ dau phién lién
lac, hodac khi c6 yéu cau trao d6i khoa lai, do d6
viéc thuc hién trao d6i khoa trén Nios van du dé
dap g tdc do cho thiét bi bao méat IPSec.

III. GIAI PHAP TRAO POI DU LIEU
GIUA NIOS VA FPGA

A. Gidi phdp trao doi dit liéu véi Nios trén FPGA

Theo so d6 trong Hinh 2, cac goi tin nhan
duogc tir khdi TSE sé duge kiém tra boi khoi
SELECT IP. Theo RFC 7296 [6] giao thuc
IKEvV2 chay trén UDP port 500 hodc 4500, do
d6 cac goi tin IKE (dong theo ciu triic goi tin
UDP c¢6 Type protocol 1a 0x11) s€ dugc phan
ludng 1én cho NIOS dé tao ra cac tham sb phuc
vu cho qua trinh xtr 1y goi tin ESP. Viéc su
dung UDP cho IKEv2 s€ giip tuong thich
nguoc véi IKEvl. Hién nay, theo RFC 8229
[10] c6 thé str dung tinh ning déng géi TCP cho



IKEv2. Tuy nhién trong phan 12 cia RFC 8229
¢6 chi rd 1a viée str dung nhu vy c6 mot sb tac
dong ti€u cuc dén hiéu suit. Do do, viéc su
dung UDP cho IKEv2 thuong dugc uu tién hon.
Ngoai ra, ddy 1a tiéu chuan md rong méi duoc
ban hanh, nén chwa phé bién.

Céc goi tin IKE sau khi duoc phan luong dé
truyén 1én cho Nios s& dugc dy vao trong khi
BUFFER_IN nhu trén Hinh 2. So db chan tin
hiéu ctia khdi BUFFER_IN duoc thé hién nhu
trén Hinh 3.

Data_in[36..0]

clk_125
empty_fifo data_in_vxI[31..0]
wr_in_vxl
rst
—C_

Hinh 3. Ciu trac khdi BUFFER_IN.
Pau vao:

e Data_in: 36 bit dit liéu theo cau tric ST-
Avalon (st mod[1:0], st eop, st sop,
st vlid, st_data[31:0]).

e empty fifo: tin hiéu bao dir li¢u trong bo
nhd FIFO IN. Khi c6 dir li¢u trong
FIFO, tin hiéu nay s& ha xuéng mirc thap
(1°b0). Tin hiéu nay ding dé lam tin hiéu
diéu khién qua trinh ghi dir liéu tir khoi
BUFFER _IN vao cho FIFO.

Dau ra:

e wr in_vxl: tin hiéu diéu khién qua trinh
ghi dit li€u vao trong bo nhé FIFO_IN.

e data in vxI: dit liéu cta goi tin duoc day
lén cho Nios.

Céc goi tin IKE va cac bd tham s6 mat ma
sau khi da thuc hién trao doi khoa xong s€ dugc
bd vi xur 1y ghi vao bd nhd FIFO_OUT. Dudéi
FPGA s€ thyc hién qua trinh doc dir li€u tu
FIFO va duoc xir 1y boi khdi SELECT PARA.
So d ctia khéi dugc thé hién nhu trén Hinh 4.

Khoa hoc va Cong nghé trong linh viee An toan thong tin

clk data_out[36..0]

data_in[31..0]

empty_fifo_out flag_in_out

rst read_fifo_out

—C_
usedw[8..0]

Hinh 4. So @6 khéi SELECT PARA.
Pau vao:

e data_in: dir lieu goi tin IKE hodc b
tham sO mat ma.

e empty fifo_out: tin hi¢u bdo hi¢u dir li¢u
trong FIFO _OUT. Néu trong
FIFO_OUT c¢¢ dit li€u, tin hi¢u nay sé
bat vé murc thap (1°b0).

e usedw: S tir (32 bit) co trong FIFO.
Pau ra:

e data_out: 36 bit, dugc dong goi theo ciu
tric ctia bus ST-Avalon.

e flag in_out. tin hi¢u bdo hi¢u cho cac
khéi ESP va BUFFER_OUT biét goi tin
la IKE hay goéi chtra by tham sO mat ma.

e read fifo out: tin hiéu cho phép doc dur
liéu ra tr FIFO OUT.

Khoi SELECT PARA hoat dong dua trén
32 bit dieu khién dugc chén vao phia dau tién
cia moi goi tin IKE hay bo tham s6 duoc
NIOS day xudng.

pé thuc hi¢n xu ly goéi tin trén FPGA, nhom
tac gia sir dung b nhé RAM va bd nhd FIFO
duoc thiét ké nhu trén Hinh 5.

Goi tin duoc truyén tir FPGA 1én cho Nios
hay nguoc lai s€ dugc luu vao bo nhéd RAM,
con bd nhé FIFO dung dé luu kich thudc cua
tung goi tin (dugc tinh theo so tir 32 bit).

B. Gidi phdp trao déi dit liéu véi FPGA trén Nios

Giai phap trao doi dit liéu giita FPGA va Nios
duoc thuc hién thong qua FIFO IN va

FIFO_OUT nhu trong Hinh 2. Nios II diéu khién
qué trinh doc dir lidu tir FIFO_IN theo ngit, va
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diéu khién truyén dir liéu xudng FPGA thong qua
FIFO _OUT. Luu d6 hoat dong cua bo vi xur 1y
Nios dugc to chuc nhu trong Hinh 6.

ST Avalon Bus[36..0] ST Avalon Bus[36..0]

A

Data_in[31..0] RAMg out[31..0]

\ 4

RAMwrite_adr[11..0]
RAMwen : RAM
RAMread_adi{11.0] |

Data_in[36.32]

>

P
€rase

RAMread_en V.

transmit_enable

<
<

Data_out[36..0]
ready

v

BK

<

<
FIFOwrite_data[31..0] fifoq |
= Fifo_empty]

weq | FIFOLEN
Fifo_rdreq

Hinh 5. Gidi phép xu ly goi tin trén FPGA.

'/Bwrt da I

(_Batdau )

Khoi tao
FIFO

>

).
o 0
_—Cé ngat doc €0 yéu cau gui dir—_
“_FIFO_IN ? liéu xubng FPGA 2 4

- [

Doc dit liéu tir G dit lidu t6i
FIFO_IN FIFO_OUT

Hinh 6. Luu dd hoat dong trao dbi dir liéu
gitta FPGA cua Nios II.

Hoat dong trao doi dit liéu v6i FPGA cua bo
vi xir Iy duoc mo ta nhu sau: Khi thiét bi khoi
dong, bo vi xtr 1y s& tién hanh khoi tao FIFO,
cai dit cac tham sb cho FIFO dé phuc vu viéc
trao doi dit liéu giira bd vi xtr 1y va FPGA. Sau
khi khéi tao va cai dat xong, b vi xtr ly ¢ trang
thai cho chi 1énh. Néu ¢ ngit doc tir FIFO_IN,
bd vi xir 1y s& tién hanh doc dir liéu tir FIFO_IN
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sau d6 quay lai trang thai chd chi 1énh. Néu co
yéu cau giri dit liéu xudng FPGA, bo vi xtr Iy s&
gui dir liéu toi FIFO_OUT sau d6 quay lai trang
thai cho chi 1énh. Hoat dong ctia bo vi xtr ly s€
la vong ldp v6 han, dam bdo viéc trao doi dix
lidu gifra bo vi xir Iy va FPGA duoc dién ra theo
dung yéu cau cua bai toan.

Dé viéc trao d6i dir liéu giita Nios va FPGA
hoat dong dung theo yéu cdu dit ra, nhom tac
gia to chirc ciu triic géi tin Nios giri xudng
FPGA vdi header 32 bit dugc thém vao dit liéu
can guii xuébng FPGA. Trong header, nhom tac
gia sit dung 16 bit d& dinh dang goi tin giri tur
Nios xuéng FPGA, cu thé nhu sau:

15 14 13..12 11..9 8..0

mod address len

type | direction

e len: do dai goi tin can giri (tinh theo
DWORD 4 byte)

e address: dia chi luu trong RAM

e mod: chira sO bit ctia nghia trong 32 bit
cudi cung cua goi tin
o 11: data[23:0] khong c6 nghia
o 10: data[15:0] khong c6 nghia
o 01: data[7:0] khong c6 nghia
o 00: data[31:0] c6 nghia

e direction: huéng truyén goi tin
o 0:cong0
o l:congl

e type: loai goi tin
o 0: goitin IKE
o 1: gbi tin chira khdéa ESP

IV. GIAI PHAP THUC HIEN TRAO POI KHOA IKE
TREN NIOS 11

CAu trac chuong trinh trén Nios duoc to
chirc nhu trong Hinh 7, trong d6 ma ngudn duoc
chia ra lam cac thu muc theo chic nang. Ma
ngudn phuc vu tinh todan ECC sé& dit trong thu
muc "ECC" ma nguén phuc vu xu ly trao ddi
khoa s& dit trong thu muc "IKE"; mi ngudn
phuc vu tinh toan mat ma s¢ dat trong thu muc
"MM"; ma ngudn phuc vu xir Iy cac gdi tin, trao
doi dir liéu giita Nios va FPGA sé& dit trong thu
muc "XLIP"; md ngudn sir dung trong giao thirc



ARP s& dit trong file QuanlySPI.c; mi ngudn
ham chinh s€ dat trong file main.c.

[ Project Explorer 53

v i fwb

:;;-? Binaries

5 Includes

= ECC256

v = IKE

[ ASN1_RFCT7427.c
[ DongGoiExchange.c
[ DengGoiPayload.c

[f phiKE.c
[ XulyExchange.c

[& XulyPayload.c

= include

= MM

(= obj

= xlip

@ main.c

[ QuanlySPl.c
e

Hinh 7. C4u trac ma ngudn Nios II.

Trong do, ma ngudn phuc vu xir 1y trao doi
khoa IKE dugc t6 chuce theo 3 16p:
e Lop 1: chira ma ngudn xu 1y va déng goi
payload (file XulyPayload.c va
DongGoiPayload. c).

e L&p 2: chira ma ngudn xu ly va dong goi
cac goi tin trao doi IKE (file
XulyExchange.c va
DongGoiExchange.c).

e L&p 3: chira ma ngudn xu 1y trao doi
IKE (file phIKE.c).

Dé nhan dir liéu tir FPGA gui qua FIFO IN,
nhom tac gia to chue Iuu di liéu nhan dugc vao
mang trudc khi xir ly, voi kich thuéc cho phép
nhan toi da 4 goi tin.

unsigned char pkt_data[4][BUFFER_LEN];

Viéc t6 chire luu dit lidu nhan duoc trude khi
xtt Iy dam bao khong bi mat dit liéu khi Nios xur
Iy goi tin. SO goi tin t6i da cho phép nhan ciing
c6 thé tang 1én (16n hon 4), tuy nhién diéu do s&
lam tiéu tén tai nguyén cua chwong trinh. Do
viée xtr Iy goi tin dugce tién hanh song song vai
viéc nhan goi tin tu FIFO, vi vay khi c6 goi tin
trong by dém nhan di liéu pkt_data chuong
trinh s& tién hanh xtr Iy ngay dé giai phong bo
dém nhan. Thong thuong khi goi tin ké tiép
duoc nhan tu FIFO, thi goi tin truoc d6 da duoc
firmware Nios xu ly xong. Qua thtr nghi¢ém thuc
té, nhom tac gia nhan thay sb goi tin toi da cho
phép nhan 1a 4 dap ung dugc viéc nhan goi tin

Khoa hoc va Cong nghé trong linh viee An toan thong tin

tir FIFO_IN, khong xay ra hién tuong mat goi
cling nhu tran bd dém nhan pkt_data. Khi ¢o
ngét doc dir liéu tor FIFO_IN, Nios s& doc toan
bd goi tin FPGA gui qua FIFO_IN va luu vao
mang pkt_data.

Trong chwong trinh chinh, nhom tac gia to
chic mot vong 1dp vo han doc dit li€u tir mang
pkt_data dé xur Iy nhu sau:
while (1){

dodaigoinhan =
header);

if (dodaigoinhan!=-1) {

//tien hanh xu ly goi tin IKE

ReadPKT(goinhan,

Luu do hoat dong chung ciia chuong trinh xtr
ly trao doi khoa IKE str dung Nios dugc to chiic
nhu trong Hinh 8.

(Bz;t déu/\w

==

Khi tao, cai
dat cac tham so

€6 gbi tin IKE._
T~ dén?
1

0

Kiém tra loai
g0i tin

|

>

Hinh 8. Luu d6 hoat dong chung cua chuong trinh
trao doi khoa IKE str dung Nios.

Khi nhan duogc goi tin IKE, bo vi xt 1y Nios
s& tién hanh xtr 1y goi tin, tao ra cac goi IKE
phan hoi gui xudng FPGA qua FIFO OUT dé
phuc vu qua trinh trao d6i khoa. Két thuc qua
trinh trao ddi khoa, khéa ESP dugc sinh ra sé
giri xudng FPGA.
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] Khéi tao goi Gri gbi
< y— N
~QOi IKE_INIT 2~ IKE_SA_INIT IKE_SA_INIT | 1
0
Khoi tao goi Giri goi L
IKE_AUTH IKE AUTH | 1
] Xirly goi Giri g6i phan héi
- T >
~G6i IRE_RESP 7 IKE_SA_INIT IKE_SA_INIT | 1
0
Xt Iy goi Gui goi phan hoi| |
IKE AUTH " IKE AUTH
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V. KET QUA

Nhu da trinh bay, cac phuong phap khac
thuong thuc thi IKE trén hé diéu hanh Linux
nhung, do d6 tan dung duogc bd IP/TCP stack co
san, ciing nhu cac bd phan mém trao d6i khoa
IKE ma nguén mo. Véi cach tiép can thuc hién
IKE trén Nios, nhom nghién ctu sé€ can tu td
chuc va xay dung toan by cac giao thuc xu ly
dir liéu gbi tin, cac giao thirc truyén thong va
giao thic IKE dam bao hoat dong dung theo
tiéu chuan IKEv2 trong RFC 7296 [6].

Vi vay, sau khi xdy dung thanh cong giai
phap thuc hién trao d6i khoa IKE st dung Nios
I trén FPGA, nhém tac gia da tién hanh thir
nghiém trén bo mach phat trién DE4. Nhom tac
gia str dung mot may tinh két ndi voi bo mach
DE4 dé thuc hién trao d6i khéa IKE giita may
tinh va bo mach DE4 (Hinh 9). Trong d6, may
tinh s€ dong vai tro 1a bén khoi tao, con bo
mach DE4 s€ dong vai tro 1a bén tra 1oi. Trén
may tinh s& cai dat bo phan mém trao doi khoa
mé ngudn md strongSwan [9], trén thiét bi DE4
s& cai dat firmware trao ddi khoa IKEv2 sir
dung Nios do nhom tac gia tu phat trién. Kich
ban thor nghiém nay sé& gitp khing dinh
firmware trao d6i khoa IKEv2 st dung Nios do
nhom tac gia tu phat trién hoat dong ding theo
chuan trong RFC 7296 [6].

DE4
(Tra 15i)

May tinh |
(Khéi tao) |

Hinh 9. M0 hinh thtr nghi€m giai phap
trao d6i khoa IKE.
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B C\Windowsleystem3Zemdexe - 0

Nhan Traffic Selector Initor
Kizu:PH TS _IPVA_ADDR_RANGE
Tat ca giao thuc
Cong bat dau: @  Cong ket thuc: 65535
Dia chi bat dau: 1IP: 16.10.100.8 Dia chi ket thuc:
Nhan Traffic Selector responder
Kizu:PH TS _IPVA_ADDR_RANGE
Tat ca giao thuc
Cong bat dau: @  Cong ket thuc: 65535
Dia chi bat dau: 1IP: 16.10.88.8 Dia chi ket thuc: IP: 10.10.88.155

IP: 10.10.108.255

IP: 192.168.8.58spi ma hoa:262588db spi pial ma:6@deb7sd

Kieu:PH TS IPVA ADDR_RANGE
Tat ca glao thuc
Cong bat dau: @  Cong ket thuc: 65535
Dia chi bat dau: IP: 18.10.108.0 Dia chi ket thuc:
Kizu:PH TS _IPVA_ADDR_RANGE
Tat ca giao thuc
Cong bat dau: @  Cong ket thuc: 65535
Dia chi bat dau: 1IP: 16.10.80.8 Dia chi ket thuc: IP: 10.10.88.255
So thuat toan ma hoa: 1
Thuat toan ma hoa:PH_ENCR_AES CAC
So bit khoa: 128
Ham dan xuat khoa:PH PRF_HMAC SHAZ56

IP: 10.10.108.255

Thuat toan toan ven:PH AUTH HMAC SHA256 128

Thuat toan thoa thuan khoa:PH 256 ECC_MODP

KHoa ESP

B4SFGAES BAAOBBDA BEDCE29B @8BSDS72 SAG2EG24 74568145 21F53270 B904aCa
E79B30ES 9553E81B G6BABCBS 2F34B20C B34BAAGE CAFO2(32 J46FBIFA EBFBAS44
116465034 F26B4582 D394F451 55570F33 FCECFCAE BACE9BSC OFAB2B99 18853(41

Hinh 10. Két qua trao d6i khoa cua chuong trinh
may tinh.



’EE Outhne[f%' MakeTarget[El Task List[m Nios || Console &2 HE¥O

fwé Mios 11 Hardware configuration - cable: USB-Blaster on localhost [USB-0] device ID: 1instance ID: 0 na...

So bit khea: 128 ~
Thuat toan toan ven:PH AUTH HMAC SHA256_123

Nhan Traffic Selector Initor

Kieu:PH_TS IFV4 ADDR RANGE
Tat ca giaoc thuc

Cong bat dau: 0 Cong ket thuc: 65535

Dia chi bat dau: IP: 10.10.100.0 Dia chi ket thuc:

Whan Traffic Selector responder

Kieu:PH _TS_IPV4_ADDR_RANGE
Tat ca giac thuc

Cong bat dau: 0 Cong ket thuc: 65533

Dia chi bat dau: IP: 10.10.30.0 Dia chi ket thuc:
#4kasuask Thiet lap khoa thamh cong *Adsassss

IP: 10.10.100.25!

IP: 10.10.80.255

Kieu:PH_TS_IFV4 ADLR_RANGE

Tat ca giaoc thuc
Cong bat dau: 0
Dia chi bat dau:
Kieu:

Tat ca giac thuc
Cong bat dau: 1 Cong ket thuc: 0
Dia chi bat dau: IF: 192.168.0.103 Dia chi ket thuc:
So thuat teoan ma hoa: 1

Thuat toan ma hoa:PH ENCR_AES CBC

So bit khoa: 123

Thuat toan toan ven:PH AUTH HMAC SHA256 128

Cong ket thuc: 65535

IP: 10.10.80.0 Dia chi ket thuc: IF: 10.10.80.255

IP: 36.0.0.8

¥hoa ESP

B45F09ES B4A9BBD4 BEDC629B 03BSDS72 5SA02E024 74568145 21F53270 090043C3
E79B30E® 9553ES1B 66BEBCA5S 2F34B2DC 0343RAEB CAF92C32 346FBITA EBFBAZ44
40A65034 F20B4582 D394F451 55570F33 FCECFCE3 36CE985C 9FAB2BY99 18353C41

Hinh 11. Két qua trao ddi khoa cua chwong trinh
Nios II.

Két qua cia qué trinh trao d6i khoa giita may
tinh va bo mach DE4 duoc thé hién nhu trong
Hinh 10 va Hinh 11.

Ngoai ra nhom ciing tién hanh thir nghiém dé
danh gia toc do trao ddi khoa giita may tinh va
bo mach DE4. Két qua cu thé dugc thé hién
trong bang sau.

BANG 1. KET QUA THU NGHIEM TRAO POI KHOA

Linthi | Kétqua | Thoi gian (gidy)
1 Thanh cong 2,39
2 Thanh cong 2,42
3 Thanh cong 2,56
4 Thanh cong 2,35
5 Thanh cong 2,44
6 Thanh cong 2,33
7 Thanh cong 2,45
8 Thanh cong 2,50
9 Thanh cong 2,37
10 Thanh cong 2,48

Két qua thir nghiém trén cho thay qua trinh
trao doi khoa gilta may tinh va bo mach DE4

Khoa hoc va Cong nghé trong linh viee An toan thong tin

hoat dong on dinh, dat duoc yéu clu dat ra, thoi
gian trao doi khoa trung binh dudi 3 giay.

Trong cac nghién ctru li€én quan [7, 8], cac
tac gia thuc thi IKEv2 bang cach sir dung b ma
ngudn mo va cau hinh lai cac tham sé cho phu
hop voi yéu cau bai toan. Do do, voi giai phap
tu t6 chirc va thuc hién IKEv2 sit dung Nios cua
nhom tic gia s& cho phép kiém soat toan bo
ludng dit liéu, can thiép sau vao IKEv2 ma van
dam bao thiét bi hoat dong theo dung chuén
quéc té.

KET LUAN

Bai bao da trinh bay viéc nghién clru xay
dung va tich hop giai phap trao doi khoa IKE st
dung Nios II trén FPGA. Nhom tac gia da
nghién ctru dua ra giai phap trao do6i dir liéu
gitta FPGA va Nios, ciing nhu to chirc thanh
cong chuong trinh trao d6i khoa IKE st dung
Nios II. Toan b ma ngudn trao d6i khoa IKE st
dung Nios do nhom tac gia tu to chirc va xay
dung, vi thé kiém soat hoan toan qua trinh xir ly
di ligu, tranh phat sinh cac 16 héng bao mat.

Céc két qua thir nghiém trén bo mach DE4
cho thiy, giai phap trao d6i khoéa IKE st dung
Nios II ciia nhom tac gia hoat dong 6n dinh, dap
tmg cic yéu cau dit ra. Trong thoi gian téi,
nhom s€ tiép tuc cai tién toc do, cling nhu hoan
thién cac chtrc nang khac dé dap Gmg day du cac
yéu cau cua bai toan.
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