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Tinh doc 1ap giita cac phép kiém tra thong ké
trong NIST SP 800-22
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Tom tit—Trong bai bao nay, ching téi nghién citu
vé su tuong quan giita cic phép kiém tra théng ké
ctia NIST SP 800-22. Cu thé, dua vao mét sb phueng
phap thong ké Iy thuyét da biét [3], [4], [7], 8], [11]
(bao gom: hé sé twong quan Pearson, ty s6 FF, thong
tin tuong hé, do bao phti va dé hiéu qud bao phi),
chiing t6i da phan tich tinh tueng quan gitta cac phép
kiém tra thing ké ctia NIST SP 800-22 théng qua danh
gia tir két qua thuc nghiém. Tir két qua thuc nghiém,
chiing t6i da phat hién thém méi tweng quan méi giita
mot s6 kiém tra théng ké trong NIST SP 800-22 trong
ngit canh so sanh véi cac két qua nghién ciru da biét.

Abstract—In this paper, we analysis of the
correlation between the statistical tests of NIST SP
800-22 that used as a standard in the evaluation of
randomness. More precisely, based on several known
theoretical statistical methods in [3], [4], [7], [8], [11]
(including: Pearson correlation coefficient, FF ratio,
mutual information, coverage and effectiveness of
coverage), we analyzed the correlation between
statistical tests of NIST SP 800-22 through evaluation
of experimental results. Furthermore, our experiment
results which are compared to known results show
the existence of statistical dependencies between the
tests in the NIST SP 800-22 that have not been
previously detected.

Keywords—Pearson’s correlation coefficient, mutual
information, statistical randomness tests, coverage.

Tir khod—H¢é s6 tuong quan Pearson, thong tin tuong
ho, cdc phép kiém tra thong ké vé tinh ngdu nhién, tinh
doc ldp, do bao phu.

I. GIGI THIEU

Cic s6 ngiu nhién déng vai tro rat quan trong
trong mat ma hoc [9]. PE tao ra cic sb ngiu
nhién chét lugng cao (c6 dd bat dinh cao), cic bd
tao s6 ngau nhién thuc su dua trén cdc qua trinh
vat ly thuong dugc st dung. Tuy nhién, trong
nhiéu Ung dung mat ma viéc st dung cc bo tao
s6 ngau nhién thuc su lai t6 ra kém hiéu qua
bdi chi phi cao hoic can cdc phan cting chuyén
dung. Do d6, cdc hé thdng nay thudng uu tién st
dung b¢ sinh sé gid ngdu nhién (PRNG) dya trén
cdc thuat todn tat dinh. Trong mat ma, PRNG c6

Bai bdo dudc nhan ngay 23/02/2021. Bai bao dudc nhan xét bdi
phén bién thit nhit ngay 25/3/2021 va dudc chap nhin ding
ngay 31/3/2021. Bai bao dugc nhan xét bsi phan bién thit hai
ngay 29/3/2021 va dugc chip nhan ding ngay 01/4/2021.

thé dugc st dung dé tao ra cac thanh phan ngiu
nhién an toan cho cac giao thiic mat ma nhu:
giao thitc xdc thuc, lugc do chit ky sé, giao thiic
khong tiét 16 tri thiic, viéc sinh khoa ma hoa,...

Viéc stt dung cic bo sinh s6 ngiu nhién yéu c6
thé din dén kha ning ké tin cong ph4 vd toan bod
hé théng mat ma. Do d6, chét lugng ciia bd sinh
s6 gia ngau nhién PRNG la mot khia canh rét
quan trong dbi véi do an toan ctia mot luge dd
mat mi, can dugc nghién ctiu va xdc dinh mot
cch rat can than. Vi céch tiép can ly thuyét dé
chi ra biang chiing vé chét lugng tinh ngau nhién
cia PRNG Ia khong kha thi, nén ta thudng su
dung céich tiép can thong ké dua vao viéc quan
sat cac diy mau dudc tao bdi bd sinh va so sanh
véi cac ddy ngau nhién dé dua ra danh gia. Bing
cdch xem xét cdc tinh chit cia ddy ngiu nhién
nhi phan, thi cdc phép kiém tra théng ké khac
nhau c6 thé dugc thiét ké nham ddnh gid khang
dinh ring “mot ddy duoc sinh bdi mot nguon
ngdu nhién hoan hdo”.

Pa c6 nhiéu bo kiém tra khdc nhau dugc dé
xuat nhu NIST SP 800-22, Diehard, Dieharder,
ENT,... trong d6 NISTS SP 800-22 la bd kiém
tra dudc st dung phd bién nhét d€ danh gid tinh
ngau nhién cta bo sinh s6 PRNG.

Trong bai bao nay, ching t6i trinh bay mot
cach day dd va chi tiét vé viéc danh gid modi
tuong quan gitta cac ki€ém tra trong bo ki€m tra
NIST SPP 800-22 nay.

Cic két qua nghién ciu lién quan: Tinh
doc 1ap trong cic kiém tra thong ké ctia NIST
SP800-22 da dugc phan tich bdi mot sb nha
nghién cifu. Soto [10] di thio luan vé nhu ciu
phan tich tinh ddc lap va chi ra ring “céc phép
kiém tra thong ké (trong bo test thong ké) nén
déc ldap dé€ dat dugc két qui dang tin cay”.
Soto ciing dé cap dén vin dé dé bao phi kiém
tra: cic phép kiém tra thong ké c6 thé doc 1ap,
nhung thuc t¢ mot hé théng c6 thé khong sir
dung hét tit ci cic phép kiém tra thdng ké
trong viéc ddnh gia tinh ngau nhién.
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Trong [6], cic tac gia bang cach st dung céc
nguodn c6 khuyét di€ém da chi ra su tuong quan
gitta kiém tra entropy xdp xi, noi tiép xép chong
(Overlapping serial) va kiém tra thong ké phé
qudt (Universal).

Trong [12], Turan cung cdng su khi xem xét
cac diy mau c6 do dai ngan n = 20 va n = 30
da chi ra ring kiém tra tdn sé, kiém tra so khdp
mdu chéng ldp (dbi v6i miu dau vao 111), kiém
tra dé dai run dai nhdt cia 1, chiéu cao budc
ngdu nhién va do phiic tap bdc lon nhdt 1a c6
tinh tuong quan (thong qua viéc quan sat moi
day c6 thé). Bén canh d6, Turan cung cdng su
ciing dé xuét khdi niém vé do nhay ciia cdc kiém
tra doi vdi cdc phép bién doi don gidn.

Dognaksoy va cong su [3], [4] da 4p dung cach
tiép can méi va mé rong céc y tudng trong [12]
t6i cac day c6 do dai 16n hon d€ danh gia tinh
doc 1ap va do nhay cia mot s6 kiém tra théng
ké ducc chon tit BO kiém tra NIST.

Georgescu va cong su [5] da tién thém mot
budc niia, tdp trung vao cac cau hdi md lién
quan dén tinh doc 1ap ctia cac kiém tra thong ké
ctia NIST SP800-22, cu thé nhém ctia Georgescu
va cong su da nhan xét vé do phic tap cia bod
kiém tra NIST va vé cic phuong phap kiém tra
tinh doc lap. Ho phat hién ra rang, kich thudc
mau c6 4nh huéng ding ké dén tinh tuong quan
ctia cdc thdng ké kiém tra khiac nhau (tuong tu
cac quan sat nhu cia nhom Turan va cong su).
Ho ciing nhin xét rang, cic kiém tra tbt hon c6
thé ton tai va viéc xac dinh cdc kiém tra d6 1a rat
can thiét trong nghién citu thudc linh vuc nay.

Gan day nhét, vao nam 2019, J.A. Karell-Albo
ciing cong su [7] da d& xuit mot phuong phap
nham phat hién su phu thudc thong ké giita cac
phép kiém tra trong NIST bang cich st dung
thong tin tuong hé. Uu diém chinh cla viéc st
dung thong tin tuong ho la kha ning phat hién
cdc mbi tuong quan phi tuyén, diéu ma phuong
phdp hé sé tuong quan tuyén tinh Pearson da
khong thé phat hién dudc.

Dong gop cua bai bao: Trong bai bdo nay,
ching tdi trinh bidy mot ciach hé théng cic
phuong phap danh gia su tuong quan gitia cac
phép kiém tra théng ké néi chung va dua ra
cic két qua danh gid thuc nghiém cho bo kiém
tra NIST SP800-22. Cu thé, chung t6i1 da danh
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gid tinh doc 1ap clia mot sb phép kiém tra
thong qua mot sé phuong phap bao gdom: hé s6
tuong quan Pearson, ty so Fuail-Fail (FF),
théng tin tuong hé, dé bao phii va do hiéu qud
bao phii). Két qua thuc nghiém cda chiing toi
cho thdy phét hién thém mbi tuong quan mdi
gilta cac phép kiém tra thong ké cta NIST SP
800-22 khi so sanh v6i cic két qui nghién ciiu
trudc day.

B6 cuc ctia bai bao: Phin II trinh bay céc
kién thiic co ban vé hé sb tuong quan Pearson,
thong tin tuong hd, mot sé6 phép bién ddi co
ban va cic phép kiém tra thong ké trong NIST
SP800-22. Noi dung chinh tap trung & Phan III
va Phan IV, trong d6 chiing tdi trinh bay co cd
ly thuyét cho viéc danh gid mbi tuong quan giita
cdc phép kiém tra thong ké & Phan IIT va phan
tich cac két qua thuc nghiém dé dua ra mot sb
phan tich, nhan xét & Phan IV. Cudi cung, két
luan dugc trinh bay & Phan V.

II. KIEN THUC CHUAN BI
A. Hé sé twong quan Pearson

Gia tri ctia hé sd tuong quan Pearson 1a mot
tri s6 thong ké dung dé€ do ludng do manh va
chiéu huéng lién hé tuong quan fuyén tinh giita
hai bién ngiu nhién.

Pinh nghia 1. (H¢ s6 twong quan Pearson) Goi
X va Y la hai bién ngdu nhién. Khi do, hé 50
tuong quan Pearson giita hai bién ngdu nhién X
va 'Y, ky hiéu la r,,, dugc cho bdi cong thiic:
cov(X,Y)

O0xO0y

ryy = Corr(X,Y) = (1)

trong do cov(X,Y) la hiép phuong sai gita X
va Y, va ox, oy tuwong ung la dé léch chudn
cua X va'Y.

Hé s6 tuong quan Pearson, khi dugc dp dung
cho mdt mau, cé thé dugc biéu dién nhu sau:

- Ny TiYi = D T Yi
Lo = () — (L)

trong d6, {(z1,vy2),...,(xn,ys)} la n cdp da
liéu cho trudc va n dudc goi la ¢ mau.

Y nghia gia tri hé s6 Pearson: Hé sb tuong
quan Pearson 7, c6 gia tri thudc khoang [—1, 1],
trong do:



- ryy = 0: cho thiy hai bién X va Y khong
c6 mbi lién hé tuong quan tuyén tinh.

= 7y € {1, —1}: cho thﬁy hai bién X va Y ¢6
moi tuong quan tuyen tinh tuyét doi.

- 74y < 0: bi€u thi moi twong quan nghich,
nghia 1a gid tri cdc bién X, Y bién thién
nguoc chiéu.

— ryy > 0: thé hién mdi neong quan thudn,
nghia 1a gia tri cdc bién bién X, Y bién
thién cung chiéu.

BANG I: MOI TUGNG QUAN POI VOI HE SO

PEARSON
‘ I'xy ‘ Mbi tuong quan ‘
(—1,-0.5) U (0.5,1) Manh
(—0.49, —0.3) U (0.3, 0.49) Trung binh
(—0.29,0) U (0,0.29) Yéu

B. Thong tin tuong ho

Théng tin tuong hé (Mutual Information -
MI) 12 mot dai luong do mdi quan hé gitta hai
bién ngau nhién dudc liy mau dong thai. Cu
thé, thong tin tuong hd do miic dd trung binh
ctia lugng thong tin dudc truyén trong mot bién
ngiu nhién thong qua gia tri ciia mot bién ngiu
nhién khac. No6i cach khac, do do nay xac
dinh, v& mit trung binh, su thay ddi cia phan
bb ctia bién ngiu nhién X khi biét gia tri bién
ngau nhién Y.

Pinh nghia 2 (Théng tin tweng hé, Dinh nghia
2.3, Trg.19, [2]). Thong tin tuong hé (MI) ciia
hai bién ngdu nhién X va'Y la mét do do phdn
dnh méi quan hé giita hai bién nay. Khi X va'Y
la cdc bién ngdu nhién roi rac, thong tin tuong
hé MI duoc dinh nghia nhu sau:

ZZp:E Y) log

zeX yeYy

trong do, p(x) va p(y) tuong ing la ham phdn
phoi bién duyén cia X va 'Y, va p(z,y) la ham
phédn phéi xdc sudt dong thoi cia X va Y.

Thong tin tuong hd dudc biéu dién thong qua
entropy nhu sau:
I(X,)Y) =

H(X)+H(Y) - H(X,Y)
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trong d6, H(X), H(Y), va H(X,Y') tuong tng
la entropy cta X, Y, va (X,Y) dugc cho béi:

==Y p(x)logp(x
zeX
== p(y)logp(y
yey

- Z Zp(xvy) 1ng(£l?, y)

rzeX yey

Thong tin tuong hd c6 céc tinh chét sau:

) I(X,Y) = I(Y, X)
2) I(X,X) = H(X)

C. B¢ kiém tra théng ké ciia NIST SP 800-22

Bo kiém tra thong ké ctia NIST SP 800-22 [1]
bao gom téng cong 15 phép kiém tra dé€ danh
gid tinh ngiu nhién ctia mot diy hodc mot bo
sinh s6 ngiu nhién cho trudc. Bang II mo ta ky
hiéu va viét tit cia 17 phép kiém tra thong ké
trong NIST SP 800-22 (bdi vi c6 hai phién ban
clia phép kiém tra tong tich lity va hai phién ban
ctia phép phép kiém tra Serial).

III. PANH GIA VE MOI TUONG QUAN THONG
KE GIUA CAC PHEP KIEM TRA

Trong phan nay, chiing tdi trinh bay co sé 1y
thuyét cho mot s6 phuong phap danh gia mdi
tuong quan gilta cc kiém tra théng ké da dugc
st dung trong cdc nghién cifu cho dén nay. Trudc
tién, ta nhac lai khai niém tinh doc lap giita 2
phép kiém tra thong ké. Hai phép kiém tra T} va
T, dudc goi 1a déc Idp néu phan b cla cic gia
tri théng ké (hoiic cdc tri sd p-value) tuong ting
clia cac phép kiém tra 1a doc lap. Cu thé, trong
bai bdo nay, ching tdi xem xét phan b clia cic
tri s6 p-value tuong ting v6i cac phép kiém tra
d€ danh gid tinh doc lap gitta cac phép ki€m tra.
Trong phan con lai clia bai bdo, ching toi ky
hiéu Tj(s;) 1a tri s6 p-value ctia phép kiém tra
T; d6i véi day s;.
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BANG II: KY HIEU VA VIET TAT CUA CAC PHEP KIEM TRA THONG KE TRONG NIST SP 800-22

Phép kiém tra ‘ Ky hiéu ‘ Phép kiém tra ‘ Ky hiéu ‘
Tan sb (Freq) Tl Entropy xip xi (App Ent) T10
Tan sb trong khéi (Bl Freq) T2 Tong tich liiy vé phia trudc (Cusum (f) T11
Run T3 Tong tich lily v& phia sau (Cusum (b)) T12
Run dai nhét ctia 1 (Long Run) T4 So khép miu khong chong 1ap (Non Overl) T13
Hang ma tran (Rank) T5 So khép miu chong lap (Overl) T14
Bién d6i Fourier r5i rac (DFT) T6 Do phiic tap tuyén tinh (LC) T15
Phé quét ctia Maurer (Uni Sta) T7 Chu trinh ngiu nhién (REXx) T16
Serial 1 (Serl) T8 Bién thé chu trinh ngiu nhién (VREX) T17

Serial 2 (Ser2) T9

— Phuong phéap danh gia hé s6 Pearson -

- Xét cac phép kiém tra Ty, T, dbi
v6i mdt tdp cac day s;, S9, ... ,S,
va dua ra 2n ciac tri s6 p-value
tuong tng (77(s1), Ti(s2), - .., Ti(sn)),
(TQ(Sl), TQ(SQ), . ,TQ(Sn)).

— Tinh hé sb tuong quan Pearson dua
trén tap dit lieu gdm n cip tri s6
p-value (Tl(Si), TQ(SZ)) (Z = 17 . ,TL) 1§
trén. Dua vao gia tri hé sb tuong quan
Pearson dudc tinh dé€ dua ra danh gid va
quyét dinh xem T} va T c6 mbi tuong
quan hay khong.

A. Phuong phdp hé sé twong quan Pearson

Trong muc nay, ching td6i phan tich sy tuong
quan ctia mot s6 phép kiém tra thdng ké cia
NIST SP 800-22, bing cich xem xét phan bd
p-value ctia cac phép kiém tra dbi v6i cing mot
tap hop cic diy mau va tinh gid tri hé s6 tuong
quan Pearson giita ciac phép kiém tra théng ké
thong qua céc tri s6 p-value. Phuong phap hé s
tuong quan Pearson dudc dé xuat va trinh bay
trong tai liéu [3], [4].

B. Phuong phdp sit dung Ty sé Fail-Fail

Hé s6 tuong quan Pearson chi c6 thé phat hién
cdc tuong quan tuyén tinh. Do viy, chiing ta can
xdc dinh thém cdc do do khac d€ xdc dinh cac
mbi tuong quan khac (phi tuyén) giita cdc phép
kiém tra. Dudi day, ching tdi trinh bay vé Ty
56 Fail-Fail (FF) cho phép phat hién mdi tuong
quan gitia cac phép kiém tra.
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Mot phép ki€m tra tinh ngau nhién sé xét xem
liéu diy can kiém tra c6 vudt qua phép kiém
tra hay khong, tic 1a xem day c6 dat (Pass) hay
khong dat (Fail) tinh ngau nhién. Cin ci vao ty
1¢ giita s6 cac day khong dat ca 2 tiéu chudn so
véi s6 ddy khong dat clia tiing tiéu chudn c6 thé
rit ra mot két luan ndao dé vé mdi tuong quan
gitta hai phép kiém tra.

Ma tran P-F: Xét mot tap cic day ngiu nhién,
tuong ung la 2 tap cac gia tri p-value tuong ing
v6i 2 phép kiém tra. Khi d6, ta xdy dung mot
ma tran goi 1a ma trdn P-F véi cac phan ti vi tri
(i,7) 1a 0 néu tri s6 p-value Tj(s;) < a = 0.01
(tic 1a day s; khong dat d6i vé6i kiém tra T5).
Tuong ty, phan ti vi tri (4, j) 1a 1 néu Ty(s;) >
a = 0.01, wic 1a ddy s; dat d6i v6i kiém tra Tj.

C. Phuong phdp su dung dé hiéu qud bao phu

Su phu thudc gitia hai phép ki€m tra con dugc
xdc dinh theo khai niém do bao phi. D€ dinh
nghia d6 bao phil, trudc tién chd ¥ ring, véi mic
y nghia o = 0.01 dudc cb dinh, ta néi ring diy
s “khong dat” d6i v6i phép kiém tra T néu tri
s& p-value Tj(s) nhd hon 0.01. Ta c6 khéi niém
vé do bao phii ctia mot bo test nhu sau.

DPinh nghia 3 (P bao phu, [11]). PJ bao phi
ciia bé kiém tra dwoc dinh nghia la ty 1é giita so
lugng tdt cd cdc ddy khong dat doi voi it nhdt
mot trong cdc phép kiém tra trong bo kiém tra
va vdi toan by sé ddy mdu.

Mot tap dif liéu c6 thé 1a ngau nhién theo mot
s6 phép kiém tra, nhung c6 thé khong ngiu nhién
theo mot phép kiém tra khac. Do d6, dé bao phii
clia cic ki€ém tra dugc st dung trong bo kiém
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— Phuong phap déanh gia ty s6 Fail-Fail

dbi v6i tuong quan gitta T va T;)

Fr.N Fr.
Cor(Ti,Tj):M,
FTi|

chét giao hoan).

phép kiém tra T; va T} c¢6 sy phu thudc vao

T tap cdc tri sd p-value, ta xay dung mot ma trdn P-F va tién hanh ddnh gia nhu sau:

— Ta ¢6 dinh hai phép kiém tra T}, 7; va goi S 1a tdp hop cac day mau. Goi Fr, = {s € S |
Ti(s) < 0.01} va Fr, = {s € S [ Tj(s) < 0.01} tuong ting la tap hop gdm tht ca cic day
khong dat doi v6i phép kiém tra T; va 7). Khi do, tuong quan gitta 7; va T; la ty 1é cla
céc day trong tap hgp Fr, ciing khong dat d6i v6i phép ki€m tra T; va cho bdi (tuong tu

— Theo (3), ta sé& xdy dung dugc mot bang Ty s6 FF dé tim su phu thudc 14n nhau giita cic
phép kiém tra (Bang Ty sb FF la khong dbi xting bdi phép todn trong (3) khong c6 tinh

— Néu gid tri Ty s6 FF Corr(T;, T;) > 0.05 va Corr(T;,T;) > 0.05 thi ta c6 thé xem xét 2

B |Frr, N Fr |

Cor(T;,T;) = Frl 3)

nhau.

tra phai di cao. Tuy nhién, viéc bao gdm ca céc
kiém tra phu thudc c6 thé dan dén két luan sai
vé tap dif lidu.

V6i muc y nghia o cho truéc, Dinh ly 1 dudi

day cho ta tinh do bao phii ky vong theo ly thuyét
ctia tip gém k phép kiém tra thdng ké.
Pinh Iy 1 (Dinh ly 1, [11]). Goi T (k) la bo test
gom k phép kiém tra thong ké doc ldp. Goi o la
mitc ¥ nghia ciia k kiém tra thong ké doc ldp.
Khi do, dé bao phii ky vong (theo Ly thuyét) ciia
tap k phép kiém tra nay la:

zk:(—l)i“ (f) o =1—(1—a)"

i=1
Chitng minh. Goi T; (1 = 1,...,k) la k phép
kiém tra thong ké doc lap. Goi A; 1a bién cb
bi€u thi mot diy khong dat khi dudc thuc hién
qua phép kiém tra 7; dbi véi toan bo diy mau.
Khi d6, ta c6 do bao phi clia tap gdbm k phép
kiémtra T, (i = 1,..., k) Ia Pr [UL Ak}. Theo
nguyén ly bao ham-loai trit (inclusion-exclusion

Couy (T (k))

principle), ta co:
k k

Pr(Ja] =Y prial— Y PriAnal+
i=1 i=1 1<i<i<k

-+ (—1)k_1 Pr[AiNnAsN...N AL

_ i(_l)iﬂ( Z

1<51<j2<...<Ji<k

PI‘[Ajl n...N AJ7]>

Ta thiy, c6 (’:) s6 hang bang nhau trong phép
lay tong thi i cta cong thiic & trén. Do do:

Pr [Q Ak:} G) Pr[A;] — <§> Pr[A; N Ag]+

+ (—l)k_l <:> PI‘[Al NAsN---N Ak;]

k
— Z(_l)i“ <]:> PrlAin...N A (4)
i=1

Vi k phép kiém tra thong ké 1a doc 1ap, nén ta
thu dugc:

j=1

Ap dung dang thiic (5) vao cong thic (4), ta cé:

Pr [Q Ak} zk:(—l)i“ <f) ol =1-(1—a)

i=1

O

Ap dung Dinh Iy 1, ta tinh gia tri do bao phii
ky vong theo ly thuyét cia k kiém tra doc 1ap
véi k€ {1,2,...,17}, va dugc cho 6 Bang III.

Tiép theo, ching toi trinh bay vé khdi niém
dé hiéu qud bao phii cia mot bo kiém tra gdm
k phép kiém tra théng ké.
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Pinh nghia 4 (D hiéu qua bao pha, [11]).
Do hiéu qud bao phii ciia mot bo kiém tra gom
k phép kiém tra thong ké tinh ngdu nhién la ty
56 giita dé bao phii ciia by kiém tra véi dé bao
phii ky vong theo 1y thuyét.

BANG III: TY s6 pO BAO PHU KY VONG THEO LY
THUYET pO1 VOI o = 0.01

S6 kiém tra | P$ bao phi | S6 kiém tra | D bao phii ‘

1 0.010000 10 0.095618
2 0.019900 11 0.104662
3 0.029701 12 0.113615
4 0.039404 13 0.122479
5 0.049010 14 0.131254
6 0.058520 15 0.139942
7 0.067935 16 0.148542
8 0.077255 17 0.157057
9 0.086483

Dbi v6i mot bd kiém tra, chiing ta mong mudn
bd ki€m tra sé chiia cic phép kiém tra doc lap.
Néu mot bd kiém tra chia cic phép kiém tra
cO sy tuong quan véi nhau, thi do hiéu qua bao
pht ctia bo kiém tra niy sé thip hon do bao phi
ky vong theo ly thuyét. Thong thuong, do hiéu
qua bao phu nho hon 1 va khi ma do hiéu qua
bao phil ¢6 gid tri cang nhd thi cho thiy su phu
thudc cang manh gitta cac phép kiém tra.

D. Phuong phdp sit dung thong tin tuong hé

DE phét hién su tuong quan gitta cdc phép
kiém tra thong ké, viéc 4p dung cho hai phép
kiém tra dudc md hinh héa nhu mot kénh nhi
phdn khong dbi xiing, sao cho néu hai phép
kiém tra 1a tuong quan vdi nhau, thi thong tin
tuong hd cla kénh sé khac 0 va 1a mot ham
ting theo bic tuong quan gitta cdc phép kiém
tra. Phuong phap nay st dung thong tin tuong
hé d€ phat hién su phu thudc gitta cac phép
kiém tra théng ké. Phuong phdp nay dugc dé
xuit bdi J.A. Karell-Albo cung cong su [7] va
dugc md ta theo cac bude sau:

- Goi S 1a tap gdm n ddy miu sy, ..., s,. Xét
k phép kiém tra thong k& T; (j = 1,...,k)
va tinh cdc tri sb p-value cho tliing dy déi
véi moi phép ki€m tra T;. Ky hiéu p} la tri
s6 p-value cla day s; doi v6i phép kiém tra
T;(=1,....nvaj=1,...k).
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— Tinh cic thong tin twong ho 1(T;,T;) gitia
cac phép ki€ém tra T}, T; dua theo cdc day
tri s6 p-value: {p},p%, ... pT}i=1, k-

— Udc tinh thong tin tuong hd I(7;,T;) gita
tt cd cac cip (T;,7;) clha day tri sb
p-value, d€ phat hién su hién dién ctia mbi
tuong quan. Viéc udc tinh thong tin tuong
ho bing cach st dung cong thiic tinh thong
tin tuong hd dua trén entropy H va mot
ham wéc lugng cia H V6i sai sé toan
phuong trung binh (Mean Squared Error)
thip trén n diy mau.

— Xéc dinh cdc mdi tuong quan c6 y nghia dé
két luan mdi tuong quan gitta cac phép phép
kiém tra. Do tinh chit dbi xing cta thong
tin tuong hd, cdc gid tri thong tin tuong hod
I(T;, T;) dugc bi€u dién dudi dang ma trén
tam gidc trén M nhu sau:

]<T17T1) I(TlaTQ) I(TlaTk)
Ao O [(TZ., Ty) T(TQ.,Tk)
0 0 [Ty, T})

Vi I(X, X) = H(X), nén ta c6 thé thay thé
cac phan ti thudc dudng chéo chinh va ma
tran M dudgc biéu dién dudi dang:

H(Tl) ](Tl,TQ) [(Tl,Tk)
M= 0 H(‘T2) T(Tz.ka)
0 0 H('Tk)

kxk

trong d6, H(T;) 1a entropy ctia bién T;. Dé
gidi thich t6t hon, ching ta thuc hién
chudn hoéa cic gid i [(T};,T;) béi
I'(T;,T;). C6 ba bién thé thudng dung dé
chuin héa thong tin tuong hd gitta hai bién
T; va T; la: chia cho entropy cuc dai,
max{H (1), H(T})}, chia cho entropy nho
nhdt, min{H(T;), H(T;)} va chia cho gid
tri entropy trung binh, (H(T;) + H(Tj))/2.
Néu T; va T; c6 cung phan b, thi
H(T;) = H(T}), khi d6 ba bién thé & trén
tring nhau va c6 gia tri bang v6i hé so:
(T, T;)

T, T;) = TH(TY)



— Phuong phap danh gia do bao phu va do hiéu qua bao phu

— V6i mot tap hop cac ddy mau va cac phép kiém tra théng ké cho trudc, ta tinh cic tri s6
p-value ctia cac diy doi v6i cac phép kiém tra va qua d6 thiét 1ap mot ma tran P-F.

— Goi T 1a mot bd gdm k phép kiém tra T} (i = 1, ...

Khoa hoc va Céong nghé trong linh vuc An toan thong tin

kyva Fr, = {s € S| Tj(s) < 0.01} 1a

tap cac diy khong dat dbi véi kiém tra T}, trong d6 S 1a khong gian miu. Khi d6, dé bao
phu cia T
Ui

|S]

Véi d6 bao phii tinh dudc, ta sé so sanh vdi gia tri do bao phii ky vong theo ly thuyét. Néu
dd bao phii ctia bo kiém tra cang gan v6i do bao phi ky vong theo ly thuyét, thi tinh doc
lap gitta cdc phép kiém tra cang tot. Néu gid tri do bao phi nhé hon gia tri do bao phu ky
vong theo 1y thuyét, thi d6 12 diu hiéu cho biét cac phép kiém tra c6 mdi tuong quan hoic

i

Cou(T) = )

yéu trong bo kiém tra.
Tinh d6 hiéu qua bao phu

Eff —Cou(T) =

Cou(T)

o) 5
Covipeo(T (k) ©)

Ta thiy rdng, bdi vi tip cic diy miu dudc
sinh tif mot bo sinh s6 gia ngiu nhién, 7}
va T} c¢6 cing phan b6 va do d6 céc tri sb
p-value phan phdi déu. Khi do, ta cé:

1 I'(Ty,Ts) I'(Ty, Ty)
oo 1 T’(T?,Tk)
0 0 1

kxk

trong do, I'(T;,T}) la gia tri thong tin tuong
hé dugc chudn héa (NMI) giita cic bién T}
va Tj.

— Quyét dinh xem I'(T;, T}) 6 16n hon 0 déng
ké hay khong va tir d6 két luan liéu c6 su
phu thudc nao giita ca hai bién hay khong.

Ta hinh thiic héa hai gia thuyét thong ké sau:

Hy:I'(T;,T;) =0, H,:I'(T;,T;) >0

trong d6, H, 1a gid thuyét khéng ma phat biéu
12 “hai kiém tra cé tinh déc ldp” va H, 1a gia
thuyét nghich véi khang dinh “cé su phu thudc
nao do gii{a hai phép kiém tra T; va T;”. Tit tap
cac tri s& p-value mau (pispj)s - (pl ,p]) ta
can quyet dinh c6 chang bac bo gia thuyet khong
H, vé tinh doc lap cla hai ki€m tra T; va T} hay

khong. Tic 1a, néu I'(T;,T;) 1a 16n hon dang ké

0, thi gia thuyét H, bi bac bd. Pdi véi diéu nay,
can phai tinh tri sb p-value lién quan dén phép
kiém tra va néu tri sé p-value ndy nhé hon miic
y nghia da chon « thi sé c6 di bang chiing bac
bd Hy.

Vi khong biét phan bd ciia thong tin tuong hd
duéi gia thuyét Hy, nén sé thuc hién mot kiém
tra hoan vi nhu sau:

1) Tao ¢ mau hodn vi {m,(T})}u=1,..q clia phép
kiém tra Tj. Xay dyng cdc mau dlIOC hoan
vi (75, WU(T )) gitta 2 phép kiém tra T3, T},
trong d6 hoan vi 7, 1a hoan vi thd « cﬁa
céc tri s6 p-value ctia phép kiém tra T sao
cho thda man 3 diéu kién sau:

-7, €5, v6i moi u = 1,...,q, trong do
S, ky hiéu 1a tip hop tit ca cac hoan vi
clia céc tri s6 p-value cta 7.

- T, # ™, V6 moi u # v.

— 7 12 hodn vi dong nhit cia S, tic la

mo(15) = T
2) U6c lugng cdc thong tin tuong ho dugc
chudn héa 2, = I'(T,,T;) va

Zy, =1'(T;,m,(T3)) véiu=1,...,q.

3) Tinh tri s6 p-value (d6i v6i kiém tra hodn
vi) dua theo thong tin tuong hd & budc 2.

> ouy Usz,(Z0)
q
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trong do6, 1>,(Z,) 1a ham chi thi cho bdi:

1oy (2) 1 néuzx > Z,
) = i .
=70 0 néuzx < %

4) Néu p — value > a, thi gia thuyét H, dudc
chdp nhan, tic 1a hai phép ki€m tra T}, T}
1a c6 tinh doc 1ap. Néu p — value < «, thi
gid thuyét H, bi bac bod, nghia 1a T; va T}
¢6 su phu thudc nao do.

Lua chon sé luong dday mdu va ham wdc lugng
théng tin tuong hd

Vi chiing ta khong thé tinh chinh xdc gid tri
thong tin tuong hd nén sé can sit dung mot ham
udc lugng thong tin tuong hd. Ham udc lugng
phdi dudc lua chon mot ciach cin than vi néu
ham wdc lugng thong tin tuong hé khong dudc
chon t6t thi ¢6 thé anh hudng t6i do chinh xac
cia thong tin tucng ho.

Thong tin tuong hd dugc udc lugng dua vao
cong thic bi€u dién theo dang entropy. Udc
luong dudc thuc hién d6i v6i hai truong hop:
bién phu thuéc va bién déc ldp. Trong sd cic
cong cu udc lugng entropy, chung ta chon
trong g6i infotheo trong ngon ngiwt ldp trinh
R (phd bién trong phan tich, tinh toan thong
ké). Trong géi infotheo bao gom 4 tiy chon
phuong phap udc lugng: udc lugng (emp), udc
lugng Miller—Madow  (mm), udéc lugng
shrinkage James-Stein (shrink) va u6c lugng
Schurmann-Grassberger ~ (sg). Bing  thuc
nghiém, J.A.Karell-Albo cung cong sy [7] da
chi ra ring su khac biét 16n nhit gita cac gia
tri wéc luong sé giam diang k& khi sb dit lieu
quan sat ting trong truong hdp cic bién doc
lap. Cu thé hon, J.A Karell-Albo cung cdng su
[7] thiy ring “néu it nhdt 10,000 day sé gid
ngdu nhién dugc phan tich, thi su khdc biét lon
nhdt giita cdc bo udc lugng la rdt nhé” va lua
chon u6c lugng (shrink) dé€ tinh thong tin
tuong ho.

IV. KET QUA THUC NGHIEM
A. Thiét ldp thi nghiém

Tap céc dit liéu mau dudc sinh tit B sinh s6
gid ngdu nhiéen HMAC-DRBG véi dau vao la
mot mam true random. Tap dif liéu miu gom
n = 10,000 day c6 do dai L = 1,000,000 (bit).
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Dbi v6i mbi phép kiém tra T; (i = 1,...,17)
(trong 17 phép kiém tra ctia NIST), ching toi
tinh 10, 000 tri s6 p-value (p}, ..., pl') tuong tng
ctia n ddy mau dbi v6i phép kiém tra T} va dong
thoi tao ¢ = 10,000 hoan vi phan biét dbi véi
moi tap di lieu (p},...,pH).

Bang IV trinh bay cdc tham sb ching toi st
dung trong mdi phép kiém tra thong ké theo
khuyén cdo ctia NIST.

B. Phdn tich, ddnh gid két qud thuc nghiém

Ta lvu y rang khi phép kiém tra, gid st la
Ty, c6 mbi tuong quan v6i mot phép kiém tra
khéc, gia st 1a 75 thi 75 ciing ¢6 mdi tuong quan
v6i Ty. Khi d6, trong cic Bang so sdnh két qua
tuong quan & sudt muc ndy, ching ta quy uéc
rang néu T} dudc nhic la ¢ tuong quan véi T,
& dong trude d6 thi khi xét dén T, chiing ta bod
qua viéc nhac lai 7;.

1) Péi véi phwong phdp hé s6 Pearson:
Bang XI trinh bay cédc gia tri hé s6 tuong quan
Pearson giita cac phép kiém tra thdng ké cia
NIST SP800-22. Vé mit ly thuyét, d€ cic phép
kiém tra khong tuong quan, thi tit ca cdc gid
tri hé s& tuong quan Pearson phai bing 0. Tuy
nhién, trong thuc t&¢ do viéc Iua chon dif liéu
mau khién c6 thé tao ra gid tri hé s6 Pearson
v6i mot sb sai léch so véi 0 ngay ca khi cic
phép ki€m tra 1a khong tuong quan. Trong
Bang XI, cdc gid tri hé sé tuong quan Pearson
6 gid tri tuyét doi lon hon 0.5 sé thé hién cho
sy tuong quan giita hai phép kiém tra. Bang V
trinh bay so sdnh két qui thu dudc tir thuc
nghiém ctia ching tdi va két qua tir bai bdo [4].

2) Doéi vdi phuong phdp ty s6 FF: Theo Bang
XIII, ching tdi nhan thiy ring:

— Phép kiém tra tdn sé (Freq) c6 mbi tuong
quan v6i cdc phép kiém tra tong tich liy
CuSum(f,b), (bién thé) chu trinh ngdu nhién
(REx, VREX).

— Céc phép kiém tra Entropy xdp xi, Serial-1 va
Serial-2 ¢6 mbi tuong quan vSi nhau.

— Phép kiém tra Tan sé trong khéi (Bl Freq) c6
mbi tuong quan v6i phép kiém tra téng tich
lity vé phia trude CuSum(f).
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BANG IV: CAC THAM sO PUGC SU DUNG TRONG CAC PHEP KIEM TRA THONG KE

Phép kiém tra Tham so Gia tri
Entropy xap xi m : do dai khdi dau tién 8
Tan sb trong khdi M : do dai khoi 12500
Do phiic tap tuyén tinh M : do dai khoi 500
Run dai nhét M : do dai khoi 10000
So khép miu khong chong 1ip mau 000000001
So khép miu chong lap mau 11111111
Chu trinh ngiu nhién trang thai bén trong r=1
Bién thé chu trinh ngau nhién trang thai bén trong z=-9
Hang ma tran (M, Q) : sb hang va sb cot clia mdi ma tran | M = 32,Q = 32
Serial m : do dai khoi 8
Théng ké phd quat ctia Maurer L : dd dai khéi, @ : cac khdi khdi tao L=7,Q=10

BANG V: SO SANH CAC KET QUA TUONG QUAN THU PUCC VOI CAC NGHIEN CUU PA BIET THEO
PHUONG PHAP HE SO PEARSON [3], [4]. LUU Y RANG KIEM TRA IN PAM THE HIEN CHO PHAT HIEN THEM
MOI TUONG QUAN

e Céc phép kiém tra tuong quan

Kiém tra p Y

[3], [4] Nhom tdc gia
Freq CuSum(f), CuSum(b) CuSum(f), CuSum(b)
CuSum(f) CuSum(b) CuSum(b)
Serial-1 Serial-2 Serial-2
App Ent Serial-1, Serial-2 Serial-1, Serial-2
REx VREx

BANG VI: SO SANH CAC KET QUA TUGNG QUAN THU PUGC VOI CAC NGHIEN CUU PA BIET THEO
PHUONG PHAP TY s6 FF. CHU Y RANG CAC PHEP KIEM TRA PUCC PHAT HIEN MOI SE PUGC IN DPAM

o Céc phép kiém tra ¢é su tuong quan
Kiém tra —
[8], [11] Nhom tdc gia
Freq Bl Freq CuSum(f, b), REx, VREx
BI Freq CuSum(f), REx, VREx
App Ent Serial-1, Serial-2 Serial-1, Serial-2, REx, VREx
Serial-1 Serial-2 Serial-2, REx, VREx
CuSum(f) CuSum(b), REx, VREx
REx VREx, Run, Rank, DFT, Uni Sta, Serial-2,
Overl, Non Overl, LC , Long Run, CuSum(b)
VREXx Run, Rank, DFT, Uni Sta, Serial-1, Overl, Non
Overl, LC , Long Run, CuSum(b)

3) Doi véi do bao phii va dé hiéu qud bao
phu: Bang X trinh bay do bao phu va do hiéu
qua bao pht khi xét 15 phép kiém tra théng ké
(loai trir 2 phép kiém tra REx (T16) vdi VREx
(T17)) v6i 17 phép kiém tra théng ké trong NIST
SP800-22. Dya theo két qua thu dudc, ta c6 thé
thdy rang viéc bd sung 2 phép kiém tra REx va
VREx lam cho dd hiéu qua bao phii ctia bd kiém
tra “gidm xudng”. Diéu nay cho thiy dudng nhu

c6 tuong quan gitia hai phép kiém tra REx va
VREX véi cic phép kiém tra tit T1 dén T15.
Ngoai ra, véi viéc thi nghiém danh gia cho 17
phép kiém tra thong ké trén tip dit liéu mau,
ching tdi phat hién thém méi mbi tuong quan
gitta mot s6 phép kiém tra va dudc trinh bay &
Bang VI (trong ngi canh so sdnh vdi két qua tur
cdc nghién cifu da biét). Pic biét, ta thiy mbi
tuong quan gitta 2 phép ki€ém tra REx (T16) va
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BANG VII: SO SANH SU TUGNG QUAN GIUA CAC PHEP KIEM TRA THEO THONG TIN TUONG HO (POI VOI
a = 0.001), TRONG PO CAC PHEP KIEM TRA IN DPAM THE HIEN PHAT HIEN THEM SO VOI KET QUA TU [7].

e Cic phép kiém tra cé su twong quan
Kiém tra .
[7] Nhom tdc gia

App Ent Serial-1 Serial-1, Serial-2, REx, VREx

CuSum (f) CuSum (b), Freq, REx, VREx CuSum (b), Freq, Bl Freq, REx, VREx

CuSum (b) Freq, REx, VREx Freq, Bl Freq, REx, VREx

Freq REx, VREx Bl Freq, REx, VREx

Long Run Overl Overl, REx, VREx

REx VREx VREX, Run, Rank, DFT, Uni Sta, Serial-2, Overl, Non
Overl, LC

VREx Run, Rank, DFT, Uni Sta, Serial-2, Overl, Non Overl,
LC

Serial-1 Serial-2 Serial-2, REx, VREx

VREx (T17) v6i toan bd 15 phép ki€m tra tur
T1-T15. Piéu nay gidi thich tai sao do hiéu qua
bao phi ¢6 su “gidm xudng” rd rét khi thém hai
phép ki€m tra nay.

4) Déi véi phuong phdp théng tin tuong ho:
Béng XII bi€u dién céc gia tri NMI gitta 17 phép
ki€m tra trong B9 ki€m tra ctia NIST. Chiing ta
c6 thé thiy phép kiém tra nao c6 gid tri NMI
16n hon o = 0.001 sé dugc th€ hién t6 mau
tuong ting & Bang XII. Két hop vdi thuc nghiém
phuong phap kiém tra hoan vi, ta ¢ thé dua ra
bang ching nhim bac bd gia thuyét khong H,.
Diéu nay cho thiy xuét hién su phu thuoc giita
mot vai phép kiém tra. Bang VII cho thiy mot
so sdanh vé mbi tuong quan dudc phat hién giita
cac phép kiém tra trong Bo ki€ém tra ctia NIST.

Nhan xét 1. Tir két qud thuc nghiém, chiing toi
phdt hién thém vé sy twong quan giita cdc phép
kiém tra thong ké so vdi két qud tir bai bdo [7]
cua J.A. Karell-Albo cung cong su. Cdc phdt
hién thém nay duoc thé hién dudi dang in ddm
nhu trong Bdng VII. Ddc biét, cdc gid tri NMI
gita hai phép kiém tra REx va VREX vdi 15
phép kiém tra con lai cang ciing cé thém bdng
chiing cho thdy rang cé sw tuong quan giita 2
phép kiém tra nay vdi 15 phép kiém tra con lai.

C. Thdo ludn thém vé su twong quan giita cdc
tri s6 p-value

Quan sat biéu do phan tan cta day tri s6
p-value: Mot thé hién kha thi vi 1a ching ta
c6 thé quan sat cic tri sd p-value clia cdc phép
kiém tra thong qua biéu do phdn tdn.
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Vi du 1. Xét hai phép kiém tra: Entropy xdp xi
va Hang ma trdn ma theo NMI chi ra khong co
moi twong quan. Khi dé, vé biéu do phan tdn cdc
tri s6 p-value ciia hai phép kiém tra nay (xem
Hinh 2), thi ta ciing quan sdt thdy khong co thé’
hién nao cho thdy cé su phu thudc gita 2 phép
kiém tra nay.

Vi du 2. Néu chiing ta phdn tich biéu do phdn
tdn clia cdc cdp phép kiém tra khdc, c6 thé nhdn
thdy rang khi gid tri NMI tdng lén, thi day tri
s6 p-value phdn dnh cdc biéu hién lién quan
dén su twong quan phu thudc. Diéu nay dugc
chitng minh bdng cdc phép kiém tra Serial-1 va
Serial-2 (xem Hinh la), phép kiém tra tan sé va
phép kiém tra CuSum (b) (xem Hinh 1b), kiém
tra CuSum (f) va CuSum (b) (xem Hinh Ic), kiém
tra Entropy xdp xi va Serial-1 (xem Hinh 1d) .

D. So sdnh vdi cdc két qud nghién citu trudc do

Dua theo két qua thuc nghiém, ching t6i thuc
hién so sanh véi cic két qua nghién ctiu di cong
bd tU cac tai liéu tham khéo trude do.

P6i voi danh gia vé tinh doc lap gita cac
phép kiém tra: Trudc tién, ching toi trinh bay
vé moi trudng lam viéc ma cic phuong phap
d4nh gid thudng st dung, bao gdbm tham s khdi
tao, s6 luong diy miu va cac tham sd dudc st
dung bdi moéi phép kiém tra, vi khi cac tham
s6 nay thay ddi sé khién két qua phép kiém tra
thay d6i ding ké. Cac tham s6 khdi tao dugc
st dung trong cac phuong phap khac nhau dugc
trinh bay trong Bang VIII. Theo khuyén cdo ctia
NIST, nhiéu tiéu chudn kiém tra théng ké phéi



S phan tan clia cac p-value cla Serial-1 va Serial-2
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S phan tén clia céc p-value clia Freq va Cusum (b)

Serial-2

Cusum (b)

08
L

06
1

04

02
L

Serial-1

(a) Su phan tan p-value cua Ser-1 va Ser-2

Sw phan tén cua cac p-value cua CuSum (f) va CuSum (b)

CuSum (b)

CuSum (f)

(¢) Phén tan p-value cia CuSum(f) va CuSum(b)

Serial-2

Freq

(b) Su phén tan p-value cta Freq va CuSum (b)

Sw phan tén cua céc p-value cua App Ent va Serial-2

06

04

0.0
L

App Ent

(d) Su phan tan p-value cia App Ent va Serial-2

Hinh 1. Sy phan tan ctia cdc gia tri NMI ctia mot s6 phép kiém tra thong ké.

BANG VIII: CAC THAM SO VA PHUGNG PHAP PUGC DUNG TRONG CAC NGHIEN CUU PA BIET

Tai liéu S6 diy miu n Do dai day L (bit) Phuong phap danh gia
[4] 100,000 500 Hé s6 tuong quan Pearson
[11] 100,000 38,912 Ty s6 Fail-Fail
3] 200,000 1024 Hé S(f) tuong quan Pearson

200 1,048,576 Hg so tuong quan Pearson
[7] 10,000 1,000,000 Thong tin tuong hd (MI)
10,000 1,000,000 Heé s tuong quan Pearson
Nhom tic gid Thong tin tuong hd (MI)
Ty s6 Fail-Fail

dap ting yéu cau tham s6 vé do dai day t6i thiéu
1a 10 bit, tuy nhién cdc két qua trong [3], [4],
[11] chi sit dung cdc day c6 do dai ngin 1a 500,
38912, 2014 bit, khong phi hgp theo khuyén cdo
cua NIST. Do d6, cac cong trinh [3], [4], [11] da
khong st dung ding theo khuyén cdo ctia NIST,
nghia la cac tac gia trong [3], [4], [11] da chua
nhan thiic ding vé thiét 1ap tham s6 nham danh
gia két qua thuc nghiém, tuy nhién ho vin thu
dugc cac két qua mdi vé tinh doc 1ap clia mot
s6 tiéu chuan kiém tra thong keé.

Dua trén cac phuong phap danh gia da dugdc
dé xuit trong cac tai liéu [3], [4], [7], [8], [11],
[12], chung t6i da thuc nghiém trén tip mdi
cac di liéu mau, qua d6 dua ra phan tich, danh
gia vé tinh doc 1ap, do nhay clia cic phép kiém
tra thong ké ctia NIST. Két qua 1a ching t6i da
phét hién thém sy tuong quan mdi giita mot sb
cac phép ki€m tra trong BoO ki€ém tra NIST SP
800-22. Két qua nay dudc trinh bay & Bang IX.
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BANG IX: SO SANH SU TUGNG QUAN GIUA CAC PHEP KIEM TRA THONG KE CUA NIST SP800-22 MA

NHOM TAC GIA THU PUCC TU THUC NGHIEM SO VOI CAC NGHIEN CUU PA BIET, TRONG PO CAC PHEP KIEM TRA
IN DAM THE HIEN PHAT HIEN THEM SO VOI CAC KET QUA NGHIEN CUU PA CONG BO

e Cic phép kiém tra tuong quan
Kiém tra p Y
(3], [4] 18], [11] [7] Nhom tdac gida
Freq CuSum(f,b) CuSum(f,b) CuSum(f,b), REx, VREx, | CuSum(f,b), REx, VREx, Run, Bl
Run Freq

App Ent Serial(1,2) Serial(1,2) Serial-1 Serial(1,2), REx, VREx

CuSum(f), CuSum(b) CuSum(b), REx, VREx, | CuSum(b), REx, VREx, Run, Bl Freq

CuSum(b) Run

Serial-1 Serial-2 Serial-2 Serial-2 Serial-2, REx, VREx

REx VREx VREX, Run, Rank, DFT, Uni Sta,
Serial-2, Overl, Non Overl, LC

VREx Run, Rank, DFT, Uni Sta, Serial-2,
Overl, Non Overl, LC

Long Run Overl Overl, REx, VREx

BANG X: SO SANH PO BAO PHU VA PO HIEU QUA BAO PHU GIUA MOT SO NHOM PHEP KIEM TRA VA 17
PHEP KIEM TRA THONG KE CUA NIST. CHU Y F/(Ti, - -+, Tj ) KY HIEU SO PHEP KIEM TRA CON LAI SAU KHI
LOAIDI CACKIEM TRA 1’4, - - -, T'j TU 17 KIEM TRA BAN DAU

Cac kiém tra

| D6 bao phii | D hiéu qua bao phi

T1-T17 0.4569 2.909135
F/(T16,T17) 0.1162 0.830344
F/(T1,T17) 0.450800 3.221335
F/(T9,T16,T17) 0.110800 0.844165
F/(T12,T16,T17) 0.114700 0.873878
F/(T9,T12,T16,T17) 0.109300 0.892398
F/(T9,T11,T12,T16,T17) 0.107900 0.949699
F/(T8,T9,T11,T12,T16,T17) | 0.101600 0.970744

S phan tan cua cac p-value ctia App Ent va Rank

T R i P
A

06 08

Hang matran
04

Entropy xap xi

Hinh 2. Su phan tan p-value cia App Ent va Rank.

KET LUAN

Trong bai bao nay, chung t6i da thuc hién phan
tich va danh gid vé tinh doc lap clia cic phép
kiém tra thong ké vé tinh ngiu nhién trong NIST
SP 800-22. Dya trén cac phuong phap danh gia
théng ké da biét nhu: phuong phdp hé sé tuong
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quan Pearson, ty s FF, thong tin tuong ho, do
bao phii va do hiéu qud bao phii két hop véi két
qué thuc nghiém dé€ tim mdi tuong quan gilia
cac phép kiém tra théng ké. Két qua thu dudc
la ching t6i da phat hién thém mbi tuong quan
méi gitta mot s6 phép kiém tra thong ké ma
chua dugc phat hién trong cic cong trinh trudc
d6. Piéu nay cho thiy c6 thé giam s6 luong phép
kiém tra thong ké c6 trong Bo kiém tra cia NIST
SP 800-22 bing cich bd b6t cac phép kiém tra
¢6 su phu thudc 14n nhau. Dic biét, ching tdi da
danh gid do hiéu qua bao phu ctia bd kiém tra
trong 2 trudng hop khi st dung 2 kiém tra chu
trinh ngiu nhién va bién thé chu trinh ngiu nhién
va khi khong st dung 2 ki€m tra nay. Theo hiéu
biét clia ching t6i, dy 1a nhiing két quéa dau tién
vé do hiéu qua bao phi ctia bd kiém tra NIST
SP 800-22. Két qui cho thiy do hiéu qua bao



Khoa hoc va Cong nghé trong linh vuc An toan thong tin

BANG XI: HE SO PEARSON GIUA CAC TRI SO P-VALUE CUA CAC KIEM TRA TRONG NIST SP800-22.

| m| 1] 1] 1™

5] 16| 17| 18] 19| mo| | Ti2| T3] TI4| TI15] Ti6] T17]

T1 1| 0.084 | 0.008 | 0.003 | -0.009 | -0.006 | -0.014 | 0.064 | -0.003 | 0.043 | 0.763 | 0.766 | 0.024 0.03 | -0.013 | 0.226 | 0.229
T2 | 0.084 1| 0.008 | -0.016 | 0.016 | 0.012 | -0.009 | 0.031 | 0.011 | 0.027 | 0.165 | 0.168 | 0.023 0 | -0.008 | 0.047 0.04
T3 | 0.008 | 0.008 1| 0.013 | 0.005 | 0.003 | 0.017 | 0.067 | 0.005 | 0.054 | 0.008 | 0.005 | 0.012 | 0.018 | 0.007 | -0.004 | 0.004
T4 | 0.003 | -0.016 | 0.013 1| -0.008 0.01 | -0.007 | 0.016 | 0.006 | 0.011 | 0.001 0| 0.022 | 0.092 | 0.004 | -0.008 | 0.001
T5 | -0.009 | 0.016 | 0.005 | -0.008 1 0] -0.029 0| -0.01 | 0.006 0| 0.002 | -0.002 | -0.004 | -0.003 | -0.006 0
T6 | -0.006 | 0.012 | 0.003 0.01 0 1| 0.006 | -0.013 | -0.012 | -0.016 | -0.003 | -0.01 | -0.021 | 0.001 | 0.006 | -0.002 | 0.023
T7 | -0.014 | -0.009 | 0.017 | -0.007 | -0.029 | 0.006 1| 0.008 | -0.001 | 0.003 | -0.015 | -0.01 | 0.004 | -0.002 | -0.012 | 0.001 | 0.002
T8 | 0.064 | 0.031 | 0.067 | 0.016 0 | -0.013 | 0.008 1| 0.689 | 0.694 | 0.045 0.06 | 0.017 0.04 | -0.019 | 0.014 | 0.013
T9 | -0.003 | 0.011 | 0.005 | 0.006 | -0.01 | -0.012 | -0.001 | 0.689 1| 0486 | -0.014 | 0.003 | -0.001 | 0.013 | -0.014 | 0.007 | 0.002
T10 | 0.043 | 0.027 | 0.054 | 0.011 | 0.006 | -0.016 | 0.003 | 0.694 | 0.486 1 0.03 | 0.039 0.02 | 0.031 | -0.001 | 0.014 | 0.009
T11 | 0.763 | 0.165 | 0.008 | 0.001 0| -0.003 | -0.015 | 0.045 | -0.014 0.03 1] 0723 | 0.038 | 0.022 | -0.021 | 0.317 | 0.318
T12 | 0.766 | 0.168 | 0.005 0| 0.002 | -0.01| -0.01 0.06 | 0.003 | 0.039 | 0.723 1| 0.032 ] 0.022 | -0.025 | 0.128 0.13
T13 | 0.024 | 0.023 | 0.012 | 0.022 | -0.002 | -0.021 | 0.004 | 0.017 | -0.001 0.02 | 0.038 | 0.032 1 0.01 | 0.011 | 0.004 | 0.003
T14 0.03 0| 0.018 | 0.092 | -0.004 | 0.001 | -0.002 0.04 | 0.013 | 0.031 [ 0.022 | 0.022 0.01 1| -0.001 | 0.001 | 0.005
T15 | -0.013 | -0.008 | 0.007 | 0.004 | -0.003 | 0.006 | -0.012 | -0.019 | -0.014 | -0.001 | -0.021 | -0.025 | 0.011 | -0.001 1| 0.001 | -0.002
T16 | 0.226 | 0.047 | -0.004 | -0.008 | -0.006 | -0.002 | 0.001 | 0.014 | 0.007 | 0.014 | 0.317 | 0.128 | 0.004 | 0.001 | 0.001 1] 0.547
T17 | 0.229 0.04 | 0.004 | 0.001 0| 0.023 | 0.002 | 0.013 | 0.002 | 0.009 | 0.318 0.13 | 0.003 | 0.005 | -0.002 | 0.547 1

BANG XII: THONG TIN TUGNG HO PUGC CHUAN HOA CUA 17 PHEP KIEM TRA TRONG NIST

T1 ‘ T2 T3 T4 T5 T6 T7 T8 T9 T10 ‘ T11 T12 T13 T14 T15 T16 T17
T1 1 0.002143 0 0 0 0 0 0 0 0 0215681 | 0.213502 0 | 0.000192 0 | 0.022487 | 0.022084
T2 | 0.002143 1 0 0 0 0 0 0 0 | 0.000112 = 0.005138 | 0.00529 0 0 0 | 0.005283 | 0.005275
T3 0 0 1| 2.70E-05 | 6.76E-05 0 0 | 0.000432 | 6.03E-05 | 0.000721 0 0 0 0 0 | 0.004747 | 0.004131
T4 0 0 | 2.70E-05 1 | 8.50E-05 0 0 0 0 0 | 5.02E-05 0 0 0.001441 0 | 0.004704 | 0.004472
T5 0 0 | 6.76E-05 | 8.50E-05 1 0 0 | 0.000386 0 0 0 0 | 0.000244 0 0 | 0.003855 | 0.004312
T6 0 0 0 0 0 1 0 0 0 0 0 | 0.000251 0 0 0 | 0.004826 | 0.004723
T7 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 | 0.004155 | 0.004857
T8 0 0 | 0.000432 0| 0.000386 0 0 1| 0.110025 | 0.112292 | 4.30E-05 0 0 0 0 0.00432 | 0.004553
T9 0 0 | 6.03E-05 0 0 0 0| 0.110025 1] 0.045313 0 0 0 0 0| 0.00506 | 0.004168
T10 0| 0.000112 | 0.000721 0 0 0 0 | 0.112292 | 0.045313 11 0.000137 0 0 0 0 | 0.004344 | 0.004677
TI11 | 0.215681  0.005138 0| 5.02E-05 0 0 0 | 4.30E-05 0 | 0.000137 1| 0.14939 0 | 0.000134 0 | 0.041534 | 0.04128
T12 | 0.213502 0.00529 0 0 0 | 0.000251 0 0 0 0 0.14939 1 0 0 0 | 0.01063 | 0.009928
T13 0 0 0 0 | 0.000244 0 0 0 0 0 0 0 1 0 0 | 0.004258 | 0.004313
T14 | 0.000192 0 0| 0.001441 0 0 0 0 0 0 | 0.000134 0 0 1 0 | 0.004209 | 0.004254
T15 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1| 0.004643 | 0.005129
T16 | 0.03019  0.007093 0.006374 | 0.006315 | 0.005176 | 0.00648 0.005579 | 0.005799 | 0.006794 | 0.005833 0.055762 | 0.014271 | 0.005717  0.00565 | 0.006233 1 0.2998
T17 | 0.029649  0.007082  0.005546 | 0.006005 | 0.00579 | 0.006341  0.00652 | 0.006113 | 0.005596 | 0.006279 0.055421 | 0.013329 | 0.005791 0.005712 | 0.006886 0.2998 1

BANG XIII: MA TRAN TY s FF GIUA 17 PHEP KIEM TRA THONG KE CUA NIST

T1 T2 T3 T4 TS T6 T7 T8 9 T10 Ti1 T12 T13 T14 T15 T16 T17

T1 | 1.000000 | 0.040000 | 0.020000 | 0.000000 | 0.000000 | 0.000000 | 0.010000 | 0.040000 | 0.010000 | 0.020000 | 0.750000 | 0.830000 | 0.010000 | 0.030000 | 0.010000 | 0.690000 | 0.690000

T2 | 0.040000 | 1.000000 | 0.010000 | 0.010000 | 0.000000 | 0.000000 | 0.010000 | 0.000000 | 0.010000 | 0.010000 | 0.080000 | 0.040000 | 0.000000 | 0.010000 | 0.020000 | 0.440000 | 0.450000

T3 | 0.021277 | 0.010638 | 1.000000 | 0.000000 | 0.010638 | 0.000000 | 0.010638 | 0.010638 | 0.000000 | 0.031915 | 0.010638 | 0.031915 | 0.010638 | 0.000000 | 0.000000 | 0.340426 | 0.351064

T4 | 0.000000 | 0.008772 | 0.000000 | 1.000000 | 0.008772 | 0.000000 | 0.026316 | 0.008772 | 0.008772 | 0.008772 | 0.008772 | 0.000000 | 0.000000 | 0.035088 | 0.017544 | 0.359649 | 0.394737

T5 | 0.000000 | 0.000000 | 0.012048 | 0.012048 | 1.000000 | 0.000000 | 0.024096 | 0.000000 | 0.000000 | 0.000000 | 0.000000 | 0.000000 | 0.000000 | 0.000000 | 0.012048 | 0.313253 | 0.301205

T6 | 0.000000 | 0.000000 | 0.000000 | 0.000000 | 0.000000 | 1.000000 | 0.000000 | 0.021978 | 0.021978 | 0.000000 | 0.000000 | 0.010989 | 0.000000 | 0.000000 | 0.000000 | 0.384615 | 0.395604

T7 | 0.008130 | 0.008130 | 0.008130 | 0.024390 | 0.016260 | 0.000000 | 1.000000 | 0.008130 | 0.016260 | 0.000000 | 0.024390 | 0.008130 | 0.000000 | 0.024390 | 0.008130 | 0.512195 | 0.536585

T8 | 0.038835 | 0.000000 | 0.009709 | 0.009709 | 0.000000 | 0.019417 | 0.009709 | 1.000000 | 0.262136 | 0.300971 | 0.048544 | 0.038835 | 0.009709 | 0.000000 | 0.000000 | 0.436893 | 0.436893

T9 | 0.011236 | 0.011236 | 0.000000 | 0.011236 | 0.000000 | 0.022472 | 0.022472 | 0.303371 | 1.000000 | 0.089888 | 0.011236 | 0.011236 | 0.000000 | 0.000000 | 0.011236 | 0.370787 | 0.382022

T10 | 0.018349 | 0.009174 | 0.027523 | 0.009174 | 0.000000 | 0.000000 | 0.000000 | 0.284404 | 0.073394 | 1.000000 | 0.009174 | 0.018349 | 0.000000 | 0.027523 | 0.009174 | 0.440367 | 0.431193

T11 | 0.750000 | 0.080000 | 0.010000 | 0.010000 | 0.000000 | 0.000000 | 0.030000 | 0.050000 | 0.010000 | 0.010000 | 1.000000 | 0.680000 | 0.010000 | 0.040000 | 0.010000 | 0.770000 | 0.770000

T12 | 0.790476 | 0.038095 | 0.028571 | 0.000000 | 0.000000 | 0.009524 | 0.009524 | 0.038095 | 0.009524 | 0.019048 | 0.647619 | 1.000000 | 0.019048 | 0.028571 | 0.009524 | 0.571429 | 0.571429

T13 | 0.050000 | 0.000000 | 0.050000 | 0.000000 | 0.000000 | 0.000000 | 0.000000 | 0.050000 | 0.000000 | 0.000000 | 0.050000 | 0.100000 | 1.000000 | 0.000000 | 0.000000 | 0.550000 | 0.550000

T14 | 0.026316 | 0.008772 | 0.000000 | 0.035088 | 0.000000 | 0.000000 | 0.026316 | 0.000000 | 0.000000 | 0.026316 | 0.035088 | 0.026316 | 0.000000 | 1.000000 | 0.035088 | 0.280702 | 0.289474

T15 | 0.008333 | 0.016667 | 0.000000 | 0.016667 | 0.008333 | 0.000000 | 0.008333 | 0.000000 | 0.008333 | 0.008333 | 0.008333 | 0.008333 | 0.000000 | 0.033333 | 1.000000 | 0.425000 | 0.425000

T16 | 0.017927 | 0.011432 | 0.008314 | 0.010652 | 0.006755 | 0.009093 | 0.016368 | 0.011691 | 0.008574 | 0.012471 | 0.020005 | 0.015588 | 0.002858 | 0.008314 | 0.013250 | 1.000000 | 0.983113

T17 | 0.017950 | 0.011707 | 0.008585 | 0.011707 | 0.006504 | 0.009365 | 0.017170 | 0.011707 | 0.008845 | 0.012227 | 0.020031 | 0.015609 | 0.002862 | 0.008585 | 0.013267 | 0.984391 | 1.000000
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phti khi khong st dung 2 kiém tra nay t6t hon
rit nhiéu so véi khi sit dung chiing. Pay 1a mot
minh ching cho thiy khong phai cang st dung
nhiéu kiém tra cang tot.

Hudng nghién ciu tiép theo: Bén canh bo
kiém tra NIST SP 800-22 thi con c6 rit nhiéu
cdc bo kiém tra cling nhu cc kiém tra théng ké
riéng 1¢ khac, trong thdi gian t6i chung toi s€
danh gia vé tinh doc 1ap clia cic kiém tra trong
bd kiém tra cia Knuth, 1a mot trong cac bo kiém
tra tinh ngiu nhién theo thong ké dugdc dua ra.

Ngoai ra, chung t6i s€ phan tich lam ro do
nhay cla cic kiém tra thong ké nhim dua ra
cdc ki€ém tra méi ciing nhu dénh gia "tinh 6n
dinh" cta tiing ki€ém tra. Tinh 6n dinh & day
theo nghia gia tri thong ké cla kiém tra d6 it
bi 4nh hudng khi dp dung kiém tra dbi véi cac
chudi dau vao da dudc bién doi.
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