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Algorithm for detecting attacks on Web
applications based on machine learning
methods and attributes queries

Abstract—Almost developed applications tend
to become as accessible as possible to the user on
the Internet. Different applications often store
their data in cyberspace for more effective work
and entertainment, such as Google Docs, emails,
cloud storage, maps, weather, news,... Attacks on
Web resources most often occur at the application
level, in the form of HTTP/HTTPS-requests to the
site, where traditional firewalls have limited
capabilities for analysis and detection attacks. To
protect Web resources from attacks at the
application level, there are special tools - Web
Application Firewall (WAF). This article presents
an anomaly detection algorithm, and how it works
in the open-source web application firewall
ModSecurity, which uses machine learning
methods with 8 suggested features to detect attacks
on web applications.

Tom tat—Hau hét cac ng dung dwoc phat trién
¢6 xu huéng tré nén dé tiép can nhat cé thé déi véi
nguoi dung qua Internet. Cac &ng dung khéc nhau
thuong lwu triv dir ligu trén khong gian mang dé
lam viéc va giai tri hiéu qua hon, chang han nhw
Google Docs, email, lwu trit dam may, ban dd, thoi
tiét, tin tic,... C4c cudc tan cdng vao tai nguyén
Web thwong xay ra nhit & ting @ng dung, dudi
dang cac yéu cau HTTP/HTTPS dén trang web,
noi twong lira truyén théng c6 kha ning han ché
trong viéc phan tich va phat hién cac cugc tan cong.
Pé bio vé tai nguyén Web khéi cac cudc tin cong
¢ tAng &ng dung, xuit hién cac cong cu dic biét -
Twong lira Ung dung Web (WAF). Bai viét nay
trinh bay thuat toan phat hién bat thwong va cach
thirc hoat dgng cia twong lira wng dung web ma
ngudn mé ModSecurity khi sit dung phwong phap
hoc may véi 8 diic trung dwoc dé xuit dé phat hién
cac cudc tAn cong vao cac ing dung web.
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Tir kh6a—Tdn cong web, an toan mang, phwong phdp
chi# ky, phwong phdp phdt hién bt thuwong, phwong phdp
hoc may, twong lika iing dung Web, ModSecurity.

I.INTRODUCTION

The development of information technologies
in recent decades has led to the rapid growth of
information and telecommunication systems that
allow the transmission, processing, and storage of
heterogeneous information. At the same time,
with the increasing of such systems, the number
of information security incidents has also
increased. Indeed, according to the InfoWatch
analytical center, 2,263 events of confidential
information leaks were registered in 2018, which
is 6% more than in 2017 [1]. The main area of an
information security breach that resulted in
confidential data leakage is the actions of external
violators (more than 52% of cases). Due to the
fault of external violators, 59.9% of the data from
the total volume of records were compromised. In
the distribution of leaks of information security
violations, the main direction of attacks on Web
resources (Web applications), which account for
a third of the total number of attacks [2]. At the
same time, this indicator in 2018 increased by 2%
compared to the same period in 2017.

Currently, to protect the area of a computer
network (including Web applications) from
external attacks, Web Application Firewall
(WAF) tools are widely used. Most of the
existing WAFs are based on approaches used in
intrusion detection systems. These systems can
resist attacks on network components that carry
out network interaction at various levels (Fig. 1).



Journal of Science and Technology on Information security

Compliance  Active Threat  Availability

Fig. 1. Position WAF in Web application
security system.

Thus, according to the Statista information
center, in 2018 the average number of blocked
attacks on computer networks increased 2.8
times compared to 2015 and amounted to 953.8
thousand attacks per day [3]. At the same time,
the number of attacks successfully implemented
through Web applications continues to grow.
This feature is due to the presence of
shortcomings caused by errors in the design,
development, and creation of Web applications.
In view of this, the task of increasing the security
of Web applications from external attacks is an
urgent line of research. To solve this problem, it
is necessary to develop new methods of
protection. One of these methods can be an
algorithm for detecting computer attacks on Web
resources, based on the application of machine
learning methods using a new feature space. To
develop this algorithm, an analysis of current
research in the field of detecting attacks on Web
applications was carried out.

Il. OVERVIEW OF EXISTING RESEARCH ON
DETECTING ATTACKS ON WEB APPLICATIONS

Existing intrusion detection systems can be
divided into the following groups of approaches:
based on the use of signature methods [4-6],
anomaly detection methods [7-11].

Signature attack detection methods search for
signatures in the analyzed traffic or event logs. A
signature is a pattern that matches an attack
scenario or an existing vulnerability. Signature
detection methods are highly accurate in
detecting known attacks but are ineffective
against new and unknown types of threats. For
example, the methods of this group are not able
to detect attacks in which the methods of
obfuscation and data hiding are used. In addition,

an up-to-date threat signature database is
required to detect attacks.

Unlike signature detection methods, anomaly
detection methods can detect new and previously
unknown types of attacks. In the process of
detecting attacks, it searches for deviations in the
analyzed traffic or analyzed events. At the same
time, models of permitted behavior of subjects
(behavior profiles) are determined in the
detection system. Profiles are developed by
monitoring the characteristics of the typical
activity over a period of time. In anomaly
detection methods, testing and training datasets
are used to simulate traffic that is considered
legitimate in a network environment. For the
functioning of the attack detection system based
on the detection of anomalies, it is necessary to
develop a criterion for distinguishing the normal
behaviors of subjects from anomalous ones. If
the behavior deviates from normal by more than
a certain threshold value, the system notifies this
deviation. Training datasets are also used to
simulate malicious traffic so that the system can
recognize patterns of known threats and attacks.

An important feature of the tasks of detecting
atypical system behavior and detecting
anomalies is the absence of a formal definition of
an anomaly. Often it is formalized in the course
of the research, depending on the chosen method
and feature space. For complex systems, machine
learning and other data mining methods are also
used to solve the problem of detecting anomalies.
Machine learning [12], as a branch of artificial
intelligence, is used both in the detection of
anomalies and in the detection of abuse. This is
explained by the fact that these approaches often
use patterns of both normal and abnormal
behavior of subjects as initial data for training
(Bayesian networks [13-16], Neural networks
[17,18], K-nearest neighbors [19,20], Decision
trees [22,24,25], Support vector machine
[22,24]..).

Each method has its advantages and
disadvantages, so it is necessary to combine
methods to limit the "minus™ of each method,
thereby increasing the accuracy of the attack
detection algorithm.
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I11. ALGORITHM FOR DETECTING ATTACKS
ON WEB APPLICATIONS

The algorithm consists of two phases: a
training phase and an attack detection phase. The
learning phase consists of four modules. All steps
are presented as follows:

e Extraction module: upon requests received
from the client, authors will filter the parts
needed to process requests, including links,
session IDs;

e Attribute analysis module: this module is
used to calculate the required values for the
attributes used in the attack detection
phase;

e Vector space module: used to convert
string data to vector. Using tf-idf
technology, authors can evaluate the
importance of a word in a string;

e Data processing module: the authors use
machine learning methods to determine the
threshold of each method when validating
a given dataset. After that, all thresholds
will be saved in the database.

During training, the authors used 8 attributes:
the length of the field sent from the browser
(A1); the distribution of characters in the request
(A2); token finder (A3); field absence (A4); the
order of fields sent from the browser (A5); the
length of the request sent from the browser (A6);
the appearance of new special symbols (A7); the
emergence of new keywords (A8). Five
attributes [A1-A5], which are presented in [22].

When studying data sets used to learn and
detect network attacks, the authors found that
between abnormal URLs and normal URLs,
there is a difference in URL length or anomalous
signs (from special keys, special character sets).
These authors consider these anomalies as a sign
to detect a cyber-attack. The authors suggest 3
additional attributes [A6-A8]. After the work of
the attribute analysis module, all thresholds will
be saved in the database.
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Fig. 2. Normal HTTP requests.

Fig. 3. Abnormal HTTP requests.

The algorithm for calculating the attributes
A6 to A8 is shown in Fig. 4.

First, the authors create three empty arrays to
store the values of the Ksymbols, Kwords, and
Lens query lengths (step 1). After creating the
required arrays, we calculated the values A6 to
A8 for all received requests (step 2).

Secondly, in order to find the appearance of
keywords, we need to select the received
queries by words and compare these words with
the existing keywords in the Kwords array. If
the word does not exist in this array, then we
need to store it in Kwords (step 3 - step 7). The
authors follow the same procedure for the
process of updating the Ksymbols array (step 8
through step 11).

Using these procedures, the authors will get
three arrays of Ksymbols, Kwords, and Lens
query lengths. After defining the three arrays, the
authors will calculate the values from A6 to AS8.
These values are the initial data for the features
used in the attack detection phase.
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In the algorithm, the authors use tf-idf
technology to evaluate the importance of a word
in each request. The tf-idf technology algorithm
for query words is shown in Fig. 5. The algorithm
consists of the following steps:

e Step 1-2: Create empty Kwords and Count
arrays to store the words of each query and
the number of times each word appears in
the query. Vectors of words from received
queries are generated.

e Step 3-6: Calculate the number of times
each word appears in the query. All
received values will be stored in the
Count array.

O
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Received requests
Reg={Regq},i=1..n
2 |
Kwords={}
Ksymbols={}
Lens={}
3 |
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e Step 7-13: for each word kws; in the set of

words of the ReqWi query we need to
perform the procedure for calculating the

vector tf-idf Req by the formula:
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Fig. 4. The process of calculating A6-A8.
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Then the tf-idf value for the received requests

is repres

After applying the tf-idf technology for all
queries, the authors receive the set of vectors

Req and Req is the input data of the detection

ented as:

tfidf (Req,) =tf (Req;).idf (Req;)

phase, which is presented below.
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1

)

/

Request received

Reg ={Reg},i=1...n

/

The regsi query attack detection algorithm
consists of several stages.

First, for each request, the WAF extracts the
kwi keywords and the ksi. Once extracted, these
words and symbols will be compared against the
existing keywords and symbols in the Ksymbols
and Kwords array. If they do not exist in these
arrays, then we need to save them for the next step.
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Fig. 5. Workflow tf-idf technology for query sets.
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Secondly, WAF calculates Al to A8 values
and converts the data into vectors using tf-idf
technology (Fig. 5).

Third, the WAF detects machine learning
attacks. The values after detection by machine
learning methods and analysis of request
attributes are given to us only 1 or 0. If the result
of the decision module returns to the value 1,
then the algorithm will end and the request will
be blocked. Otherwise, the result will return to 0
and the request will be executed on the server.
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IV. EXPERIMENTAL EVALUATION
OF THE ALGORITHM

In this paper, the authors used the CSIC 2010
dataset, which is specialized in testing web
application firewall solutions, proposed by the
Institute for Information Security of the Spanish
National Research Council.

CSIC 2010 includes 36,000 secure queries
and 25,000 attacks of many types: SQL injection,
OS command execution,.. The authors
highlighted a dataset such as 80% of queries for
training and 20% of queries for testing.

ACC

k-NMN RF

Machine Learning Methods

Fig. 6. The result of detection when using the tf-idf technology without considering the attributes.
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Fig. 7. Result of detection by number of attributes.
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When applying the tf-idf technology without
considering the attributes, the authors will
receive the result shown in Fig. 6. (ACC:
Accuracy, SVM: support vector machine, ANN:
neural network, RF: random forest, k-NN: k-
nearest neighbors).

With an increase in the number of attributes,
the authors will get the result shown in Fig. 7.

V. DISCUSSION

The research works to detect attacks on the
application layer specifically with code injection
attacks studied by many scientists around the
world. Especially when using machine learning
algorithms in the task of attack detection we
realize that each algorithm has its advantages
(good results) over several specific datasets.
There is no one best algorithm for all datasets
used for training and detecting. In this case, the
author has also compared the results with the best
results from other papers with CSIC 2010 dataset
(see Table 1).

The author has chosen metrics TPR and FPR
for comparison.

TABLE 1. COMPARISON OF OUR RESULTS WITH OTHER
RESEARCHES ON CSIC 2010

Detection method TPR FPR
Nguyen [26]-C4.5 94.49% 5.9%
Kozik-ELM? [27] 94.98% 0.79%
Kozik-REPTree® [28] 98% 1.5%
Loffler [29]- 96.27% 14.38%
RF*+SVM 87.88% 12.71%
Soltes [30]-DDCA¢ 98.76% 3.204
Our results

3extreme Learning Machine Forest
PReduced Error Pruning Tree
‘Random Forest

dDeterministic Dendritic cell Algorithm

CONCLUSION

Web attacks must be handled with techniques
that account for signature-based detection
accuracy with the flexibility of an anomaly-based
intrusion detection system.
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This article introduces a new approach to
anomaly detection by using HTTP requests
containing parameters as input.

First, the training set of HTTP requests is
analyzed, which does not contain any attacks.
After all the necessary information has been
extracted from the logs, several anomaly
detection schemes are applied to describe the
behavior of the average user. This model is then
used to detect network attacks as abnormalities.
The authors use a combination of machine
learning anomaly detection techniques and add
three signs to improve the accuracy of the
network attack detection model.

Future work will focus on further reducing the
number of false positives by refining the
developed algorithms and exploring additional
possibilities. The ultimate goal is to be able to
detect anomalies in real-time for websites that
handle millions of requests per day with virtually
no false positives.
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