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A Novel Points of Interest Selection Method
for SVM-based Profiled Attacks

Abstract—Currently, one of the most powerful
side channel attacks (SCA) is profiled attack.
Machine learning algorithms, for example
support vector machine (SVM), are currently
used to improve the effectiveness of the attack.
One issue of using SVM-based profiled attack is
extracting points of interest (POIs), or features
from power traces. Our work proposes a novel
method for POls selection of power traces based

on the combining  variational mode
decomposition (VMD) and Gram-Schmidt
orthogonalization (GSO). VMD is used to

decompose the power traces into sub-signals
(modes) and POIs selection process based on
GSO is conducted on these sub-signals. As a
result, the selected POIs are used for SVM
classifier to conduct profiled attack. This attack
method outperforms other profiled attacks in the
same attack scenario. Experiments were
performed on a trace data set collected from the
Atmega8515 smart card with AES-128 run on the
Sakura-G/W side channel evaluation board and
the DPA Contest v4 dataset to verify the
effectiveness of our method in reducing number
of power traces for the attacks, especially with
noisy power traces.

Tém tit—Hién nay, tin cong miu dwoc xem la
m{t trong nhirng tin cong kénh ké (SCA) manh.
Cac thuéit toan hoc may, vi du nhw may vector hd
trg¢ (SVM), thu’o’ng dugc stt dung daé niang cao
hi¢u qua ciia tan cong miu. Mot thach thire ddi
Vv6i tan cong miu sir dung SVM la cin phai tim
dwgc cac diém thich hgp (POI) hay cic dic trung
tir vét dién ning tieu thy. Cong trinh nghién ciru
nay de xuit mét phwong phap méi dé tim POI
ciia vét dién ning tiéu thu bang cach két hop ky
thuit phan tich mode bién phan (VMD) va qua
trinh trwe giao héa Gram-Schmidt (GSO). Trong
d6, VMD duoc sit dung dé phan tach vét dién
ning tiéu thu thanh cac tin hiéu con con goi la
VMD mode va viéc lwa chon POIs trén VMD
mode nay dwgc thwe hién dwa trén qud trinh
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GSO. Dya trén phwong phap lua chon POIs nay,
chuing toi dé xuat phmrng phap tAn cong mau sw
dung SVM cé6 hiéu qua tot hon céc tin cong mau
khac & cung kich ban thn cong. Cac thi nghiém
thn cong dwoc thwe hién trén tip dir liéu dwgc thu
thap tir thé thong minh Atmega8515 cai dat AES-
128 chay trén nén ting thiét bi thn cong kénh ké
Sakura-G/W va tap dir liéu DPA Contest v4, dé
chirng minh tinh hiéu qua cua phu’(rng phap cuaa
ching toi, trong viée glam ) llm’ng vét dién ning
tieu thu can cho cujc tAn cong, dac biét trong
trwong hop cac dién nang tiéu thu co6 nhiéu.
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l. INTRODUCTION

Side channel attack is one of the most
powerful cryptanalysis techniques for revealing
secret key or sensitive information stored on
cryptographic devices. The conduct of SCA is
based on the analysis of unintended side
channel leakages observed from the devices
during cryptographic algorithms run on. There
are so many forms of the observed leakages, but
the time of operation, the power consumption of
the devices, or electromagnetic radiation are the
most common uses. SCAs based on the power
consumption are known as the power analysis
attacks first proposed by Kocher et al. in the late
1990s [1]. These attacks rely on the physical
nature of instantaneous power consumption of a
cryptographic device depending on the data
being processed and the operation being
executed. This dependency can be used to
expose the data that contains secret key of a
cryptographic device. Most power analysis
attacks fit into one of the following categories:

Non-profiled attacks techniques aim to
recover the secret key by performing statistical
calculations on power measurements of the
device under attack regarding a hypothesis of
the device’s leakage. Typical examples are
Differential Power Analysis (DPA) [1],
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Correlation Power Analysis (CPA) [2] and
Mutual Information Analysis (MIA) [3].

Profiled attacks assume a stronger
adversary who is in possession of a profiling
device. It is an open copy of the attacked device
which the adversary can manipulate to
characterize the leakages very precisely in a
first step. Once this has been done, the built
model can be used to attack the actual target
device in the key extraction phase. So far, there
has been a lot of attention on profiled attack in
the SCA research community. The first profiled
attack is called template attack, as proposed in
[4] by Chari et. al, relies on the assumption that
power consumption characteristics follows
multivariate Gaussian distribution. However, in
general, this assumption should not be met, so
machine learning techniques are introduced to
conduct profiled attacks. Consequently, several
works have applied machine learning
techniques to profiled SCA attacks [5]-[8]. All
these works indicate that machine learning based
profiled attacks are more efficient and SVM is
commonly used as a machine learning algorithm.

Machine learning based profiled attacks
relax the need for probability distributions of
side channel leakage traces but still require
specific extraction techniques to identify POls
on the traces or feature selection in machine
learning domain. In SCA, POls are time sample
points from the power traces that correspond to
the calculation of the sensitive variables being
targeted and their values change according to
those variables [9]. The POls selection, as input
features to machine learning algorithms, is
critical for two main reasons as follows: (1) the
power traces are usually acquired by
measurement equipment with high sampling
rates and so consist of a large amount of time
samples. However, often only a relatively small
range of these time samples are informative or
statistically dependent on a sensitive target
variable; (2) power traces are considered as
highly multi-dimensional data that results in the
curse of dimensionality issues with machine
learning algorithms. Computational and runtime
complexity for them to solve a task increase.
Indeed, POls are critical to the effectiveness of
profiled attacks. The more precisely the POls
are selected, the better the ability to characterize
the power consumption of the profiled device,
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resulting in increased attack efficiency and vice
versa. Our work focuses on a method for
finding POIs for SVM-based profiled attacks.

The remainder of the paper is structured as
follows: In Section Il, the related works are
presented. The Section IlII describes the
background of this work: profiled attacks,
SVM-based profiled attack, variational mode
decomposition, Gram-Schmidt Orthogo-
nalization and SVM. In Section IV, we present
our proposed POIs selection method. The
experiments and results are presented in Section
V. Finally, the main conclusions of our paper
are presented in last section.

Il. RELATED WORKS

Some studies in the side channel community
focus on methods of finding POIs for profiled
attacks, which can be classified into four
classes: filter methods, dimensionality reduction
method, wrapper and hybrid methods, and
machine learning based methods. In filter
methods, POIs selection process operates on the
basis of computation of some sample-wise
statistics, whose aim is to quantify a sort of
signal strength. The signal-strength estimates
are derived from classical side channel attack
distinguishers computed under the right key
hypothesis, such as the Difference of Means [4]
or Correlation Power Analysis (CPA) [10].
Other deployed estimates are the Sum of
Squared Differences [11], the Signal-to-Noise
Ratio [12], [13], and the Sum of Squared t-
differences, corresponding to the t-test [11].
Once the chosen signal-strength estimate is
computed, all time samples for which the signal
strength is higher than a certain threshold are
selected as POls. Of these, the POIs selection
method based on CPA estimates is the most
common use.

Principal component analysis, as
dimensionality reduction method, is another
technique for POls selection. The time samples
on traces having the maximum variability in
the projection space of PCA are remained as
POls. So far, the effectiveness of PCA-based
profiled attack is not clear, as reported in [14]—
[16]. Indeed, selecting the number of retained
components as well as the threshold of
determination in PCA process is also not an
easy task.
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Profiled attacks presented in [17] used
wrapper method for finding POIls. In the
wrapper method, subsets of time samples on the
power traces are evaluated by the prediction
performance of a classifier and the subset that
has the best performance is selected as POIs. As
claimed in [17], wrapper and hybrid methods
gave slightly better results. The issue with this
approach is that computational complexity and
search space increase exponentially as the
length of trace increases.

Ideally, an attacker wants to avoid all the
manual feature engineering usually needed for
SCAs. For this, ML algorithms that are capable
of automatically determining the most important
sample points become interesting. The normal-
based POls selection mechanism tailored for
SVMs was the first work suggested in this
regard [18] in terms of a machine learning-
based POls selection method.

Previous works have only focused on finding
POIs from raw traces and to our knowledge
there are only a few works on finding POIs with
noisy traces. Furthermore, there have been no
further studies on feature engineering in the
machine learning domain as applied to profiled
attacks. For noisy traces, the authors in [9]
claim that the goodness of POIs selections
depends significantly on the noise level: as
noise level increases the goodness of POIs
selection decreases, while at the same noise
level, CPA based POls selection method is the
best. This drawback of the POls selection
method is confirmed by the authors in [17]
regarding the wrapper and embedded method.
Therefore, this paper presents a new POls
selection method based on the other
representation of power trace and evaluates the
effectiveness of the proposed method with the
noisy traces.

In the literature, VMD [19] is used to process
noisy signals, extract features from original
signals for machine learning applications, and
GSO [20] could select the best features from the
set of given features. To the best of out
knowledge, no study has been conducted to
investigate the VMD and GSO for POls
selection in side channel attacks. So, our POls
selection method is a combination of VMD and
GSO. VMD as a new tool decomposes power
traces in different sub-signals and one of them is

selected as the features of raw power trace. In
order to avoid large dimensions of feature
vector, GSO-based feature selection method is
used for elimination of redundant features. The
best features selected by GSO are considered as
POls of power traces. These POls are then used
for SVM-based profiled attack. We denote
SVMvmp for our proposed attack. To
demonstrate the efficiency of our proposed
attack method, we compare our method to two
other SVM-based profiled attacks using the
SVM classifier. One uses CPA as the POIs
selection method as in [5], so called SVMcpa
and it is currently considered to be the best
method, and the other uses a normal-based POIs
selection method as in [18], so called SVMneg.
We also investigate the effectiveness of our
method with noisy power traces, which often
happens in real attack scenarios. Our main
contribution is a novel method for feature
selection of the power traces that is used for
SVM-based profiled attacks in the real
scenarios.

I1l. BACKGROUND

A. Profiled attack

Profiled SCAs are considered the most
powerful type of SCAs and are divided into two
phases. In the first step, the adversary takes
advantage of a profiling device on which he can
fully control input and secret key parameters of
the cryptographic algorithm. He uses that to
acquire a set of N, profiling side-channel traces
X € RP, where D denotes the number of sample
points in the measurements. Let Z = g(t, k) be
a random variable representing the result of an
intermediate operation of the target cipher which
depends partly on public information p (plaintext
or ciphertext chunk) and secret key k € K,
where K is the set of possible key values. Z is
assumed to have an influence on the
deterministic  part of the side-channel
measurements. The ultimate goal of the attacker
during the profiling phase is then to estimate
the probability:

Pr(X|Z = z) (1)

for every possible value z € Z from the
profiling base {X;, z;}, i = 1,...,N,. In template
attacks [4] for example, the Probability Density
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Function (PDF) of (1) is assumed to be
multivariate Gaussian and can be described by
the parameter pairs (u,, 2,), depicting the mean
values and covariance matrices for the
corresponding values of z [4].

During the attack phase, the adversary
generates a new set of N, attack traces from
the actual target device (which is structurally
identical to the profiling device) whereby the
secret key k* is fixed and unknown. In order
to retrieve it, estimations for all possible key
candidates k € K are made and combined
following the maximum likelihood strategy
such that:

= argmax 1—[ Pr(Z = z]|X;) )

keK

where the probabilities on the right are
retrieved with the help of the built profile and
public information which is also available for
the attack traces.

In general, the PDF of the power trace is
not known upfront, machine learning
algorithms are used to estimate the probability
distribution function of (1) on the basis of
data. Two well-known examples are Random
Forest (RF) and a Support Vector Machine

remove the Gaussian assumption and to infer
in a data driven manner the model which best
fits the stochastic dependency between target
value and power consumption.

B. SVM-based profiled attack

The SVM-based profiled attack, shown in
Fig. 1, is carried out in two phases: a profiling
phase and an attack phase. In the profiling
phase, power traces are collected from the
profiled device while it is executing a
cryptographic algorithm to form a trace data
set. This trace data set is labeled according to
the Hamming weight of targeted value of the
algorithm that needs to be profiled Z, ..., Z,,.
Usually, these targeted values are taken at the
output of the S-box. Because they are 8-bit
values that result in 9 Hamming weight classes
from 0 to 8 denoted as: cy,cyq,...,Cg. This
labeled set of traces is fed into the feature
extraction and selection block for mapping
traces into feature space and the best features
are selected. These selected features are
considered POls of the power trace in feature
space that should describe the statistical
dependency of the Hamming weight of the
targeted value Z; with the power consumption.
In the final step of the profiled phase, POIs of
all traces are used to train SVM to model the
power consumption characteristic of the

(SVM). These two techniques allow to profiled device.
Profiling phase
ep | Key Intermediate values
DUT =
Plaintext| N ~
‘."'( | Trace dataset
| labelled c; .
| S-box Rt (i=0:8) POIs ~ Training
S-box:"':/ I ¢; =Hamming selection SVM
Output '~~...*' weight(z)
Zn
Measuring T
_— — — — — — __ __powertraces __ __ __ __ __ __
Attack phase
Attack trace POIs Maximum Correct key
dataset [—» selection —»| Trained SVM likehood —>
(unlabelled) estimation
Class
probability

Fig. 1. SVM-based profiled attack framework.
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During the attack phase, unlabeled traces
collected from the attack device are fed into
the feature extraction and selection block to
select POls and they are next classified by the
trained SVM model to determine the
probabilities of the traces for classes c, ..., cg.
Finally, we compute the log likelihood for
each hypothesis value of the key byte that is
used by the attack device as follows:

Ng

logLy = log HPSVM(Xilci)

=1

Ng (3)
= Z log Pgy (X;lc;)
i=1

where k is a hypothesis key byte value, c¢; =
Hamming weight(Sbox(p;, k)), p; is the
plaintext associated with trace X;, and the
number of attack traces is N,. The key k. that
maximizes the log likelihood in (4), as given
below, is predicted to be the correct key.

k. = argmaxlogL, 4)

[

C. Variational mode decomposition

VMD decomposes a signal x(t) into a small
number of K narrowband sub-signals, called
intrinsic mode functions (IMFs) or the VMD

modes for simplcity as given [19]
equation (5).
K
x(0) = ) u(®) (5)
k=1

VMD modes have characteristics: (1) Each
mode u,(t) is an amplitude and frequency
modulated signal of the form: w,(t) =
A (t)cos(gpy(t)), where ¢, (t) is the phase of
the mode and A,(t) is its envelopes; (2) The
modes have positive and slowly varying

envelopes; (3) Each VMD mode has an
instantaneous  frequency ¢, (t) that s
nondecreasing,  varies slowly, and is

concentrated around a central value f;.

The VMD method simultaneously calculates
all the mode waveforms and their central
frequencies. For a real value signal x(t), the

algorithm to search each mode can be described
as follows: (1) For each mode function,
compute the associated analytic signal using the
Hilbert transform to obtain a unilateral
frequency spectrum; (2) Shift the frequency
spectrum of each mode function to baseband by
mixing with an exponential tuned to the
respective estimated center frequency; (3)
Estimate the bandwidth through the H!
Gaussian smoothness of the demodulated
signal, i.e. the squared 2-norm of the gradient.
Then the process of finding a set of u,(t) and
fi(t) that minimize the constrained variational
problem is given by expression (6).

oY [ (o0+ )

* uk(t)] e~ 12nfkt

} (6)

The formula can be transformed into an
unconstrained problem which can be solved by
an alternate direction method of multipliers
(ADMM) by introducing a quadratic penalty
term and a Lagrangian multiplier factor. More
details about VMD can be found in [19].

D. GSO-based feature selection

Subject to: X up (t) = x(t)

The GSO process is a simple forward
selection method which can be effectively used
for features ranking. Suppose the k" feature of
M patterns is denoted by vector X, =
[k, Xpzo s X @AY = [y, ¥, 0, yu]”
representing the vector of output target. In order
to select the best correlated feature with output,
the cosine of angle between each input feature
X, and target Y is calculated as an evaluation
criterion [20].

(X,.Y)
X, Y]

cos(@y) = (1)

Where ¢, is the angle between input k"
feature vector X, and output targetY, N is the
number of all features and (X,.Y) denotes the
inner product between X, and Y. If the output is
fully proportional to input, the ¢, is zero, and
inversely if the output is fully uncorrelated to
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input, the ¢, is /2 [19]. So, in an iterative
procedure, the feature that maximizes the
above-mentioned evaluation criterion is selected
as the most correlated feature to target. For
selection of the next feature, the output vector
and all other candidate features are mapped to
null space of the selected feature and then input
features and output vectors are updated with
new data. The ranking procedure is repeated
until all candidate features are ranked, or when
a predetermined stopping condition is met [19].

IV. THE PROPOSED POIS SELECTION METHOD

Features or POls selection is critical to the
effectiveness of profiled attacks. The more
precisely the features are selected, the better the
ability to characterize the power consumption of
a profiled device, resulting in increasing attack
efficiency and vice versa. This section presents
a new method for finding POls of power traces
for SVM-based profiled attack. The inspiration
of our method is based on power trace
characteristics are discovered as follows:

The power trace collected during the
operation of a cryptographic device describes its
power consumption. It consists of many
components in  which dynamic  power
dissipation is the most important [12]. This
component depends on the processed data of the
circuit and is useful information leakage for
power analysis attack. The dynamic power
dissipation is mainly caused by the switching
activity of logic gates in a circuit which is
controlled by the operating clock frequency so
the dynamic power consumption is driven by
the clock frequency of circuit. Therefore, in the
spectrum of power trace, it is expected that the
clock frequency component has significant
magnitude compared to the other components.
The information leakage is nearly in the form of
both amplitude and frequency modulation signal
and the central frequency of its spectrum is
clock frequency. Generally, in a device, the
different parts of its circuit are controlled by
different operating frequencies through the
clock division system, so the dynamic power
dissipation is the combination of some
amplitude - frequency modulation signals with
different center frequencies. So, if it is possible
to separate the dynamic power dissipation drom
amplitude - frequency modulation signals with
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different center frequencies, one of these signals
contains significant information leakage related
to the target circuit part while the other does not.

As a result, the feature extraction process
from power trace should ensure: (1) the
remaining features contain the most important
information of the trace which is the dynamic
power dissipation caused by the target circuit;
(2) it could remove the other component of
traces; (3) it could reduce noise in the power
traces. Fortunately, these requirements can be
fulfilled by using the VMD method. That is
because VMD decomposes a trace into different
components and it is robust to noise.

In our proposed method, VMD is used to
extract features from power traces. VMD
decomposes the signal into sub-signals, called
VMD mode in this paper, which are amplitude-
modulated frequency-modulated signals so each
mode contains a specific frequency spectrum
with different center frequency. So, the VMD
mode which has center frequency relates to
clock frequency could be used as a feature of
the power trace. Indeed, VMD can discover
signal changes more accurately so that features
of power traces can be recognized more
accurately. Moreover, VMD is robust to noise
because of using Wiener filter technique. Thus,
VMD should be useful for using noisy traces.

Unfortunately, the VMD mode still contains
redundant features which are not related to the
target variable that has been profiled. Therefore,
they must be eliminated to increase increasing
the generalization capability of the classifier and
reduce the volume of training data. The
elimination of redundant features is known as
the feature selection. In previous related works,
all features that are higher than a certain
threshold are selected. For this purpose, GSO-
based feature selection is used in this work.

To sum up, there are three phases in the
proposed POls selection method as follows:
VMD decomposition of power traces, VMD
mode determination, and GSO for POls
selection (Figure 2). In first phase, VMD is used
to decompose original traces to VMD modes. In
the VMD process, it is necessary to set
parameters. The number of decomposed modes
K: VMD needs to preset the number of
decomposed modes K. If K is too small, the
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decomposed modes are too few, and all the
decomposition modes cannot be captured; while
if the value of K is too large, the interfering
signal will be over decomposed such that the
center frequencies of modes will be mixed. The
penalty factor «, affects the bandwidth of the
decomposed signal. To decompose traces by the
VMD, the number of VMD modes (K) and the
quadratic penalty factor (a) should be
determined beforehand. In this study, the
parameters K and a, were determined according
to the following steps:

Step 1. Decompose a power trace into modes for
different K =[1, 20] and a =[5, 2000].

Step 2. Add up the modes for each of the K and
a value to obtain the reconstructed power trace
and estimate the values of Pearson correlation
coefficient for the reconstructed and original
power trace.

Step 3. Select the sets of K and a value for
maximum Pearson correlation coefficient.

For other input parameters of VMD: update
rate, T and convergence condition e are selected
by standardization values in range 0: 1e — 6 [19].

Power traces

v

VMD

v

VMD Mode
Determination

'

GSO
(for POIs selection)

Index of se*ected POIls

Fig. 2. VMD-GSO based features selection method.

In the second phase, VMD mode
determination phase, in order to determine
which VMD mode has frequency range that
relates to frequency of operating clock our
attack device and this mode can be used as
features of the power trace, we conduct
correlation power analysis (CPA) attacks on all
the VMD modes. Based on the results of CPA
attacks, the VMD mode that has the largest
correlation coefficient is selected.

The last phase, named GSO for POIs or
feature selection phase, it is necessary to set
number of selected POls, called N. Our
principle of finding the value of N is to find a
trade-off between the accuracy and the
computation cost or execution time. The
selected POls are put to SVM classifier for the
training process and the value of N that SVM
has the highest accuracy together with the
lowest execution time is selected.

V. EXPERIMENTS

In this section, we show the experimental
results of implementing the profiled attacks
with our proposed POlIs selection method,
called SVMvmp. We compare the effectiveness
of the proposed method with the two profiled
attacks SVMcpa and SVMng. The following
parameters are used to evaluate the
effectiveness of an attack: (1) The ability to
reveal the correct key: To confirm that our
profiled attacks can reveal the correct key used
by AES-128, we figure out the probability of
each key being the actual key used. The key
with the highest probability is the most likely
one; (2) Guessing Entropy [21]: This score is
also known as the average rank of correct key
that is widely used to rate the effectiveness of
side channel attack according to the number of
attack traces. Guessing entropy is the index of
correct in list all ranked keys.

A. Dataset
DataSet 1: The set consists of 60000 traces
collected while AES-128 processed

intermediate values at S-box output. AES-128
was implemented on a Smartcard Atmega8515
run on Sakura G/W. A sample of one of the
collected power traces has 2500 time-samples
which is titled ‘Original trace’ in Fig. 2.
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DataSet 2: This dataset was published by
DPA contest v4 at http://www.dpacontest.org/ v4.
The set consists of 100000 traces, each one
consists of 4000 features, of a masked AES
implementation. However, the traces leak first-
order data and this dataset is only used as an
unprotected dataset after unmasking the S-box
output. The targeted sensitive variable is the
output of S-box, Shox(P; + k*) @ M, where M
is the known mask.

B. Results
1. POls selection phase

In this section, we investigated the effect of
POls selection on the classification accuracy of
the proposed method. First, VMD is used to
decompose original traces to VMD modes. For
VMD, two main parameters: the number of
VMM modes (K) and penalty factor (a) must be
initialized in advance and in our experiments,
they are set according to the suggestion of
Dragomiretskiy and Zosso [22] with K = 5,a =
1000. The VDM modes of both Dataset 1 and
Dataset 2 are depicted in Figures 3 and 4. As
expected, VMD modes contain the different
components of the original signal at different

security

determine which VMD mode has frequency
range that relates to the frequency of operating
clock of our attack device and this mode can be
used as a feature of the power trace, we conduct
correlation power analysis (CPA) attacks on all
the VMD modes. Based on the results of CPA
attacks, the VMD mode that has the largest
correlation coefficient is selected as the feature
of the power trace. As the results given in Table
1, VMD mode 1 is selected as an extraction
feature of power trace in Dataset 1 and with
Dataset 2 is VMD mode 2.

Table 2 and Table 3 represent the
classification accuracy of SVM on Dataset 1
and Dataset 2 when the extracted features are
VMD mode 1 and the selected POls are chosen
by GSO. The selected POls are put into an
SVM classifier for the training phase. As the
POls dimension increases, so does the accuracy
of the classification, but with too many POls the
accuracy decreases because the features do not
generalize the power consumption characteristic
well when used by the classifier. Therefore, the
subset of POIs with the highest accuracy and
lowest POIs dimensions are selected and shown

central frequencies. Second, in order to inbold font.
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Fig. 3. VDM mode of the power trace on Dataset 1.
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Fig. 4. VDM mode of the power trace on Dataset 2.
TABLE 1. RESULTS OF CORRELATION POWER ATTACK ON VMD MODES
Dataset 1 Dataset 2
Max correlation Key found Max correlation Key found
VMD mode 1 0.64 63 (correct) 0.52 108 (correct)
VMD mode 2 0.62 63 (correct) 0.87 108 (correct)
VMD mode 3 0.54 63 (correct) 0.80 108 (correct)
VMD mode 4 0.37 255 (wrong) 0.37 188 (wrong)
VMD mode 5 0.35 246 (wrong) 0.34 135 (wrong)
TABLE 2. ACQUIRED RESULTS CONSIDERING POIS SELECTION ON DATASET 1
Dimensions Selected POls Classification
accuracy (%)
2 1036 509 18.2
4 1036 509 2261 2262 30.12
6 1036 509 2261 2262 2263 2260 50.31
8 1036 509 2261 2262 2263 2260 2264 2265 81.56
10 1036 509 2261 2262 2263 2260 2264 2265 2259 861 81.78
12 1036 509 2261 2262 2263 2260 2264 2265 2259 861 2267 1038 89.22
14 1036 509 2261 2262 2263 2260 2264 2265 2259 861 2267 1038 411 577 95.03
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1036 509 2261 2262 2263 2260 2264 2265 2259 861 2267 1038 411 577
16 386 1687 95.02
18 1036 509 2261 2262 2263 2260 2264 2265 2259 861 2267 1038 411 577 94.27
886 1687 1211 1670 '
20 1036 509 2261 2262 2263 2260 2264 2265 2259 861 2267 1038 411 577 92.84
886 1687 1211 1670 1576 216 '
TABLE 3. ACQUIRED RESULTS CONSIDERING POIS SELECTION ON DATASET 2.
Dimensions Selected POls g?ﬁ?:éﬁ&r;
2 1804 3201 22.6
4 1804 3201 1664 2389 31.89
6 1804 3201 1664 2389 689 3231 60.38
8 1804 3201 1664 2389 689 3231 1524 1556 80.24
10 1804 3201 1664 2389 689 3231 1524 1556 3093 3192 86.66
12 1804 3201 1664 2389 689 3231 1524 1556 3093 3192 2766 2282 90.35
1804 3201 1664 2389 689 3231 1524 1556 3093 3192 2766 2282 1244
14 852 95.68
16 1804 3201 1664 2389 689 3231 1524 1556 3093 3192 2766 2282 1244 96.62
852 2392 1797 '
18 1804 3201 1664 2389 689 3231 1524 1556 3093 3192 2766 2282 1244 9458
852 2392 1797 2251 3113 '
20 1804 3201 1664 2389 689 3231 1524 1556 3093 3192 2766 2282 1244 90.28
852 2392 1797 2251 3113 3108 1095 :

2. Key recovery phase

In order to verify our proposed SVMvwmp
profiled attack has the ability to reveal secret
key of attack device, In the attack phase,
SVMwwmp is used to reveal the secret key when
classifying 9 hamming weight classes of S-box
output. Instead of predicting the class HW of
each trace, we gave the posterior conditional
probability  Pgy,(X;|c). The  estimated
probability of hypothetical keys is determined
by the maximum likelihood estimation. The
correct key is defined as the key with the
highest probability. For Dataset 1, which was
collected in this experiment, the first byte of the
AES-128 key is 63, and that is indeed assigned
the largest probability value, as depicted in Fig.
5. With Dataset 2, the recovery key is 108,
identical to the key used to install AES in the
DPA contest v4 (Fig. 6). These results prove
that our attack method was able to correctly
recover the key used by AES-128.
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Fig. 5. Probability of all hypothetical keys on
Dataset 1.
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Fig. 6. Probability of all hypothetical keys on
Dataset 2.
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Fig. 7 and Fig. 8 report the GE
corresponding to different numbers of traces
used for attacks with Dataset 1 when SVMvwp,
SVMcpa and SVMne are used to predict
hamming weight classes. As expected, the GEs
of all attacks decrease as the number of traces
increases. Moreover, the larger the size of the
training set, the lower the GE. The reason for
this is that the performance of SVM s
determined by its parameters, and the size of the
training set is critical to finding the best
parameters for the SVM. With Dataset 2, we
performed the same experiments as for Dataset
1, and the GE calculated in the attack phases are
presented in Figures 9 and 10. The overall
performance of all the attacks is the same as
those for Dataset 1. Again, SVMvwmp achieves
the best GE values.

In Table 4, for each dataset we give the
number of traces required by the profiled
attacks based on SVM for guessing entropy to
reach 0. SVMwvwmp requires the minimum
number of traces to recover the key, 10.2 and
5.3 traces on average, corresponding to 100 and
200 profiling traces respectively. These
empirical results indicate that the SVM-based
profiled attack with our proposed POls selection
method is more effective than the attacks with
the CPA and normal-based POI selection
method. This can be explained by the
combining of VMD and GSO for POI selection
allowing more effective selection of trace
characteristics than the CPA and normal-based
POI selection methods.

Attack results with 100 traces/HW - Dataset 1

== SVMyp
ST
— SVMcea

Guessing Entropy

0 2 li é é lb 1‘2 id 1‘6 lIE Eh
Attack traces

Fig. 7. Attack performance with 100 traces/HW
class on Dataset 1.

Attack results with 200 traces/HW - Dataset 1
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Fig. 8. Attack performance with 200 traces/HW
class on Dataset 1.
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Fig. 9. Attack performance with 100 traces/HW
class on Dataset 2.

Attack results with 200 traces/HW class - Dataset 2
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Fig. 10. Attack performance with 200 traces/HW
class on Dataset 2.
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3. Results in the case of noisy traces
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Fig. 11. Attack results on Dataset 1 with SNR; = 20

noise added to power traces.
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Fig. 12. Attack results on Dataset 1 with SNR, = 10
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Fig. 13. Attack results on Dataset 2 with SNR; = 20

noise added to power traces.
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Fig. 14. Attack results on Dataset 2 with SNR, = 10
noise added to power traces.

The power traces are usually polluted with
noise in practice. To examine the effectiveness
of our proposed SVMvmp profiled attack in
noisy condition, additive Gaussian noise is
added to the power traces. In our experiments,
two noise levels of standard deviation SNR; =
20 and SNR, = 10 are added to both Dataset 1
and Dataset 2. In addition, different feature
extraction techniques were used for the SVM-
based profiled attacks to investigate their effects
on the efficiency of the attacks in the presence
of noise. Overall, the guessing entropy of all the
attacks increase with the level of noise, but the
attack based on SVM with combining of VMD
and GSO is the least sensitive to noise. The
results of our attacks with 200 profiling traces
per Hamming weight class, presented in Fig. 11,
12, 13 and 14 and Table 5, show that out of
SVMcpa, SVMne and SVMvymp, the proposed
method, SVMvwp, has the best performance at
both noise levels while SVMcpa and SVMng are
comparable to each other. After adding noise to
the power trace, the number of traces required
for GE to reach O increased by only 25%
approximately with the proposed attack, while it
increased by over 100% for the other methods.
This proves that the VMD signal is insensitive
to noise so the SVMvywmp attack should work
well under noisy conditions. This property is
very useful in real attack scenarios where
collected measurement traces invariably
contain noise.
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TABLE 4. NUMBER OF TRACES USED BY THE ATTACKS TO ATTAIN GE=0

Num. of. Dataset 1 Dataset 2
profiling traces SVMvmb SVMcea SVMns SVMvwmp SVMcea SVMns
100 10.2 18.1 17.6 10.3 19.2 18.3
200 5.3 9.2 8.7 47 9.4 7.3
TABLE 5. NUMBER OF NOISY TRACES USED BY THE ATTACKS TO ATTAIN GE=0
Noise level Dataset 1 Dataset 2
SVMvmp SVMcpa SVMne SVMvmp SVMcpa SVMne
SNR, = 20 7.4 19.0 17.0 6.7 18.8 14.6
SNR, =10 8.6 25.7 23.6 9.8 21.6 20.2
V1. CONCLUSION - .
[3] Gierlichs B., Batina L., Tuyls P., Preneel B.

In this work, the combining of variational
mode decomposition and  Gram-Schmidt
orthogonalization was proposed as a POls
selection method of power traces. The VMD
mode that has central frequency related to clock
operation frequency of the attack device can be
used as features of power traces and GSO can
be wused as a POIs selection method.
Experimental results show that an acceptable
classification accuracy can be achieved when
SVM classifier uses these selected features as
its input. Compared to other SVM-based
profiled attacks, the SVMwvwmp required the
minimum number of traces for successful key
recovery. Furthermore, SVMwvmp is less
sensitive to noise so can be used well with noisy
power traces. In our opinion, this work suggests
a new approach for feature extraction from
power traces using variational mode
decomposition, and this method should also be
tested in combination with other feature
selection methods and learning algorithms for
profiled attacks.
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