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Abstract— Network Function Virtualization
(NFV) improves flexibility and cost efficiency, but it
also creates new security risks at the virtualization,
VNF, service-chain, and orchestration layers. This
paper focuses on a specific NFV security problem:
detecting and containing runtime compromise of

Virtual Network Functions (VNFs), including
unauthorized binary, configuration, or
memory-state modification, invalid attestation

responses, and no-response events. We propose
Dynamic VNF Attestation and Instant Response
(DVA-IR), a framework that combines periodic
remote attestation of running VNFs with
MANO-driven isolation and replacement of
compromised VNFs. Unlike access-control-only or
signature-based mechanisms, DVA-IR
runtime VNF integrity and immediately updates
service-chain forwarding behavior when
compromise is detected. A Monte Carlo simulation
compares DVA-IR with manual monitoring,
signature-based IDS/IPS, and DVA-only attestation.
The results show that DVA-IR achieves high
detection quality, rapid containment, and
significantly reduced service downtime, while its
centralized orchestration overhead remains
manageable for small-to-medium and
medium-to-large NFV deployments.

verifies

Tom tit— Ao héa chite niing mang (Network
Function Virtualization - NFV) gidp nang cao tinh
linh hoat va hiéu qua chi phi trong trién khai ha
tang mang, nhung dong thoi ciing 1am phat sinh cdc
rii ro an toan mdi tai cac 16p a0 héa, VNF, chudi
dich vu va diéu phéi. Bai bao nay tap trung vao mot
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van dé bao mat cu thé trong méi truong NFV, phat
hién va ¢6 lap cac chitc nang mang ao (Virtual
Network Functions - VNFs) bi xam pham trong qua
trinh vAn hanh, bao gom cac truong hep ma nhi
phan, cu hinh hoic trang thai bd nhé bi sia doi
trai phép, phan hoi ching thuc khong hop 1é hoic
VNF khéng phan hoi. Trén co sé d6, bai bao dé xuit
khung xdc thwe VNF dong va phin hdi tic thi
(DVA-IR), két hop co ché chiing thuc tit xa dinh ky
ddi vdi cac VNF dang chay véi kha niing c6 1ap va
thay thé VNF bi xAm pham thong qua hé thong quan
1y va diéu phéi MANO. Khic véi cac co ché chi dua
trén kiém soat truy cap hoic phat hién theo chix ky,
DVA-IR kiém tra truc tiép tinh toan ven ctia VNF
trong thoi gian vin hanh va cip nhit ngay hanh vi
chuyén tiép ctia chudi dich vu khi phat hién diu hiéu
xam pham. Két qua mé phéng Monte Carlo, trong
do DVA-IR dudc so sanh véi giam sat thu cong, IDS/
IPS dua trén chit ky va co ché chiing thuc DVA don
18, cho thiy phueng phap dé xuét dat chét lwgng phat
hién cao, kha ning co lap nhanh va giam dang ké
thoi gian gian doan dich vu, trong khi chi phi diéu
phdi tap trung van ¢ mitc c6 thé chip nhan doi voi
cac trién khai NFV quy mé nhé dén trung binh va
trung binh dén 16n.
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I. INTRODUCTION

The  development of  next-generation
networks, especially 5G, has driven a revolution
in network architecture, where flexibility,
scalability, and cost-effectiveness are key factors
[1-3]. In this context, NFV has emerged as a
foundational  technology, enabling Service
Providers (SPs) to transition network services
from dedicated, proprietary hardware
infrastructure to a more agile virtualized
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environment [2, 4, 5]. NFV decouples
Network Functions (NFs) such as firewalls, load
balancers, and Intrusion Detection/Prevention
Systems (IDS/IPS) from physical hardware
devices and deploys them as software entities
called VNFs [2, 6]. These VNFs can run on
Commercial-Off-The-Shelf  (COTS)  servers,
significantly reducing both Capital Expenditure
(CAPEX) and Operating Expenditure (OPEX)
4,5, 7].

The NFV architecture, standardized by the
European Telecommunications Standards Institute
(ETSI), consists of three main components: NFV
Infrastructure (NFVI), VNFs, and Management
and Orchestration (MANO) [4, 5, 8]. VNFs are
often connected in a logical sequence to
create complete network services, a concept
known as Service Function Chaining (SFC) [2],
[9, 10]. SFC provides high flexibility in routing
traffic  through various network functions
according to service and policy requirements
[11, 12]. Software-Defined Networking (SDN)
is often integrated with NFV to provide
centralized control and orchestration, making the
creation and management of service chains more
efficient [13-15].

Although NFV offers numerous outstanding
benefits such as cost-effectiveness, flexibility, and
reduced energy consumption [4, 5], the
transition to a virtualized environment is also
accompanied by new and complex security
challenges [5, 16]. The attack surface is
expanded due to the emergence of new
virtualization layers like the hypervisor, virtual
machines (VMs), and containers [4, 5]. Threats
come not only from external sources but also
from within the system (malicious insiders),
where administrators with privileged access to
the virtualization layer can cause serious damage
[5, 17]. The complex architectural layers and
the involvement of multiple vendors in an NFV
ecosystem also make identifying and remedying
security vulnerabilities more difficult [5, 18].

Topological risks, where misconfiguration of
virtual network components can lead to security
holes, are also a significant concern [5, 19].
Furthermore, ensuring the integrity, availability,
and confidentiality of data and VNFs in a dynamic
and flexible environment like NFV requires
advanced and comprehensive security solutions
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[6, 20]. Traditional

designed for static

security  mechanisms,
hardware-based networks,
are  often not -effective enough to
protect the NFV  environment [21].
Therefore, researching  and developing new
security  frameworks, advanced algorithms, and
techniques to  address these challenges is
an  urgent requirement, ensuring that the
benefits of NFV can be leveraged safely and
sustainably [22 - 24].

II. BACKGROUND, NFV SECURITY THREATS
AND RELATED WORK

The field of NFV security has attracted
significant attention because NFV shifts network
functions from dedicated appliances to software
components running on shared virtualized
infrastructure. This shift improves programmability
and scalability, but it also changes the threat model.
In addition to conventional network attacks, NFV
systems must address threats arising from the
hypervisor, virtual machines or containers, VNF
images, service-function chains, and Management
and Orchestration (MANO) components [5, 16, 24].

A. NFYV security threats and the scope of this work

Several studies have surveyed NFV
architectures, service function chaining (SFC),
and open security challenges. Mijumbi et al. [27]
identified early NFV research challenges, while
Pattaranantakul et al. [16] analyzed NFV security
from use-case-driven threats to countermeasures.
Adoga and Pezaros [2] reviewed NFV and SFC
frameworks, including resilience and fault
recovery, and Zhang et al. [6] classified NFV
platforms and  discussed future  security
directions. More recently, Zoure et al. [24]
surveyed anomalies in NFV network services and
verification methods. Related studies published in
the Journal of Science and Technology on
Information Security are also relevant to the
detection-and-response perspective of this work.
Dung et al. investigated deep-learning-based
network reconnaissance attack detection, while
Hai et al. proposed UETSIR as an
information-security  incident-handling  support
solution for e-government. These studies do not
address runtime VNF attestation directly, but they
provide  useful  domestic  references  on
network-attack detection and incident response,



which are related to the motivation of DVA-IR
[25, 26].

The threat surface of NFV can be grouped
into four layers. First, the NFVI layer includes
risks related to shared physical resources,
hypervisors, virtualization isolation, and
privileged administrators [5, 20]. Second, the
VNF layer includes vulnerable images, malicious
or compromised VNFs, unauthorized runtime
changes, and tampered configurations. Third, the
SFC layer includes incorrect traffic steering,
bypassed security functions, and compromised
VNFs inside a service chain [10, 11]. Fourth,
the MANO layer includes orchestration abuse,
insecure APIs, and delayed or inconsistent
response actions [22, 31].

This paper does not claim to solve all NFV
security issues. Its scope is narrower and more
verifiable: runtime VNF integrity protection.
Specifically, it targets cases in which a running
VNF is modified, becomes untrustworthy, fails to
provide a valid integrity proof, or must be isolated
from active SFCs to prevent further impact.

B. Existing countermeasures

Existing NFV security countermeasures can
be summarized into four groups. Encryption and
strong authentication protect data in transit,
control administrative access, and reduce
credential-based compromise [5, 20]. Zero
Trust architectures apply the principle of “never
trust, always verify” by enforcing least privilege,
contextual access decisions, and
micro-segmentation [5, 32]. Standardized
interfaces and APIs, including ETSI NFV-based
interfaces and REST-style management APIs,
reduce heterogeneity and support consistent
policy enforcement in multi-vendor environments
[5, 8]. Availability-oriented techniques, such as
VNF state replication, fault-tolerant chaining, and
fast failover, 1improve service continuity
when failures occur [29, 30, 38].

These mechanisms are important but have
different primary objectives. Encryption and
MFA protect communication and access, but they
do not continuously verify the integrity of a
running VNF. Zero Trust focuses mainly on
identity, access, and policy enforcement, but
additional mechanisms are required to attest
runtime state. IDS/IPS mechanisms are useful for
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traffic-level  attacks, but signature-based
detection can miss internal VNF tampering or
insider-induced state changes. Fault-tolerant
SFC mechanisms improve availability, but they
usually do not decide whether a VNF is
trustworthy at runtime.

C. Research gap and positioning

The related work shows a gap between
integrity verification and operational response.
Some approaches can detect anomalies or
improve resilience, while others enforce security
policies, but fewer solutions integrate continuous
runtime VNF integrity attestation with immediate
SFC-level containment and VNF replacement.
The proposed DVA-IR framework is positioned
to fill this gap by linking three functions: runtime
attestation, trust-state decision, and
MANO-driven response.

III. PROPOSED DVA-IR FRAMEWORK
A. Design objective and threat model

The objective of DVA-IR is to detect runtime
integrity compromise of VNFs and rapidly
contain its impact on active service chains. The
assumed attacker can modify a VNF binary,
configuration, or critical runtime state; cause an
attestation timeout; or attempt to return an
invalid or forged attestation response. The
attacker may also be an insider with access to
part of the virtualization environment. However,
the NFVO-side baseline repository, public-key
registry, and orchestration control logic are
assumed to be trusted and protected.

DVA-IR consists of two coupled algorithms.
The first algorithm, Dynamic VNF Attestation
(DVA), periodically challenges each active VNF
and verifies its signed integrity measurement.
The second algorithm, Attestation-based Instant
Response (AIR), consumes DVA trust states and
performs isolation, forwarding-rule update, and
VNF replacement through MANO and the
Service Function Forwarder (SFF).

B. Algorithm 1: Dynamic VNF Attestation

DVA verifies whether a running VNF
remains consistent with its trusted baseline. A
mismatch  between the current integrity
measurement and the baseline, an invalid
signature, or a timeout is treated as evidence that
the VNF is no longer trustworthy.
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Algorithm 1 Dynamic VNF Attestation (DVA)

Require: V', By, Tattests T Kpub,vs Kpriv,v
Ensure: S, € {TRUSTED, COMPROMISED} for each v € V
1: procedure NFVO_ATTEST_LOOP

2 while true do

3 sleep(Tattest)

4. for all v € V do

5: n, < Nonce()

6: Request(v,n,)

7 end for

8 for all v € V do

9: R + Listen(v,T)

10: if R is received then

11: (My,0,,n) < R

12: ok « Verify(o,, My||ny, Kpub,v)
13: if ok then

14: H, < HashFrom(M,)

15: HY + HashFrom(B,)

16: if H, = HO then

17: S, +— TRUSTED

18: else

19: S, < COMPROMISED

20: end if

21: else

22: S, + COMPROMISED > Invalid proof
23: end if

24 else

25: S, + COMPROMISED > No response
26: end if

27: end for

28:  end while
29: end procedure

30: procedure VNF_HANDLE_REQUEST(v, 1,,)
31: C, + CollectState()

32: H, <+ Hash(C,)

33: M, < Measure(H,)

34 0y < Sign(My||nw, Kpriv,v)

35: Send(My, 0y, Ny

36: end procedure

> Binary/config/memory

C. Algorithm 2: Attestation-based Instant Response

AIR connects the trust decision from DVA
with orchestration actions. When a VNF is
marked as compromised, AIR finds all SFCs that
contain the VNF, updates SFF rules to block or
redirect affected traffic, instantiates a clean
replacement VNF, and updates service chains to
restore service continuity.

D. Operational interpretation

DVA-IR implements an integrity-oriented
form of continuous verification. The nonce in
Algorithm 1 prevents replay of old valid
measurements, while the signature check prevents
forged measurements from being accepted. A
hash mismatch indicates that the running VNF
no longer matches the trusted baseline.
Algorithm 2 then translates this trust decision
into operational defense by isolating affected
flows and replacing the compromised VNF.
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Algorithm 2 Attestation-based Instant Response
(AIR)

Require: V, S, C, F., B,, SFF/MANO APIs
Ensure: Compromised VNFs are isolated, replaced, and SFC rules are
updated

1: procedure MANO_MONITOR_AND_REACT
2: for allv € V do

3: if S, = COMPROMISED then

4: LogEvent(v)

5: I < FindChains(v,C)

6: for all ¢ € I do

7: SetSFF(F., “DROP”)

8: end for

9: v’ <~ NewCleanVNF(B,)

10: if v is created then

11: for all c € I do

12: ¢’ + Replace(c,v,v’)
13: SetSFF(F., “FORWARD”, ¢’)
14: end for

15: Terminate(v)

16: Ve (V\{vHu{v'}
17: else

18: AlertOperator(v)

19: end if

20: S, < HANDLED

21: end if

22: end for

23: end procedure

The proposed method is not intended to
replace encryption, authentication, IDS/IPS, or
fault-tolerant SFC mechanisms. Instead, it
complements them by addressing a security gap
that is difficult for those mechanisms to cover:
runtime integrity compromise of VNFs after
deployment.

IV. SECURITY SCOPE AND COMPARISON WITH
EXISTING METHODS

A. Security issues addressed by DVA-IR

Table I clarifies how the proposed algorithms
address concrete NFV security issues. This
mapping also defines the boundary of the
contribution: DVA-IR focuses on runtime VNF
trust and response, not on every possible NFV
security threat.

B. Comparison with existing approaches

Table I compares DVA-IR  with
representative approaches discussed in the related
work. The comparison shows why the proposed
framework is different from purely preventive,
traffic-inspection, or availability-oriented
mechanisms.

The comparison addresses the central concern
that the proposed algorithm must be linked to
concrete security issues. DVA-IR is most suitable
for cases where the main risk is that a VNF
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TABLE I. MAPPING BETWEEN NFV SECURITY ISSUES AND DVA-IR MECHANISMS

NFV security DVA-IR Main algorithmic . -

. . Expected security effect

issue mechanism component

Unauthorized modification of VNF Periodic measurement and comparison DVA Runtime integrity compromise is
binary, configuration, or critical with trusted baseline B, detected rather than only deployment-
memory state time integrity being checked

Invalid or forged attestation Public-key signature verification and DVA Forged or replayed measurements are
response nonce-based challenge-response rejected

No response or timeout from a Timeout threshold 7 and fail-closed DVA Unresponsive VNFs are treated as unsafe
VNF trust-state assignment and escalated for response
Compromised VNF inside an Identification of affected chains and AIR Traffic is dropped or redirected before
active SFC immediate SFF rule update lateral movement can continue

Need to restore service after Instantiation of clean replacement VNF  AIR Security response is combined with
isolation and chain update service restoration

TABLE II. QUALITATIVE COMPARISON WITH EXISTING NFV SECURITY
AND RESILIENCE APPROACHES

Runtime Insider

. . . Automated Clean e
Approach integrity tampering . . Main limitation
. isolation replacement
check detection

Encryption and MFA [5], No Limited No No Protect access and communication, but not VNF

[20] runtime state

Zero Trust access control Partial Limited Policy- No Verifies access context, but usually not VNF

[5], [32] dependent memory or binary integrity

Signature IDS/IPS No Weak Partial No Effective for known traffic patterns, weak against
internal VNF state modification

Fault-tolerant SFC / No Weak Failure-oriented Partial Improves availability, but does not decide whether a

replication [29], [30], VNF is compromised

[38]

DVA-only attestation Yes Yes No No Detects integrity violation but requires separate
response process

DVA-IR Yes Yes Yes Yes Adds attestation and orchestration overhead; requires

trusted baseline management

remains active in an SFC after its runtime state B, Simulation setup
has become untrusted. In such cases, detection

time alone is insufficient; the response We implemented a Python-based Monte Carlo
mechanism must also reduce containment delay simulation to emulate an NFV environment with
and service exposure. one NFVO, multiple active VNFs, and multiple
SFCs. In the default configuration, the simulation

V. EVALUATION OF THE IMPROVED includes 50 VNFs and 10 SFCs, where each SFC
ALGORITHM consists of 3-5 VNFs. To evaluate scalability, the

number of VNFs is further increased up to 1000.

A. Evaluation objectives and scope The simulation includes multiple event types

The evaluation assesses four aspects that relevant to integrity-oriented NFV security:
directly correspond to the design goals of
DVA-IR: detection quality, containment and
recovery performance, service availability impact,
and scalability under increasing orchestration
load. The purpose of the simulation is not to
prove that the proposed method solves all NFV
security issues. Instead, it evaluates a narrower

« binary tampering;

« configuration tampering;

e critical memory tampering;
« benign state updates;

« timeout/no-response events;
invalid signature events.

claim: DVA-IR is effective for runtime VNF The main simulation parameters are: base
integrity compromise detection, rapid environment of 50 VNFs and 10 SFCs;
containment of affected service chains, and attestation intervals T,ues: € {5,10,30,60}
service restoration through automated seconds; 2000 runs for detection and timing
remediation. experiments; 1200 runs for  scalability
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experiments; and VNF scale values of 50, 100,
250, 500, and 1000 VNFs.

We compare four methods: Manual
monitoring, signature-based IDS/IPS, DVA-only
attestation, and the proposed DVA-IR. Manual
monitoring has no automatic attestation or

automated  response.  IDS/IPS  represents
traffic-signature-based  detection. = DVA-only
performs integrity attestation but does not

automatically isolate or replace compromised
VNFs. DVA-IR combines attestation with
MANO-driven isolation and replacement.

C. Evaluation metrics

The revised evaluation uses the following
metrics:

- Detection quality:  Precision, Recall,
F1-score, and False Positive Rate (FPR);

- Containment performance: mean
containment delay, measured from the
moment a VNF is compromised to the
moment affected traffic is isolated;

- Availability impact: mean service downtime,
measured in flow-seconds;

- Scalability: attestation overhead, NFVO CPU
demand, and queue delay as the number of
VNFs increases.

D. Detection quality results

Table III and Figure 1 summarize detection
quality across methods. DVA-IR achieves the best
overall balance between precision and recall. It
reaches a precision of 0.999, recall of 0.962,
Fl-score of 0.980, and FPR of 0.002. DVA-only
also achieves high recall (0.967), but its false
positive rate is higher (0.119), indicating that
integrity attestation without confirmation and
response logic may generate more unnecessary
alarms. In contrast, signature-based IDS/IPS
obtains lower recall (0.368), showing that it
misses many integrity-compromise events that do
not match predefined signatures.

These results indicate that integrity-oriented
attestation is better suited than conventional
signature-based inspection for detecting runtime
VNF compromise, especially in scenarios
involving insider tampering or unauthorized
internal state modification.

56 No1.CS (27) 2026

TABLE III. DETECTION QUALITY ACROSS
METHODS

Method Precision  Recall  Fl-score FPR

IDS/IPS 0.966 0.368 0.533 0.029

DVA-Only 0.947 0.967 0.957 0.119

DVA-IR 0.999 0.962 0.980 0.002

Detection quality across methods

B Precision
m Recall
BN Fl-score

1.04

0.8

0.2

0.0 -
IDS/IPS

DVA-Only
Method

DVA-IR

Figure 1. Detection quality across methods in terms of
precision, recall, and F1-score

E. Containment performance

To evaluate operational response, we
measured the time required to contain
compromised VNFs after compromise. Figure
2 shows the mean containment delay as a
function of Tjteer. At Tioese = 10 s, DVA-IR
achieves amean containment delay of 5.16 s,
whereas DVA-only requires 495.50 s and manual
response requires 8970.20 s.

This result highlights an important distinction
between detection and security response.
DVA-only can identify integrity violations, but
without orchestration-driven automated
mitigation, its containment time remains too large
for practical protection. The integration of AIR
with DVA therefore provides a major practical
advantage by rapidly updating the forwarding
behavior of affected SFCs, isolating the
compromised VNF, and triggering replacement
from a clean image.

F. Availability impact

In addition to detection and containment, we
evaluated the effect of the proposed method on
service continuity. Table IV and Figure 3 show that
DVA-IR substantially reduces service downtime.
At T siest = 10 s, the mean downtime of DVA-IR is
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Figure 2. Mean containment delay versus attestation
interval Tattest for different methods

TABLE IV. CONTAINMENT AND AVAILABILITY
RESULTS AT 1 105t = 10°S
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Availability impact of automated response
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Figure 3. Availability impact versus attestation interval,
measured as mean downtime in flow-seconds

TABLE V. SCALABILITY SNAPSHOT OF DVA-IR
AT 1000 VNFs

Method Mean containment Mean downtime Number Attestation NFVO CPU Queue
etho delay (s) (flow-seconds) of VNFs overhead (ms) demand (%) delay (ms)
Manual 8970.20 - 1000 1957.48 11251 1.60
DVA-Only 495.50 2157367.30
DVA-IR 5.16 22394.85
H. Summary of findings
122394.85 flow-seconds, compared with Overall, the simulation supports three
2157367.30 flow-seconds for DVA-only. findings. First, runtime integrity attestation
This reduction indicates that the proposed 1Mproves detectlop ) of VNF, COMPromise
automated response mechanism is not only a events that are difficult for signature-based
security enhancement but also a resilience traffic {nspectlo'n.. Second, detection
mechanism By isolating and replacing alone is insufficient; automated MANO-level
compromisé d VNFEs quickly, the containment substantially  reduces  exposure
framework reduces the duration during which tlme: _Thmli)’ DVAI_IR can 1mpr9ved s\e};;:e
service flows remain disrupted or exposed to a continuity by replacing  compromise 5
compromised chain although  very large deployments may
’ require  distributed attestation to avoid a

G. Scalability and overhead

Fig. 4 presents the scalability behavior of
DVA-IR. The results indicate that the framework
remains practical at moderate scale, but
orchestration overhead increases with the number
of VNFs. At 1000 VNFs, the mean attestation
overhead reaches 1957.48 ms, normalized NFVO
CPU demand reaches 112.51%, and the queue
delay is 1.60 ms.

These findings suggest that the proposed
method is feasible for small-to-medium and
medium-to-large deployments, but a centralized
NFVO may become a bottleneck at very large
scale. Therefore, future work should investigate
distributed attestation, hierarchical orchestration,
or parallel verification to improve scalability.

centralized NFVO bottleneck.

VI. DISCUSSION

The simulation results provide a clearer
understanding of the actual contribution of
DVA-IR. The comparison with IDS/IPS shows
that traditional signature-based detection is not
sufficient for runtime integrity compromise in
VNFs, especially when the attack manifests as an
internal state modification rather than as a known
traffic signature. This observation is consistent
with the design motivation of DVA, which
verifies the integrity of running VNFs rather than
only inspecting traffic patterns.

The comparison between DVA-only and
DVA-IR demonstrates that accurate detection
alone is not enough. DVA-only achieves high
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Scalability overhead of DVA-IR
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Figure 4. Scalability of DVA-IR in terms of attestation
overhead, NFVO CPU demand, and queue delay

recall, but its containment delay and service
downtime remain substantially larger because it
lacks immediate orchestration-driven remediation.
This result highlights the practical significance of
AIR as the component that translates integrity
detection into rapid operational defense.

The availability results show that automated
replacement is an important property of the
proposed framework. In NFV environments,
security mechanisms should ideally preserve
service continuity rather than only report
anomalies. By instantiating a clean VNF and
rerouting the affected service chain, DVA-IR acts
not only as a security control but also as a
self-healing mechanism.

At the same time, the evaluation clarifies the
limitations of the method. The scalability
experiment shows that as the number of VNFs
becomes very large, centralized orchestration
overhead can become significant. This means that
the proposed approach should be interpreted as a
viable  integrity-protection  framework  for
small-to-medium and medium-to-large NFV
deployments, while very large-scale environments
may require a distributed attestation architecture.

Another limitation is that the present study is
based on simulation rather than on a real NFV
testbed. Although the simulation includes
multiple event types, baseline methods, and
service-chain effects, the results should still be
interpreted as evidence of potential effectiveness
under the assumed orchestration and threat
model, rather than as a complete proof of
production performance.
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VII. CONCLUSION

This paper addressed the problem of runtime
VNF integrity protection in NFV environments.
Instead of claiming to solve all NFV security
issues, the work focused on detecting and
containing compromised VNFs that may have
undergone unauthorized binary, configuration, or
memory-state modification, or that fail to provide
valid attestation responses. The proposed DVA-IR
framework combines dynamic VNF attestation
with  MANO-driven instant response. DVA
verifies the runtime integrity of active VNFs,
while AIR isolates compromised VNFs, updates
service-chain forwarding rules, and triggers
replacement from clean images.

The comparison and evaluation directly show
how the proposed method differs from previous
approaches. Compared with signature-based
IDS/IPS, DVA-IR better addresses internal VNF
integrity compromise. Compared with DVA-only
attestation, DVA-IR reduces containment delay

and service downtime through automated
response. The simulation results show high
detection  quality, fast containment, and
significant  availability =~ improvement,  with

manageable overhead at moderate scale. Future
work will focus on validating the framework in a
real NFV testbed, improving secure baseline
update procedures, reducing false positives, and

designing  distributed  attestation for very
large-scale deployments.
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