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Pseudorandom Sequences
Classification Algorithm

Abstract—Currently, the number  of
information leaks caused by internal violators has
increased. One of the possible channels for
information leaks is the transmission of data in
encrypted or compressed form, since modern DLP
(data leakage prevention) systems are not able to
detect signatures and other information related to
confidential information in such data. The article
presents an algorithm for classifying sequences
formed by encryption and compression
algorithms. An array of frequencies of occurrence
of binary subsequences of length N bits was used
as a feature space. File headers or any other
contextual information were not used to construct
the feature space. The presented algorithm has
shown the accuracy of classification of the
sequences specified in the work 0.98 and can be
implemented in DLP systems to prevent the
transmission of information in encrypted or
compressed form.

Tém tit—Hién nay, s6 vu ro ri thong tin béi
dbi twong vi pham trong ndi b gay ra ngay cang
gia ting. Mot trong nhitng kénh c6 thé din dén ro
ri thong tin 1a viéc truyén dir ligu & dang ma hoa
hogic nén, vi cac h¢ théng chéng ro ri dir ligu (DLP)
hién dai khong thé phat hién chir ky va théng tin
trong loai dir li¢u nay. N§i dung bai béo trinh bay
thuat toan phan loai cac chudi dwec hinh thanh
bang thuit toan ma héa va nén. Mgt mang tan sb
xudt hién cia cac chudi con nhi phan c6 d¢ dai N
bit dwoc sir dung lam khéong gian dic trung. Tiéu
dé tép hogc bat ky thong tin ngir canh nao khac
khong dwoc sir dung dé xay dung khéng gian dbi
twgng. Thuit toian dwec trinh bay c6 d§ chinh xac
trong viéc phan loai cac chudi dat 0,98 va c6 thé
dwoc ap dung trong cac hé thong DLP dé ngin
chan viéc ro ri théng tin khi truyén thong tin &
dang ma héa hoac nén.
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l. INTRODUCTION

Recently, according to the reports of
information and analytical agencies, the number
of incidents related to information leaks caused
by internal violators has increased [1].

In [2], [3], it is noted that the reasons for the
leakage of confidential data can be various
factors: the widespread use of information
technologies in almost all processes of data
processing and transmission, the introduction of
remote workplaces, insufficient training of
employees in the field of information security,
non-compliance with a set of organizational
measures, etc. Internal violations pose the greatest
threat, since their actions are not analyzed by
means of protection aimed at preventing external
attacks. Internal violators are cut off mainly by
DLP (data leakage prevention) systems.

In [4], [5], it is noted that data protection
from internal intruders is a complex task, which
is confirmed by the absence of mechanisms for
analyzing encrypted or compressed data in DLP
systems, in the absence of information about the
compression algorithm [6], [7].

In [8], the authors distinguish 2 groups of
methods used in DLP systems: content-based
and contextual. Content methods use semantic
analysis of transmitted information, signature
search, and search for digital casts and regular
expressions to detect confidential data [9]-[12].
Contextual methods use metadata [13]. In [14],
the authors suggest using behavioral methods
that generate patterns of standard actions of users
or processes when working with data that will
differ from the actions of violators.

In [15], the authors consider a method for
preventing information leaks based on contextual
integrity. The method is based on the idea of
legitimate information flows.

In [16]-[20], methods for identifying crypto
algorithms in various modes of operation are
considered. Classifiers trained on feature spaces
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formed during the execution of sub-accounts of
the frequency of occurrence of various character
sequences, bytes or bits are one of the solutions
to the problem of identifying crypto algorithms.

In [21], convolutional neural networks
GoogleNet and AlexNet are used for binary
classification of AES and DES encryption
algorithms in the mode of simple substitution and
simple substitution with gearing. Both networks
showed high classification results with an
accuracy of more than 0.9, but the GoogleNet
network has higher accuracy values on some
pairs of cryptographic algorithms.

A similar problem of classification of
harmful traffic by machine learning methods was
solved in [22]-[26]. In [22]-[24], were used
methods based on convolutional neural
networks, the main advantage of which, in
comparison with standard machine learning
algorithms, is that there is no need to search for
and construct a feature space explicitly. In [25],
the authors proposed using a combination of
machine learning algorithms with and without a
teacher to overcome the zero-day vulnerability
when a previously unknown type of attack
occurs. The paper [26] provides an overview of
machine learning methods used for classifying
traffic, describes the stages of training and
building classifiers.

In [27], a comparative analysis of machine
learning methods based on neural networks for
classification of encrypted and compressed data
is performed. The convolutional neural network
showed the highest accuracy of 0.669, the
sequential neural network showed an accuracy of
0.541, and the Kk-nearest neighbor method
showed 0.6. These results allow us to conclude
that it is necessary to study the applicability of
other machine learning methods to solve the
problem of classification of encrypted and
compressed data.

In work [22], it is noted that the growth of
Internet traffic and the increasing number of
devices that generate it create a certain
complexity for DLP systems. Modern traffic
filtering systems cannot accurately and
effectively detect information with high entropy,
such as encrypted and compressed data, which
makes the developed model relevant.
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In work [23], it is noted that existing
classifiers can hardly cope with the task of
classifying encrypted and compressed data. The
authors propose an algorithm for feature
extraction based on calculating the entropy of the
packet data content. The method is based on
increasing message redundancy by generating
new binary strings from the analyzed data. To
form a feature space, the authors propose to form
a matrix of size 8*4, the rows of which are the
step value, when forming redundant binary rows,
and the columns are the values of binary
subsequences, for which the entropy value is
calculated in the obtained data. The generated
feature space is used for training classifiers based
on the method of support vectors or a random
forest. The results obtained by the authors
indicate a significant influence of the data type
on the classification results. The worst
classification accuracy values were obtained for
audio files (0.65), for video files the
classification accuracy value was less than 0.7,
and for images and text — approximately 0.72.

Based on the analysis of the literature, we can
conclude that the classification of encrypted and
compressed data is not sufficiently accurate. In
our study, we propose an algorithm for extracting
features from the analyzed sequence and a
classification algorithm based on the ensemble
method of constructing a random forest to
determine the most significant classification
features and then wuse the decision tree
construction algorithm.

1. ALGORITHM FOR CONSTRUCTING
A FEATURE SPACE

In general, the problem of classification of
pseudorandom sequences (PRS) is presented in
equation (1) and is formulated as follows: it is
necessary to map the original set of PRS X to the
set of classes Y based on a classifier trained on
the selected sign space.

FiXe{x,...x}>Yely,..n} @

where X — the initial set of binary PRSs that are
subject to classification, Y — multiple classes,
F — classifier display function.

The set of Y classes includes: encrypted and
compressed sequences.
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To solve the problem of PRS classification,
we propose to use an algorithm for extracting
features from the analyzed sequence based on
statistical approaches: counting the number of
sub-sequences of 9 bits in length and the byte
distribution. However, 9-bit subsequences imply
the presence of 512 statistical features, and the
byte distribution assumes the presence of 260
features: 256-byte frequencies and 4 more-the
maximum and minimum values of the byte
frequency, the mathematical expectation and the
standard deviation of the byte distribution.
Calculating all the features will require
significant processing time for the analyzed data,
which in practice means that such an approach is
impossible to process data in real time. To
overcome this problem at the training stage, it is
proposed to use an algorithm for constructing a
random forest that allows you to determine the
most significant features based on the Gini index
or information growth criterion. Based on certain
parameters, a classifier is built based on building
a decision tree for use in a DLP system.

The PRS classification algorithm consists of
3 stages: the formation of a feature space (Section
I1.A), the construction of a classifier based on it
(Section 11.B), and the application of the resulting
classifier to the data under study (Section I11).

A. Feature space constructing algorithm

The initial data for the algorithm for
constructing a feature space are: a class-marked
set of PRS with power, and a set of binary
subsequences of bit length with power. The set is
formed by constructing all possible binary
subsequences of a given bit length.

The algorithm for constructing a feature
space is shown in Fig. 1.

Data: P: |P|=Q, S: S| = 2N~

Result: F g

1 FQ,E —<<>
2 for p € P do
3 M,, < Len(p)
a for s € S do
5 ns < Count(p,s)
g
6 fp,s — ﬂ»’fp _ NS + 1
7 Fo e < Fo U < fps.yi >

s return Fo g

Fig. 1. Features space building algorithm.

Step 1. To initialize an empty tuple of
frequencies of the subsequences F ¢ .

Step 2. The PRS for each of the plurality of carry:

Determine the length of a sub-sequence and
assign its value to a variable M b

For each subsequence s of the set S execute:

Assign to variable N a function value

Count(p,s). Function counts the number of

occurrences of the subsequence s in the PSR p
without overlapping.

Assign to variable f . the value of the
equation (2):

nS
(M, N, +1)’ @)

where N, — number of occurrences of the
subsequence s in the PSR p without overlapping,
M, —length of the PSR p in bits, N; —length of
the subsequence s in bits.

Write to the tuple F, ¢ the value of the
frequency fp’s and the PSR class ;.

Step 3. Return tuple F, ¢ .

The resulting tuple of frequency values of
occurrence of bit-length subsequences is a
characteristic space for further training and
construction of the classifier.

B. PRS Classification

The initial data for performing the PRS
classification are: PRS p, classifier K, set of the
features V.

The PRS classification algorithm is shown
in Fig. 2.
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Data: PRS p, classificator <K><V>

Result: Class y for PRS

FQ‘V —<>

State +<>

M, + Len(p)

for veV do

N, + Len(v)

6 n, < Count(p,v)
n,

" | fr =L oN, 1

8 Fov =Fqyv U fpe

o State +— Next(k)

10 while State([7) # True do

11 if f State[2) 2 State[3] then

12 I State + NextRight (State)
13 else

14 | State + NextLeft (State)

s Wow =

(=]

15 Y, + State[4]
16 return y,

Fig. 2. PRS classification algorithm.

Step 1. Initialize the tuple F,,, with empty values.
Initialize the tuple State with empty values.
Calculate the length M » Of the sequence p

in bits.

Step 2. For all features v from the tuple V execute:
Calculate the length of the subsequencev

and write the resulting value to a variable N, .

Calculate the number of occurrences of the
subsequence v in the PRS p and write the

resulting value to a variable n,.

Calculate the frequency of occurrence of a
subsequence v in PRS p by equation (2).

Add a value for the frequency of the
subsequence v in PRS p to the tuple -
I11. EXPERIMENTS

The following sets are used to evaluate the
quality of the classifier:
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e TP (true positive) — number of correctly
classified PRSs belonging to the class Y; €Y .

e TN (true negative) — number of PRSs
correctly assigned to a non-class Y; €Y .

e FP (false positive) — the number of PRSs
incorrectly assigned to the class Y, €Y, i.e. the
number of false positives (the first type of error).

e FN (false negative) — the number of PRSs
incorrectly not assigned to the class Y, €Y, i.e.
the number of goal skips (second-type error).

To assess the quality of classification, we
used the percentage of correct responses metric,
which is generally defined by the equation (3).

Accuracy = TP+TN 3)
TP+TN +FP+FN

For a sample consisting of K PRS classes, the
percentage of correct answers of the classifier is
determined by the equation (4).

K
> Accuracy,
Accuracy,, = 2—-——, (4)
K
where Accuracyyi — percentage of correct

responses for the class ;.

To determine the percentage of correct
responses for each class, the confusion matrix
shown in Table I is constructed.

TABLE I. CONFUSION MATRIX FOR CLASSIFICATION

4 CLASSES OF PSR
Correct class

K 1 2 3 4
a
C_OU 1 Tl F12 F13 F14
3
k=] 2 Fo T2 F,s F.
z
a 3 Fa Fsz T Fs3

4 F41 I:42 I:43 T4

When performing a multi-class

classification, sets are calculated based on the
error matrix using the following (5):
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TP, =T

Yi Yi

K
N, = Z;Tc -TP,

5
FPYi = ZK: FyivC ( )
FNYi = Z FC-Yi
c=1

where Y, — correct class of PRS, ¢ — predicted by
the classifier class.

The value of the percentage of correct
answers for choosing a classifier must meet the
condition presented in the equation (6):

Accuracy,,, —1 (6)

To classify the PRSs, we propose to use an
algorithm based on a sub-count of the number of
binary subsequences of length N-1 bits in the
studied PRS. In [30], [31], it is noted that for
example, for the sequence s = 1011010001, the
frequency of occurrence of subsequences of
length N = 3 bits is represented in Table II.

TABLE Il. SUBSEQUENCES FREQUENCIES COUNTING

Subsequences | Number Frequency
000 1 0.125
001 1 0.125
010 1 0.125
011 1 0.125
To restore the distribution of binary

sequences, it is sufficient to analyze half of all
possible subsequences. Thus, the dimension of
the feature space for subsequences of length N
bits is defined by the equation (7):

|S|=2"" (7)
To carry out the experiment, a sample of PRS
was formed, consisting of 16000 files of 4 classes

obtained as a result of file transformations
containing meaningful text in Russian:

e Encrypted by algorithms AES, 3DES, RC4,
and Camellia in CBC mode [32] — 4000 files.

e Archives RAR [33] — 4000 files.
e Archives ZIP [33] — 4000 files.

e Archives 7Z [33] — 4000 files.

The experiment was conducted in a software
environment Anaconda [34].

Since the obtained values of the frequency of
occurrence of sequences of length N bits are quite

small values (~107...10°) | the transition to a

logarithmic scale of values was made to improve
the accuracy of classification (logarithmic values).

Machine learning algorithms were used to
construct classifiers and evaluate them [35]: a
decision tree classifier (DTC), a logarithmic
decision tree classifier (DTCL), a random forest
classifier (RFC), and a logarithmic random forest
classifier (RFCL). The obtained values of the
accuracy of the PRS classification from the
length of the subsequence N are shown in Fig. 3.

The obtained results indicate that it is possible
to classify PRSs generated by encryption,
compression algorithms, and pseudo-random
number generators using the proposed algorithm
with an accuracy greater than 0.95 for a 9-bit
sequence length.

098 |-=DTC ||
—DTCL||

,86

Accuracy
0CO000000000000

OO ONNNNNOO®
ORAMDONLNOON K

4 5 6 7 8 9 0 N

Length of the subsequences N bits
Fig 3. Accuracy for classification 4 classes of PSR.

During the experiments, 2 algorithms for
constructing classifiers were used: the algorithm
for constructing a decision tree and the algorithm
for constructing a random forest. The algorithm
for constructing the decision tree showed a
higher accuracy of the PRS classification. To
improve the accuracy of the classifier, the values
of the frequency of occurrence of subsequences
were converted to the logarithmic scale, which
made it possible to achieve the accuracy of the
PRS classification of 0.98.
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IV. CONCLUSION

Modern DLP systems are not able to detect
encrypted or compressed data with high
accuracy, which allows you to use the data
transmission channel in encrypted or compressed
form, if there is no information about the
compression  algorithm,  for  transmitting
confidential data. In this paper, we proposed a
classification algorithm consisting of several
stages: determining the most significant
statistical features of random sequences on a
training sample of data using the random forest
algorithm and directly classifying the algorithm
for building a decision tree. The proposed
algorithm  for  feature  extraction and
classification allowed us to increase the accuracy
of classification of encrypted and compressed
data to an accuracy of 0.98.
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