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Mot sO cai tien cho cac kieém tra thong ké
tinh ngau nhién st dung so khdp mau

Tém tit—Cic kiém tra lién quan dén so khop
miu chong lip di dwoc dé xuat trong NIST SP
800-22 [1], tuy nhién cac xac suit trong cac kiém
tra nay chi ding cho cac miu dic bi¢t va can dwoc
tinh lai cho cac méu khac. Trong [2], cac tac gia da
dé xuit céc tiéu chuin thong ké so khép miu méi
cho tit ca cac miu 4 bit. Cac kiém tra méi nay ap
dung cho chudi bat ky cé do dai tdi thiéu 1a 5504
bit, trong khi theo NIST d¢ dai t6i thiéu 10° bit.
Trong bai bio nay, chiing tbi di cai tién va dé xuit
cac kiém tra so khép miu 4 bit méi ma c6 thé ap
dung cho cac chudi bat ky c6 do dai nhé nhat chi
12 3726 bit. Hon nira, ching tdi dwa ra 3 kiém tra
thong ké so khop miu 5 bit méi. Két qua Iy thuyét
va thue hanh cho thiy cic dé xuit cai tién ciia
chiing tdi 1a rat hi¢u qua trong viéc danh gia tinh
ngiu nhién cho cac b tao sé gia ngiu nhién.

Abstract—Randomness  tests related to
overlapping template matching have been
proposed in NIST SP 800-22 [1], however the
probabilities in these tests are only valid for
specific samples and should be recalculated for
other samples. In [2], the authors proposed new
template matching tests for all 4-bit templates. The
new tests can be applied to any sequence of
minimum length of 5504 bits whereas the
overlapping template matching test in the NIST
test suite can only be applied to sequences of
minimum length of 10° bits. In this paper, we have
modified and proposed new 4-bit template
matching tests that can be applied to any sequence
of minimum length 3726 bits. Furthermore, we
proposed three new 5-bit template matching tests.
Our theoretical and practical results show that our
new proposed tests are very efficient in
psedorandom number generator testing.

Tir khéa—Kiém tra tinh ngiu nhién, so khép miu, 5
bit, 4 bit.

Keywords—randomness testing, template matching, 5-
bit, 4-bit.
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1. GIGI THIEU

Trong mét ma hoc, cac s6 ngau nhién dong Va1
tro quan trong, tuy nhién viéc tao ra cac s ngau
nhién cho cac muc dich mat ma la mot nhiém vu
kho. Cac sé ngiu nhién dugc tao ra mot cach ly
tudng tir cac nguén ngau nhién thuc sy, duoc goi
1a cac bo tao sb ngﬁu nhién thuc su (TRNG), cac
bo tao nay sir dung cac ngudn khong tat dinh dé
tao cac s6 ngau nhién. Tuy nhién, viéc tao cac sd
ngau nhién st dung TRNG 1la khong hi¢u qua,
mat khac rat kho lu'u trir va truyén giao mot sb
luong 16n cac bit ngau nhién. Do d6, cac thuat
toan tat dinh duoc goi la cac bg tao sb gia ngﬁu
nhién (PRNG) ¢6 uu thé hon TRNG. PRNG sir
dung chudi nhi phan ngau nhién thuc su c6 d6 dai
k (thudong duoc goi 1a mam) va tao ra chudi nhi
phan tuan hoan “tréng c6 vé ngau nhién” co do
dai [/ >k [3]. Cac dac tinh cua PRNG la khac so
v6i TRNG. Dau tién, PRNG 1a hiéu quéa hon khi
so sanh voi TRNG, vi mét it thoi gian hon dé tao
dugc cung mét sb bit & dau ra. Cac PRNG la cac
thuat toan tat dinh, ttrc 1a mot chudi sb cho trude
1a c6 thé lap lai. Cac PRNG c6 chu ky con TRNG
thi khong.

Mot kiém tra tinh ngiu nhién theo thong ké
(goi tat 12 kiém tra ngau nhién thong ké) duoc dé
xuat dé kiém tra gia thiét khong (Ho) phat biéu
rang chudi dau vao 1a ngiu nhién. Phép kiém tra
s& nhan mot chudi diu vao nhi phan va duara Kkét
ludn “chap nhan” hay “bac bo” gia thiét nay. Cac
kiém tra ngiu nhién thong ké co 2 loai xac suét
sai 1am. Néu dir liéu la ngdu nhién va két luan 1a
bac bo H thi d6 1a x4c suét sai 1am loai I, néu dit
liéu 1a khong ng?lu nhién va két luan 1a Chélp nhan
H, thi d6 1a loai II. Xac xuat cia loai I duoc goi
1a mirc ¥ nghia cua kiém tra va thuong duoc ky
hidu 1a . Mot kiém tra ngau nhién thong ké s&
duaramot giatrila sb thuc ndm gitta O va 1, dugc
goi la p-value. Néu p-value > o thi Hy dugc chép
nhan, nguoc lai 1a bac bd. Mitc y nghia phu thudc
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vao céc ung dung, va ddi voi cac ung dung mat
ma thuong lay bang 0.01 [1].

Céc chudi ddu ra ciia PRNG phai trong c6 vé
ngau nhién, do dé cac phan tich théng ké PRNG
1a céan thiét. Qu4 trinh nay duogc thuc hién b?mg
cach sir dung PRNG tao ra mot chudi mau va
danh gia n6 boi bo cac kiém tra tinh ngiu nhién
bang théng ké. Co nhiéu bo kiém tra thong ké
tinh ngiu nhién trong céc tai liéu [1], [4]-[7] chira
nhiéu cac kiém tra thong ké tinh ngau nhién khac
nhau. Cling dugc coi nhu cdc PRNG do 1a cac
dau ra cua cac nguyén thiy mat ma chiang han
nhu méi khdi va ham bam. Do d6, cac dau ra nay
phai tréng c6 vé ngau nhién sao cho khi phan tich
cac du ra, thi viéc du doan thuat toan 1a khong
thé. Do vdy, viéc danh gia cac dau ra cia cac
thuat toan bang cac kiém tra thong ké tinh ngau
nhién c6 tim quan trong rat 16n.

Bo kiém tra NIST [8] 1a bo kiém tra thong
dung nhat cho cac ing dung mét ma. Phén tich
thong ké cac thuat toan tng cr AES cudi cung
duoc Soto va cong su thuc hién st dung bd kiém
tra NIST [9]. Mot s kiém tra yéu cau chudi co
do dai 10%, trong khi dau ra cac thuat toan cudi
AES 1a 128 bit. Soto va cac cong su da ndi cac
déu ra cua cac thuat toan dé nhan duogc chudi dai
ma ap dung duoc tit ca cac kiém tra. Gan day,
Sulak va cong su dé xuat mot phuong phap thay
thé, khi ho tinh va sir dung cac phan bd chinh x4c
thay vi phan bd x4p xi hoic phan bd tiém cén
[10]. C6 x4c suat chinh xac, khong can chudi dai
nira, va ho 4p dung cac kiém tra ngiu nhién tryc
tiép cho cac ddu ra cua cac thudt toan thay vi
ghép chung.

Di co6 mot s6 nghién ctru ddi voi cac kiém tra
trong bo kiém tra NIST [11]-[15]. Okutomi va
cong su da ap dung cac kiém tra trong bo kiém
tra NIST cho cac dit liéu ngdu nhién duoc 1ay tir
cac thuat toan mat ma DES va SHA-1 [14]. Ho
quan sat thay kiém tra thong ké Maurer va kiém
tra so khdp mau chong lap c6 van dé véi ty 18 cua
dir liéu ngiu nhién vuot qua cac kiém tra.
Hamano va cong su da chinh stra cac xac suét cho
kiém tra so khép mau chong lap, & day ho lay
mau B = 111111111 [15] va NIST di cap nhat
cac x4c sudt nay. Tuy nhién, nhu da luu ¥ ¢ [28],
x4c suat ctia mdi mau phu thudc vao chinh no.
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Trong [2], cac tac gid xem xét m =4 va phan loai
16 mau c6 thé thanh bon nhém. Sau do6, dé xuét
4 kiém tra thong ké ngéu nhién méi ma cé thé ap
dung cho cac chudi co do dai i thiéu 1a 5504 bit.
Trong bai bao nay, ching t6i da chinh sua lai 4
kiém tra thong ké trén cho phép ap dung duoc
cho céc chudi c6 d6 dai tdi thiéu chi 3726 bit. Hon
nita, chiing t6i dua ra 3 kiém tra thong ké so khop
mau 5 bit méi.

Bai bao nay céu tric nhu sau: Trong Phan II
trinh bay mot s6 kién thirc chuan bi. Phan I1I nhic
lai mot sb két qua trong [2]. Phan IV trinh bay
mot s6 két qua chinh sira d6i voi cac kiém tra
trong [2] cho phép ap dung cho cac chudi co do
dai ngén hon va dé xuét 3 kiém tra so khép mau
5 bit méi. Trong phan V, ching t6i ap dung cac
kiém tra méi cho dir liéu ngau nhién va khong
ngau nhién, dong thoi quan sat sitc manh cac
kiém tra mi. Két luan bai bao va dé xuat mot s6
cong viée tiép theo duoc trinh bay trong Phan VI.

II. MOT SO KIEN THUC CHUAN BI

Phén b ¢ duge st dung dé so sanh chudi cac
su viée duoc quan sat tot thé nao so khép voi
chudi duoc ky vong dudi phan bd gia thiét.
Pinh nghia 1 ([8]). Bién ngiu nhién c6 phan b
¥* voi v bac ty do néu ham mat do xac suét tuong
tng f(x)=0 véi x<0 va

f(x):W

2

& day v 1a s6 nguyén duong va I 1a ham gamma:
I(r)= Ix"le‘xdx véi t>0.
0

Kiém tra so khop y* 1a kiém tra thong ké ngau
nhién, & day kiém tra thong ké c6 phan b 2, coi
Hjla dung. Noi cach khac, gia st £, 1a cac gia tri
ky vong, F, la cac gia tri quan sat voi 1<i<k.
Khi do:

1

k — 2 g
4= le va p-value = igamc[Z,%j )

trong d6 igamc 1a ham gamma khong day du [16].



Tiép theo, chung ta nhéc lai mot sb két qua to
hop dung dé tinh cac xac suat phan bd cua cac
mAu trong cAc phan tiép theo.

B6 dé 1 ([17]). S6 nghiém nguyén khong 4m cua
phuong trinh x, +x, +... +x, =a la:

a+b-1
b-1 )

B6 dé 2 ([17]). S6 nghiém nguyén cua phuong
trinh x, +x, +... +x, =a véi x, 2c,1<i<b la

a—b(c-1)-1
b-1 '
B6 dé 3 ([17]). [Nguyén 1y loai trir] S6 nghiém

nguyén khong am cia phuong trinh
X +x,+..+x,=a voi x,<cl<i<b la

i(“b_;:{(ﬁl)]@(_l)j .

=0 J

III. CAC KIEM TRA SO KHOP MAU 4 BIT BE XUAT
BOI F. SULAK

Déi tuong ciia cac kiém tra so khép mau 4 bit
dé xuat boi F. Sulak 1a tin sé ctua miu 4 bit cho
trude trong chudi nhi phan. Cac kiém tra tuong
tu dugc dinh nghia trong bd kiém tra NIST, do la
kiém tra so khép mau khong chong lap va miu
chdng lap. Trong ca hai kiém tra, mau B c6 do
dai m bit duoc chon, chudi dbi twong cua kiém
tra duogc chia thanh N chudi con c6 d6 dai M. Ctra
s6 m bit duoc str dung dé tim cac khdi chong lap
m bit cia mdi chudi con. Sau d6 v6i mdi khdi, sb
cac mau B trong cac chudi con duge dém. Ky
hiéu W, la s6 lwgng mau B trong khoi th i. Véi
kiém tra so khép chong lap M =1032bit. Ky
hi¢u 7; 1a xc sudt dé W, = j, véi 0<j<4 va
7g 1a xéc sudt @& W, >5.Véi M =1032 vaB =
111111111, cac x4c suat chinh x4c da duoc tinh
trong [15] su dung phep dé quy. Su dung cac
xac sut nay trong kiém tra so khop y* cho két
qua p-value.

Pbi voi kiém tra so khop khong chong lap,
mau cho trude duoc chon theo cach néu quan sat
thdy mau & déu do trong chudi thi khong thé nhin
thdy mau nay trude khi két thuc mau d6. Nhu da

Khoa hoc va Cong nghé trong linh viee An toan thong tin

lwu y trong bo kiém tra NIST, néu da thiy mau &
dau do trong chudi, khong thé lai thdy n6 & m —1
khdi tiép theo, vi cira s6 m bit trugt di m bit. Dicu
nay cho thy rang, phan bé 1a nhu nhau cho tat ca
cac mau khong chong 1ap. St dung y tuong do,
chung toi dua ra dinh nghia mau chong lap & bit.

Pinh nghia 2. Cho B 12 mot chudi nhi phan do
dai n. Chudi B’ duoc tao bang cach ndi B véi
n—1 bit bat ky. Khi d6, B duoc goi 1a co k bit
chdng lap néu n—1—k khéi tiép theo cia chudi
B’ ¢6 d6 dai n thu duoc bang cach lan luot dich
sang phai 1 bit trong B’ khong thé trung véi B.

Tir dinh nghia trén, thi Ménh d¢ 1 duéi day da
dugc dua ra trong [2].

Menh dé 1 (Proposmon 3.1, [2]). Phan bd tan
so cua cac mau chi dinh trudc chi phu thudc vao
s6 lwong céc bit chdng lap trong mau.

Str dung ménh dé nay, chiing ta phan loai cac
mau 4 bit theo sb cac bit chong lap. Co 4 dang
cac khoi:

1. Cac khéi khong chdng lap: 0001, 0011,

0111, 1000, 1100, 1110

2. Cac khéi chdng 14p 1 bit: 0010, 0100,
0110, 1001, 1011, 1101

3. Cac khdi chong lap 2 bit: 0101, 1010
4. Cac khdi chong lap 3 bit: 0000, 1111

Vi du, 0010 1a mau 4 bit chong lap 1 bit theo
Dinh nghia 1. Ta ¢6 B’ = 0010 *x*, trong do6 *
¢6 thé 1a bit 0 hodc 1. Ta lan luot dich sang phai
1 bit d6i v6i chudi B bat dau tir khdi 0010 ta thu
duogc cac khéi sau: 010 %, 10 **, 0 **+. RS rang
2 khéi dau tién khong thé tring véi khdi 0010,
chi c¢6 khéi thir 3 ¢6 thé trung voi khbi 0010. Do
d6, theo Dinh nghia 1, khdi 0010 1a khdi chong lap
kbitva4d—1—k=2hayk = 1.

Pé thuc hién kiém tra, chung ta chon mdi khoi
tuong Gng tir mdi dang va tim chinh x4c phéan bé.
Khac voi cac tiép can trude day, trong [2] xét cac
bit vong trong mdi chudi con. Trong [2], tic gia
da dua ra cac két qua ly thuyet cho 4 truong hop
clia cac mau 4 bit dong thoi dé xudt 4 tiéu chuén
kiém tra so khép méu 4 bit méi dugce ap dung cho
céc chudi nhi phan c6 d6 dai t6i thiéu 1a 5504 bit.
Trong phan nay, chiing t6i nhac lai cac két qua ly
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thuyét trong [2] va d& xuét chinh sta lai 4 tiéu
chuan so khép méu 4 bit cho phép ap dung duoc
cho céc chudi cé do dai toi thiéu la 3726 bit.
A. Nhdc lai mét s6 két qua Iy thuyét trong [2]
Dé xdy dung kiém tra ngiu nhién, chung ta
cAn tim x4c sudt ma mot mau cho trude B xuét
hién k 1an trong chudi con. Pdi véi truong hop
khong chong lap, chon B =0001 va tinh xac sut
tuong ng. Coi nhu da biét trong s6 W, va sb
lugng céac loat V ctia chudi.
Pinh ly 1 (Theorem 3.6, [2]).
{a.a,,..a,} la nhi phan va
b =aa,a,a., la cic khdi co do dai 4 véi
I1<i<n,vaa

Gia su
chudi

=8 V6 j=1,2,3, va gid st K
14 56 khdi 0001 trong cac khéi by,1<i<n.Goiw

1a trong s cua chudi va 2r 1a sé cac loat trong
chuoi. Néu chuoi khong phai toan 0 hodc toan

1 thi:
n (w=1\r
X
r-2"{r—=1 )\ k

Pr(K =k)=

<(r-k)n-w-r-a-k-1
X .
iy L

Trong kiém tra so khdp méu, can tim x4c suat
xuat hién mau véi bat ky trong s6 va sé lugng
cac loat c6 thé ctia chudi. Tir d6 c6 hé qua sau.
Hé qua 1 (Corollary 3.8, [2]). Gia su
{a.a,,...a,} la nhi
b =aa,.a,a., la cac khéi co do dai 4, véi

chuoi phan  va

1<i<n va a,;=4a; voi j=1,2,3, va gid st K

1a s6 khdi 0001 trong cac khoi b,1<i<n.Néu
chudi khong phai toan 0 hoic toan 1 thi:

n-1|n/2| w—1
k=0-53 5 )

Dbi v6i truong hop tring khép 1 bit, chon
B =0110 va nhan x4c xuat twong ung.
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Pinh ly 2 (Theorem 3.9, [2]). Gid su
{a.a,,...a,}] 1a nhi phan va
b =aa,a,a,, lacac khdi co do dai 4 véi
I<i<n vaa,;

chudi
=a; voi j=1,2,3 va gid st K
1a s6 khdi 0110 trong cac khdi b, voi 1<i<n.

Goi W la trong sb cua chudi va 2r 1a sb céc loat
trong chuoi. Néu chuoi khong phai toan 0 hoac

toan 1 thi:
n (nN—w-=1\r
r-2" r-1 Jk
n-2r+a-1
Xz( j(r—k—a—l}

Hé qua 2 (Corollary 3.10, [2]).
{a.a,,...a,} la phan  va

b =aa,a.,a,, 4 cic khéi co do dai 4 voi
I1<i<nva a,

Pr(K =k)=

Gia st
chudi  nhi
. =8, voi j=1,2,3 va gia st K
1a s6 khdi 0110 trong cac khoi b, véi 1<i<n.
Néu chudi khong phai toan 0 hodc toan 1 thi:
n-1ln2] n—w-1)(r
r(K=k)= X
K(r—-k\)w-2r+a-1
5 .
=\ a r-k—-a-1
Dbi vai truong hop chong lap 2 bit, thi chon

truge khdi 1010. Khac voi dinh Iy 1 va 2 dé nhan
duoc xéac suét thi sur dung mo6 hinh khéc, 6 d6 X

la cac hop mau do va Y, 1a cadc hop mau trang.

Pinh ly 3 (Theorem 3.11,
{a.a,,...a,}] la
b =aa,a,a,, la cic khdi co do dai 4 véi

I<i<nvaa

[2]). Gid su
chudi nhi phan va
=a; v6i j=1,2,3 vagiasu K la
s6 cac khoi 1010 trong cac chudi b, véi 1<i<n.
Goi w 1a trong s6 cua chudi va 2r 1a sb cac loat
trong chuoi. Néu chuoi khong phai toan 0 hodc
toan 1 thi:

o550

n-w—-r—-1\y{w—-a-1
X .
r-a-1 r-k-1




Hé qua 3 (Corollary 3.12,
la,,a,,....a,} 1a nhi

b a; a1+1a1+2a

[2]). Gia su
chudi phan  va
.5 la cac khoi c6 do dai 4 voi

I<i<nvaa,,=a; v6i j=1,2,3 va gia su K
1a s6 khoi 1010 trong céc chudi b, véi 1<i<n.

Néu chudi khong phai toan 0 hodc toan 1 thi:
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n—-w—-r—1\(w—a-1
X .
r—a-—1 r—k-1

Chl'mg ta chon trudc khéi 1111 cho truong
hop chdng 1ap 3 bit. Ap dung nguyén 1y loai trir
dé thu dugc xac sut.

Pinh ly 4 (Theorem 3.13, [2]). Gid su
{a,a,,..,a,} 1a chudi nhi phén

b =aa,,,a,,,a,, 1a cic khoi co do dai 4 bit voi

va

i+3

I<i<nvaa, =a, voij=1273 vagiasatKla
s6 khoi 1111 trong céc khéi b, véi 1<i <n.Goi

w la trong so ctia chuoi va 27 1a so cac loat trong
chudi. Néu chudi khong phai toan 0 hodc toan

1 thi:
n (n—w-1\(r\ k-1
X
e Ao o
w—k -3t

XZ( r_t_l?ai—lj(r;tj(_l)['

Hé qua 4 (Corollary 3.14, [2]). Gia su
{al,az,...,an} la nhi phan va

b =aa,.,a,

i+

Pr(K =k)=

chudi

a5 12 cdc khéi co d¢ dai 4 bit voi

I<i<nvaa,,=a, v6i j=12,3 vagida su K

1a s6 khdi 1111 trong cac khéi b, véi 1<i<n,

Néu chudi khong phai toan 0 hodc toan 1 thi:
n—1|n/2]

(K =H zzr’;[”‘w‘lj

w=l r=1 r_l

XZ( > Gl

Chii y 1: Cong thirc tinh xéac suét trong dinh 1y 4
va hé qua 4 sir dung nguyén ly loai tru chinh xéac
hon phai la:

Y
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o

L w—k—=3t-3i—
r—t—1

i=0

r
Dokhi i>r—¢ thi( _
i

j =0 nén cac gia tri
xac suat tinh duoc van chinh xac.

B. M6 ta kiém tra so khép mau 4 bit dé xudt boi
F. Sulak

Dbi tuong cua cac kiém tra so khop 4 bit 13 s6
lugng cic mau cho trude co trong chudi. Ching
ta ap dung kiém tra so khop v* dé danh gia cac
gia tri quan sat t6t thé niao so véi cac gia tri ky
vong. Vo1 muc dich nay, ching ta chia chudi
thanh cac khoi 128 bit va tim sb 1an xut hién cua
cac mau trong mdi khdi. Sau do, ap dung kiém
tra y* voi 5 khoang va cho gia tri p-value str dung
Bang 1. Céc xac suat trong Bang 1 dugc tinh st
dung cac H¢ qua 1, 2, 3, 4.

BANG 1 [2]. CAC XAC SUAT KHOANG CHO KIEM TRA SO
KHGP MAU 4 BIT

0 bit 1 bit
0-6 0.24205627 0-5 0.16353105
7 0.17082354 | 6-7 | 0.27433485
8 0.18629989 8 0.15466485
9 0.16401892 | 9-10 | 0.24482145
10-128 | 0.23680138 | 11-128 | 0.16264780
2 bit 3 bit
0-5 0.19990529 0-4 | 0.21976555
6-7 0.25650023 5-6 | 0.18737326
8-9 0.25566342 7-8 0.18572664
10-11 | 0.16931656 | 9-10 | 0.15200493
12-128 | 0.11861450 | 11-128 | 0.25512962

Gia st chung ta mudn kiém tra chudi nhi phan
c6 d¢ dai n sir dung kiém tra so khop mau. Chung
ta co thé tom tat thu tuc nhu sau:

e Chon mau 4 bit B.
e Chia chudi thanh M khéi 128 bit:

n
(M = LﬁJ)

e V61 moi khoi, viét 3 bit dau tién vao
cuoi khoi.
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e Tim sy xuit hién cua B trong khéi dau
tién theo cach chong lap va tang gia tri
khoang twong ung thém 1, ky hiéu la F;,
1<i<5. Lap lai cho tit ca cac khoi.

e Ap dung kiém tra so khdp 2, tirc 1a tinh

S (F - Mpl) .

va

7 Zpl M.p,
2

p-value=igamc(2, %)

trong d6 p, nhan dugc tir bang 1 theo s6
cac bit 13p trong mau B.

e Néup-value< 0.01 két luan chudi khong
ngau nhién, nguoc lai két luan chudi
ngau nhién.

Ma gia cua kiém tra duoc phat biéu & Thuat
toan 1. Vi gi4 tri mong mudn trong mdi khoang
nho nhat 1a 5, va xac suat bé nhat trong Bang 2 1a
0.1186145, doi tugng chudi dé kiém tra can co it

nhat 128 x 5 =5504 bit.
0.1186145

Thuit toan 1 (Algorithm 4.1, [2]). Kiém tra so
khép mau ({a,,az,...,an},B)

E:O’F; IO’F; IO,PZ‘ :O,F; :0;

M=l
128

for 1< 0 to Ar—1
do
for j <1 to 128

do
b,

i = Aiogiy s

Dipg = Qpg1.15D130 = Apggiins D31 = Qg
count =0;
for j <1 to 128

do
ifbb. b .b..=5B;

JOjHIT 2% 43
then count ++;

tang F; theo Bang 1
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Ap dung kiém tra so khop * cho
F.FLF F G F

return ( p-value)

IV. MOT SO BE XUAT CAI TIEN KIEM TRA SO
KHGP MAU 4 BIT

A. Pé xudt chinh sira kiém tra so khop mau 4
bit cia F. Sulak cho phep dp dung cho cac
chudi bit c¢6 dé dai ngan hon

Trong phan nay, ching t6i dé& xuat cac kiém
tra so khép mau 4 bit méi bang cach tinh toan lai
cac gia tri xac suat mau 4 bit v6i chudi co do dai
64 bit. Cac gia tri xac suat thu duoc nhu sau:

BANG 2. CAC XAC SUAT KHOANG CHO KIEM TRA SO
KHOP MAU 4 BIT MOI

0 bit 1 bit
0-2 0.1573780416 0-2 | 0.2085239984
0.2199712762 0.2040669059
4 0.2610253962 4 0.2161895238
5 0.2047024926 0.1735024332
2 bit 3 bit
0-2 0.2475044083 0-2 | 0.2475044083
3 0.1911190740 3 0.1911190740
4 0.1888668388 4 0.1888668388
5-6 0.2551760741 5-6 | 0.2551760741

Gia str chiing ta mudn kiém tra chudi nhi phan
c6 d6 dai n str dung kiém tra so khdp mau. Chung
ta c6 thé tom tat thu tuc nhu sau:

e Chon mau 4 bit B.
e Chia chudi thanh M khéi 64 bit

n
(M = {aJ)

e Vé&i mdi khéi, viét 3 bit dau tién vao
cuoi khoi.

e Tim sy xuét hién cua B trong khéi dau
tién theo cach chong lap va tang gia tri
khoang twong tng thém 1, ky hiéu l1a F,

1<i<5. Lip lai cho tit ca cac khoi.

e Ap dung kiém tra so khép i, tic 1a tinh



SFMp,)‘
=) wp

i=1

p-value =igamc(2, %)

trong 6 p, nhan dugc tir Bang 2 theo s6

c4c bit 1ap trong miu B.

Néu p-value < 0.01 két luan chudi khong
ngau nhién, nguoc lai két luan chudi
ngau nhién.

Vi gi4 tri mong mudn trong mdi khoang
nho nhat 1a 5, va xac suat bé nhét trong
bang 3 12 0.0858776261, d6i tuong chudi
dé kiém tra can c6 it nhit

Ax| 2 13726 bit.
0.0858776261

B. Mt s6 két qua doi véi mdu 5 bit

Str dung Pinh nghia 2, chung t61 phan loai
cic mau 5 bit theo s6 cac bit chong lap. C6 5 16p
nhu sau:

1.

Céc khdi khong chong 1ap: 00001(1),

00011(3),  00111(7),  O1111(15),
10000(16),  11000(24),  11100(28),
11110(30),  01011(11),  10100(20),
11010(26), 00101(5).

Cac khdi chong lap 1 bit: 00010(2),
01000(8),  01110(14),  10001(17),
10111(23),  11101(29),  00110(6),

11001(25), 01100(12), 10011(19).

Céac khéi chong 14p 2 bit: 10110(22),
01001(9), 11011(27),  00100(4),
01101(13), 10010(18).

Cac khdi chong 1ap 3 bit: 01010(10),
10101(21).
Céc khdi chong lap 4 bit:
11111(31).

00000(0),

Céc gia tri trong dau ngodc don 1a gia tri
s0 nguyén cua chuoi 5 bit tuong ung.

1. Truong hop khéng chong lap

Pé xay dung kiém tra ngiu nhién, chung ta
cAn tim x4c sudt ma mot mau cho trude B xuét
hién & 1an trong chudi con. Bdi véi trudng hop
khong chong lap, chung ta chon B =00001 va

Khoa hoc va Cong nghé trong linh vuc An toan thong tin

tinh x4c suat phu hop. Coi nhu di biét trong sb

W, va sb lugng cac loat V' ctia chudi.
Pinh ly 5. Gia str {a,,a,....

vab =aa,a

t+2a

iM+1 i+3 1+4

1<i<nm, vaa,

} 1a chudi nhi phan
1a cac khdi co do dai 5 voi

;=a; voi j=1,23,4,va gia sur

K 1356 khéi 00001 trong cac khéi b,,1<i < n.Goi
w 1a trong s6 ctia chudi va 27 14 s6 cac loat trong
chudi. Néu chudi khong phai toan 0 hodc toan 1

thi:

Pr(K =k)=

i

b k-1

b=0

r"”(r—k—a](n—w—r—Za—b—Zk—l

Chirng minh. Dau tién cha y rang, s6 cac loat 1a
chin néu chudi khong phai toan 0 hodc toan 1.
Coi cac bit sdp xép trén mot vong tron va ching
ta viét cac s6 1 va 0 lién liép dé c6 2r loat. Két

qua, cétatca w—r s6 1 va n—w—r so6 0.

Vi tat cd cac khdi 00001 chira cac khéi 01, néu
mot loat cua cac s6 0 c6 nhiéu hon 3 s6 0, né tao
ra chinh xac 1 khdi 00001. Bay gid, chung ta tim
phan b6 cia w—r s6 1 va n—w—r s6 0 sao cho
¢6 k khdi 00001. S6 lugng sip xép nhu vy bang
s6 nghiém nguyén duong cua hé phuong trinh:

{x1+x2+...+xr =n—w-—r
V+V, oty =w—r

véi diéu kién bo sung 1a ¢ chinh xac £s6 x; thoa

man x, >3 v6i 1 <i <r. Diéu kién nay dam bao
¢6 chinh xac & khdi 00001. Phuong trinh thir 2 ¢6

7V —

w—1 ) .
[ lj nghiém theo B0 dé 1.

X1 + i + Xk
| —
=3

t Xpyp1 + ot Xppq T Xrarr T+ Xiewasn

=2 =1
+ Xpsarpyr Tt X =n—w—T
=0

Pé tim s6 cac nghiém cia phuong trinh thu

nhat, chung ta c6 thé gia s rang X, 23 voi
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1<i<k (v6i hé sb [;j) X, =2 voi

(T
k+1<j<k+a (Vdihésé( J), x, =1 voi
a

(r—k—
k+a+1<t<k+a+b (voihé sb [” , “j),

vi x, =0 voi k+a+b+1<s<r; do d6 sb
nghiém khong 4m ctia phwong trinh thir nhat phu

thudc vao s nghi¢ém cua phuong trinh:

X +X,+..+x, =n—w—r—2a-b,x, 23,1<i<k

. (n—w-r—-2a-b-2k-1
la
k-1

J theo B6 dé 2.
Ché y ring néu k=0, chung ta khong thé ap
dung B6 dé 2, trong trudng hop nay coi nhu chi
¢6 1 nghiém. Chung ta sir dung diéu nay trong
ca bai bao.

Hon nira, mdi sap xép trén vong tron tao ra n
chudi. Tuy nhién, vi c6 » khéi 01, nén » chudi
trong cac chudi d6 1a trung nhau. Do d6, xét tinh
dbi xtng cua vong tron, cac chudi khac toan s6 0

hoic 1a toan s6 1, chung ta co:
n (w=1\(r\=kir—k
Pr(K=k)= X
en= 2R

"Efr—k—a\(n-w-r-2a-b-2k-1
X .
A

Trong kiém tra so khép mau, chiing ta can tim
xac sudt khong phu thudc vao trong s6 va so

lugng cac loat cuia chudi. Ta c6 hé qua sau.
H¢ qua 5. Gid st {a,,a,....,a, } 1a chudi nhi phan

va b =aa la céc khoi ¢6 d dai 5,

i+1ai+2ai+3a

i+4
voi 1<i<n véia,;=a; véij=12,3,4, vagia
sir K 1a 56 khoi 00001 trong cac khoi b,1<i <n.

Néu chudi khong phai toan 0 hodc toan 1 thi:
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n-w—r—-2a-b-2k-1
X .
k-1

Chirng minh. Theo Dinh ly 5 ching ta tinh
Pr(K =k|W=wV= 2r), tinh téng cho tit ca
cac trong s6 va cac loat, chung ta nhan dugc
Pr(K=k).m

2. Truong hop chong lap 1 bit

Déi voi truong hop tring khop 1 bit, ching ta
chon B=01110 vanhan xac xuat trong tng.

Pinhly 6. Gia st {a,,a,....,a,} 1a chudinhiphéan

b=aa _a. .a..a ., . Lo g oan 1x iy
va 1 TTi2TisTird 13 cac khoi ¢o do dai 5 voi

1<i<n vaa, =a;v6ij=1,23,4 va gia st K

I3 s khéi 01110 trong % véil<i<n. Goiw la
trong sd cua chudi va 2r 1a s cac loat trong
chudi. Néu chudi khong phai toan 0 hodc toan
1 thi:

n (n—w=1\r\=t(r—k
Pr(K=k)= X
= (i ) (ay
& (r—k— -3r+a+2b-1
y Z r a\(w=3r+a '
= b r—k—a-b-1
Chung minh. Su dung v tudng ching minh cua
Dinh 1y 1, chung ta coi nhu céc bit sap xép trén 1
hinh tron va chung ta viét cac sé 1 va sé 0 lién

tiép de c6 2r loat. Nhu vay co tat ca w—r so 1
va n—w—r s0 0.

Vi tat ca cac kh6i 01110 chira cac khdi 01, néu
loat 1 chtra chinh xac 3 s6 1 thi nd ¢6 chinh xac
1 khéi 01110. Do d6, chiing ta can tim phan b
ciia w—r s6 1 va n—w—r s6 0 sao cho c6 k khdi
01110. Sb lugng cac sip xép nhu vay la sb
nghiém nguyén duong cua hé:

{xl +X, Fe kX, =W
VWAV, +ety =w—r

voi dieu kién bo sung 1a c6 chinh xac k£ nghiém
¥, =2 v6i 1<i <r . Diéu kién bd sung nay dam



bao c6 chinh xac k khdi 01110. Phuong trinh thir

. n—-w-1 . .
nhat co ( ] nghiém theo Bo6 de 1.

r—1

Nt F Vet Yo Tt Vira
=2 =1
+ Yi+a+1 T+ Yira+n
=0
+ Yitarp+1 Tt =W =T

=3

Pé tim sb cac nghiém cia phuong trinh thi
hai, chiing ta gia st rang y, =2 v6i 1<i <k (v6i

| T
h¢ so [kj), Y, =1véi k+1< j<k+a (v6ih¢

(r—k
sO ( j), v, =0 v6i k+a+1<t<k+a+b
a

. r—k—a
(vé6i  hé so ( ]) y, =3 Vol

b

k+a+b+1<s<r.Noicach khac, chung ta cin
tim nghi¢m nguyén ctua phuong trinh:

Vicarvn ¥ Vivarpea Tt ¥y, =w—r=2k—a,
V.23 k+a+b+1<s<r

L w—r—2k—a—2(r—k—a—b)—l
ma la theo
r—-k—a-b-1

Bo dé 2. Xét tinh ddi xtng cua hinh tron, ta co:
_ _1 r—k _k
n (n—w r Z r y
r-2" r—1 k) =\ a
rHefr—k—a\(w-3r+a+2b-1
X .
— b r—k—a-b-1

Pr(K =k)=

H¢ qua 6. Gia st {q,,a,,...,a,} 1a chudinhi phan
va b =aa,,a.,a,.a;,, 1acickhdico do dai 5 véi
I<i<snvaa,;=a;,véi j=1234 vagiasu K
1a s6 khéi 01110 trong céc khéi b, voil<i<n.
Néu chudi khong phai toan 0 hodc toan 1 thi:

S N o0

w=l =1 I'* ]"_1 a=0 a

’f" r—k—a\(w-3r+a+2b-1
X .
i b r—k—a-b-1

Khoa hoc va Cong nghé trong linh vuc An toan thong tin

Chung minh. Theo dinh ly 6 ching ta tinh
Pr(K =k|W=wV :2r), tinh tong cho tat ca
cac trong sd va cac loat, chung ta nhan dugc
Pr(K = k). |

3. Truong hop chong lap 4 bit

Chung ta chon trudc khdi 11111 cho truong
hop chong 1ap 4 bit. Ap dung nguyén 1y loai trir
dé thu dugc xac suat.

Pinhly 7. Giasu {a,,a,....,a,} 1a chudinhi phan

va b =aa,,a,,,a, a,, 1acackhoi co do dai 5 bit

voi 1<i<n vaa,  =a; véi j=1,2,3,4 vagia
str K 1a s6 khdi 11111 trong cac khdi b, véi
1<i<n. Goi w la trong sb cua chudi va 2r 1a sb
cac loat trong chudi. Néu chudi khong phai toan
0 hodc toan 1 thi:

n (n—w-=-1\(r\ k-1
Pr(K =k)= r-2”£ r—1 ];(rj[t—ljx
w—k—4t—4i—1\r—t ;
SIS ey
Chirng minh. St dung y tudng chirng minh cua
Dinh 1y 1, ching ta coi nhu céc bit sip xép trén 1
hinh tron va chung ta viét cac s6 1 va s6 0 lién
tiép dé ¢o 2r loat. Nhu vay co tat ca w—r sd 1
va n—w—r s6 0. Bay gid, chiing ta tim phéan b
ciia w—r s61va n—w—r s60sao cho c6 kkhdi
11111 va V' =2r. Hoan toan tuong ty chung ta
can tim s6 cac nghiém nguyén cua hé

x,20,l<i<r

X +xX, +o+x =n—w-—r,
vy, 20,l</<r

Wty t+oty =w-—r,
thoa man diéu kién co chinh xac & khdi 11111.

n—-w-1

Phuong trinh thir nhit c6 ( 1 j nghiém
}/‘ J—
theo B6 @& 1. Khong mét tinh tong quat (hodc
r
nhan voi (1]), gia st y, 241<j<t va

0<y <3,t+1<s<r, ching ta tim sb nghiém

ctia phwong trinh th 2 theo hai phan:
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MGbi loat cac sb 1 c6 do dai [>5 cho [—4
khéi 11111. Do d6 dé co k khéi 11111, chung ta
can co:

N=3+y,-3+..+y,-3=ky 24

SV tY, ety =k+3t,yj >4

. k-1
dodés@nghiémsélé[t lj vat=0&k=0)

theo B6 dé 2.

Vi trong so cua chuoi 1a w, ta co:

Vit Vi Tty =w—r—k=31,0<y, <3,t+1<j<r,

chung ta ap dung nguyén Iy loai trir dé tim s6
nghiém va thu duogc
1 V—t i

"Z": w—k—4t—4i—
r—t—1
Xét tinh dbi xtng ciia hinh tron, va chudi khac
toan 0 hodc toan 1, ta co:

2 o b
S e

a,} 1a chudi nhi phan

Pr(K =k)=

Hé qua 7. Gia s {al,az,...,

vab =a la cac khoi co d6 dai 5 voi

i 1+la1+2al+3a

i+4

I<isnvaa,, =a; voi j=1,23,4 vagiast K
1a 56 khdi 11111 trong cac khéi b, véi 1<i<n.

Néu chudi khong phai toan 0 hodc toan 1 thi:
”zltfj n—w-1 2 r\( k-1
wlrlrzn r_l t:0t t_l
w—k—4t—4i—-1\r—t ;
X -1).
DI S
Chiung minh. Theo Dinh ly 7 ching ta tinh
Pr(K =k|W=wV= 2r), tinh tong cho tat ca

cac trong s6 va cac loat, chung ta nhan duogc
PV(K = k). ]

K k

Chii y 2: Trong truong hop chdng 1ap 2 bit va 3
bit, cac danh gia ddi v6i mau 5 bit 1a phuc tap

58 S61.CS (13)2021

hon do d6 ching t6i chua dua ra duoc két qua
nhu cac truong hop trén.

Dbi voi miu 5 bit, khi xét chudi do dai 128 bit
chung t6i thu dugc ket qua nhu sau:

BANG 3. CAC XAC SUAT KHOANG CHO KIEM TRA SO
KHGP MAU 5 BIT VOI CHUOI 128 BIT

0 bit 1 bit
02 | 0.1908228036 | 0-2 | 0.2135889951
3 | 02103926635 | 3 | 02031503314
4 | 02305286917 | 4 | 02125640475
5 | 01835219667 | 5 | 0.1700549649
6-128 | 0.1847338745 | 6-128 | 0.2006416611
2bit | 3 bit 4 bit
0-1 0.2434158937
chua | Chua | 253 0.2732075106
xéc | xdc | 45 0.2120313799
dinh | dinh | ¢ ¢ 0.1758805832
9-128 0.0954646326

Gia str chiing ta muo6n kiém tra chudi nhi phan
c6 do dai n sir dung kiém tra so khop mau, co thé
tom tat thu tuc nhu sau:

e Chon mau 5 bit B (khong thudc 2 16p
chong lap 2, 3-bit).

Chia chudi thanh M khdi 128 bit:

n
{5}

V61 moi khoi, viét 3 bit dau tién vao cuoi
khoi.

e Tim su xuét hién cua B trong khdi dau
tién theo cach chong lap va tang gia tri
khodng twong ung thém 1, ky hiéu 1a F;,
1<i<5. Lap lai cho tat ca cac khi.

Ap dung kiém tra so khop y%; tirc 1 tinh
F M.p,

x Z Iy I
i=l1 pz Vé

2

p —value = igamc(Z,%)

trong d6 p, nhan dugc tir bang 3 theo sb

cac bit ldp trong mau B.



e Néu p-value<0.01 két luan chudi
khong ngiu nhién, nguoc lai két luan
chudi ngau nhién.

Vi gia tri mong mudn trong mdi khoang nho
nhit 13 5, va xac sudt bé nhat trong bang 3 1a
0.0954646326, dbi tuong chudi dé kiém tra can
5

¢o it nhat 128x| ———
0.0954646326

J: 6704 bit.

V. MOT SO KET QUA THUC NGHIEM

Chiing toi d4 thyc hién kiém ching lai céc
gia tri xac suét trong Bang 1 st dung cong cu
Magma. Két qua cac gia tri xac suat tinh duoc
trung khop véi cac gia tri xac suit dua ra
trong [2].

Thém vao do, chung t6i da lap trinh thyc thi
kiém tra so khép mau 4 bit sir dung ngén ngir
C-++. Ddng thoi thyc hién kiém tra ddi véi 10 file
dir liéu gia ngau nhién. Mdi file c6 kich c¢& 10°
bytes. Mdi file dir liéu s& dugc chia thanh m diy
con c6 d6 dai n bit. Sau d6 st dung kiém tra ty 1¢
day vuot qua tiéu chuan dé khang dinh dit liéu 1a
ngiu nhién hay khong ngau nhién. Cuy thé, chiing
t6i s6 luong cac diy trong mau ma c6 gia tri p-
value >« va ky hi¢u la m . Khi do, dudi gia
thiét vé tinh ngau nhién, M, tuén theo phén phoi
nhj thie B(in,1-a) 1a xap xi theo phan phoi
chuan N(m(l —a),me(1 —a)) khi n du 16n. Do
do, ty 1¢ day vuot qua mot kiém tra (= m,/m)

. 1- .
xap xi theo N[(l — a),%} . Khodng chap

nhan duge cua m, /m dugc xac dinh st dung

muc y nghia nhu sau:

1—05—34/M <ﬂ<1—a+3,/M.
m m m

Néu ty 18 diy vuot qua ndm ngoai khoang
trén thi c6 bang chimg x4c dinh dit liéu 1a khong
ngau nhién.

Két qua thu dugc khi chon mau B chong lap 1
bit, ngudng a=0.01 va d6 dai mdi day la
n=10000 bit nhu sau:

Khoa hoc va Cong nghé trong linh vuc An toan thong tin

FILE TOTAL | PASS | RATE chllj
RANDO1.bin 800 793 99.13% DAT
RANDO2.bin 800 793 99.13% DAT
RANDO3.bin 800 792 99.00% DAT
RANDO04.bin 800 793 99.13% DAT
RANDOS.bin 800 791 98.88% DAT
RANDO06.bin 800 791 98.88% DAT
RANDO7.bin 800 795 99.38% DAT
RANDO8.bin 800 795 99.38% DAT
RANDO09.bin 800 790 98.75% DAT
RANDI10.bin 800 791 98.88% DAT

Khi chon miu B chong lap 2 bit, ngudng
a =0.01 va d6 dai mdi diy la n=5504 bit, két
qué thu dugc nhu sau:

FILE TOTAL | PASS | RATE gI;-I[IJ
RANDO1.bin 1453 1443 99.31% DAT
RANDO2.bin 1453 1435 98.76% DAT
RANDO03.bin 1453 1444 | 99.38% DAT
RANDO4.bin 1453 1441 99.17% DAT
RANDOS5.bin 1453 1438 98.97% DAT
RANDO06.bin 1453 1438 98.97% DAT
RANDO07.bin 1453 1434 | 98.69% DAT
RANDOS.bin 1453 1435 98.76% DAT
RANDO09.bin 1453 1437 | 98.90% DAT
RAND10.bin 1453 1442 | 99.24% DAT

Chung t6i cling da thuc hién kiém tra cac file
dir liéu trén sir dung cac kiém tra 4 bit méi dé
xuat. Khi chon mau B chong l4p 1 bit, ngudng
a=0.01 va do dai mdi diy 1a n=10000 bit, két
qua thu duogc nhu sau:

FILE TOTAL | PASS | RATE gl-IiI[Ij
RANDO1.bin 800 797 99.63% DAT
RANDO2.bin 800 794 99.25% DAT
RANDO3.bin 800 789 98.63% DAT
RANDO04.bin 800 795 99.38% DAT
RANDO5.bin 800 790 98.75% DAT
RANDO06.bin 800 794 99.25% DAT
RANDO07.bin 800 792 99.00% DAT
RANDOS.bin 800 796 99.50% DAT
RANDO09.bin 800 785 98.13% DAT
RAND10.bin 800 790 98.75% DAT
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Khi chon mau B chong lap 2 bit, ngudng
a=0.01 va do dai mdi day la n = 5504 bit, két
qua thu dugc nhu sau:

Khi chon mau B chong lip 3 bit, ngudng
a =0.01 va do dai mdi day 1a n =3726 bit, két
qua thu dugc nhu sau:

FILE TOTAL | PASS | RATE g}I[{lIJ FILE | TOTAL | PASS | RATE | GHI ACHG

' data0.55.bin 2150 155 721% KHONG
RANDO1.bin 1453 1432 | 99.55% DPAT DAT
RANDO2.bin 1453 1440 99.11% DAT data0.6.bin 2150 5 0.09% KHONG
RANDO3.bin | 1453 | 1439 | 99.04% | DAT DAT
RANDO4bin | 1453 | 1439 | 99.04% | DAT data0.95.bin | 2150 0 | 0.00% KEZI%IG
RANDO5.bin 1453 1440 99.11% DAT - ; :
RANDO6.bin 1453 1434 98.69% PAT Tu két qua trén cho thﬁy cac kléINIl tra moi ,C(f)
RANDO7 bin 1453 1438 | 98.97% PAT kha nang phat hién dir li¢u khong ngau nhién tot.
RANDO8.bin 1453 1441 99.17% AT KET LUAN
RANDO9.bin 1453 1446 | 99.52% bAT Trong bai bao nay, dua trén cac két qua vé cac
RANDI0.bin 1453 1440 | 99.11% DAT tiéu chuan so khdp mau 4 bit trong [2], ching toi

Khi chon mau B chong lap 3 bit, ngudng
a=0.01 va do dai mdi day 1a n =3726 bit, két
qua thu dugc nhu sau:

FILE TOTAL | PASS | RATE | GHI CHU
RANDOI.bin 2150 2129 | 99.02% DAT
RANDO02.bin 2150 2121 | 98.65% DAT
RANDO3.bin 2150 2123 | 98.74% DAT
RANDO04.bin 2150 2127 | 98.93% DAT
RANDOS.bin 2150 2124 | 98.79% DAT
RANDO06.bin 2150 2118 | 98.51% DAT
RANDO07.bin 2150 2127 | 98.93% DAT
RANDOS.bin 2150 2133 | 99.21% DAT
RANDO09.bin 2150 2138 | 99.44% DAT
RAND10.bin 2150 2122 | 98.70% DAT

Dé kiém tra d6 nhay cua kiém tra so khop mau
4 bit méi, ching t6i sit dung mo hinh Markov bac
nhit dé mo phong mot ngudn sinh dir liéu khong
ngdu nhién. Cy thé, cho {s,} _. 1a mot qua trinh

Markov bac nhit cua {0,1} , ¢0 ma tran chuyén
1—
la ( P p]’ trong d6 p>0.5.
I-p p

D@ thay rang cic mau sinh bdi mo hinh nay
khong c6 phan bd dong xac suat, do vay day 1a
mot ngudn khong ngiu nhién. Ching t6i da su
dung phin mém Matlab d& mé phong lai qua
trinh Markov trén va tao ra cac file dir li¢u co
kich ¢& 10° byte.
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da dé xuét mot s6 kiém tra so khop mau 4 bit méi
va dua ra mot s6 két qua Iy thuyét cho cac mau 5
bit. Trong d6, chung toi di d& xuat cac tiéu chuan
so khép mau 4 bit moi. Uu diém cia cac tiéu
chuan nay 1a c¢6 thé ap dung ddi véi cac chudi chi
can d6 dai 3726 bit. Hon nita, chung t6i ciing xem
xét d& xudt cac tiéu chuan so khép mau 5 bit, tuy
nhién trong trudng hop nay chi dimg lai ¢ cac két
qua 1y thuyét ciing nhu thuc hanh cho danh gia
phan bé cua 3 16p: khong chong 1ap, chong lap 1
bit va chong 14p 4 bit. Cong viéc tiép theo 1a
nghién ctru tiép 2 16p con lai ctia cic mau 5 bit:
chdng l4p 2 bit va chdng lap 3 bit.
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