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Abstract— This paper presents a hardware-
based AES-256 XTS encryption system
implemented on FPGA, providing a complete
inline bridge between a storage controller and the
storage device. Unlike prior works that focused
only on AES core optimization, this design
integrates the core into the full SATA protocol and
evaluates end-to-end storage-path performance.
The pipelined XTS-AES core enables high-
throughput, real-time sector-level encryption with
minimal performance impact. FPGA
implementation offers flexibility in key sizes and
encryption modes, supports algorithm updates
through partial reconfiguration, and allows
scalability to various storage systems, including
NAS storage systems. The main contributions are:
(i) proposing an FPGA-based inline encryption
architecture with an AES-XTS core fully
integrated into the SATA protocol; (ii)
implementing and evaluating the encryption
performance on a real storage system,
demonstrating practical feasibility  and
transparency in real-time operations.

T6m tit— Bai bao nay trinh bay mét h¢ théng
ma hda AES-256 XTS phan cieng dwoc trién khai
trén FPGA, cung ciAp mét ciau ndi inline hoan
chinh giita b diéu khién lwu trir va thiét bi luu
triv. Khac véi cac cong trinh trudc chi tip trung
tdi wu 15i AES, thiét ké nay tich hop 16i vao giao
thirc SATA diy di va danh gia hiéu niing dau-
cudi trén dwong truyén lwu trir. LOi XTS-AES
dang pipeline cho phép mé héa theo sector véi téc
do cao va thoi gian thwe, dong thoi gan nhu
khong anh hwéng dén hiéu ning. Viéc trién khai
trén FPGA mang lai kha ning linh hoat vé kich
thwéc khoa va ché ddp ma hoa, hd tro cap nhat
thuit toan théng qua tai ciu hinh tirng phan va
mé rong cho cac hé thong luu trir khac, bao gom
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ca cac hé théng lwu triv két néi mang NAS. Céc
déng gop chinh la: (i) dé xuét kién tric ma héa
inline dua trén FPGA véi 16i AES-XTS tich hep
diy da vao giao thirc SATA,; (ii) trién khai va
danh gia hiéu niing ma héa trén hé théng hru triv
thuc té, chitng minh tinh kha thi va minh bach
trong céc tac vu thoi gian thuc.
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|. INTRODUCTION

With the rapid growth of digital data, storage
systems have become increasingly important for
managing and securing sensitive information [1].
Various encryption solutions have been
implemented, including software-based tools such
as BitLocker and VeraCrypt, as well as built-in
encryption features provided by operating
systems. Additionally, modern storage devices are
often equipped with hardware-based Self-
Encrypting Drives (SEDs), which enhance data
security directly at the device level. However,
these conventional approaches exhibit notable
limitations. Software-based solutions typically
introduce significant latency and impose
additional load on the CPU [6], whereas SEDs
lack the flexibility required to accommodate
system-specific requirements. Specifically, SEDs
are tied to drive firmware (Opal/IEEE1667) and
cannot be reconfigured for new encryption modes,
tested in research environments, or deployed on
commaodity SSDs without firmware support. This
distinction also highlights the difference from
Self-Encrypting Drives (SEDs): while SEDs
provide built-in encryption confined to specific
hardware, the proposed bridge ensures broader
applicability by operating with commodity drives
and allowing reconfiguration for research and
deployment flexibility.
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To address these limitations, this study
proposes a hardware-based encryption between
the controller and the storage device, extending
beyond prior works [2, 10, 11]. While [2, 10, 11]
and similar works focused on optimizing the
AES core, without integrating it into a full
storage protocol (SATA) or measuring the
overall impact on storage system performance. In
contrast, this study presents a fully integrated,
system-level encryption bridge. The solution
implements the AES-256 algorithm in XTS
mode-an  advanced encryption  standard
recommended for storage systems [8, 9]. The
entire encryption and decryption process is
performed at the sector level without requiring
any modifications to the existing system
software. Although initially designed to meet the
high-throughput data-sharing and security
requirements, the modular architecture can also
be applied to broader storage environments, such
as NAS, SAN, or DAS, where similar challenges
in performance and flexibility exist.

The threat model assumes an adversary with
physical access to the SSD but not to the FPGA
bridge or host system. The primary goal is data
confidentiality at rest, protecting against theft or
unauthorized reads of stored data. XTS mode
provides strong confidentiality but lacks built-in
integrity; potential risks like replay attacks or
tampering are mitigated in future extensions with
authenticated encryption (e.g., AES-GCM) or
separate MACs. Compared to prior FPGA XTS-
AES works [13 - 15], our contribution includes the
full system-level integration of the AES-XTS core
into the SATA protocol for transparent storage
system operation, together with pipelined tweak
generation maintaining under 2% performance
overhead. The proposed architecture offers several
notable advantages. First, performing encryption
entirely on the FPGA significantly reduces the
computational burden on the main CPU. Second,
the system achieves high performance through an
optimized pipelined architecture. Third, the
inherent flexibility of the FPGA enables seamless
algorithm upgrades or system reconfiguration
without requiring hardware replacement. Notably,
this solution can be seamlessly integrated into
existing storage systems. Although FPGA serves as
a prototyping platform for its reconfigurability and
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rapid development, the design can be ported to
Application-Specific Integrated Circuits (ASICs)
for cost-effective deployment in mid- to low-end
storage products, balancing performance with
affordability.

In this study, a prototype system was
implemented using a Xilinx ZC706 FPGA
development board connected to a Solid-State
Drive (SSD) via a SATA interface. Experimental
results demonstrate that the system achieves a
stable throughput of 540 MB/s, with significantly
improved latency compared to conventional
software-based solutions.

This paper is organized as follows: Section 11
presents the overall system architecture. Section
I11 describes the encryption mechanism and data
management.  Section IV  analyzes the
experimental results. Finally, the conclusion and
potential future work are discussed in Section V.

Il. HARDWARE DESIGN ARCHITECTURE
A. Overall Hardware Architecture of the System

The proposed system performs full hardware-
based data encryption and decryption using an
FPGA as an intermediary between a controller and
a SATA-connected SSD. The architecture is
implemented on the Xilinx ZC706 development
board, based on the Zyng-7000 System-on-Chip
(SoC) platform, which combines an ARM
processor with programmable logic on a single
chip. Communication with the SSD is established
via a Quad SFP/SATA FMC expansion module
and a SATA cross adapter, as shown in Figure 1.
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Figure 1. Experimental setup using ZC706
board and Quad SFP/SATA FMC module for
hardware encryption integration

During the data write process from the host
computer to the SSD, the data is first encrypted
by the FPGA before being written to the storage
device. In contrast, during the data retrieval
process, the encrypted data is decrypted by the
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FPGA and then forwarded to the host computer.
This system architecture enables the real-time
interception, transformation, and secure handling
of the SATA data stream by leveraging an XTS-
AES encryption core that is implemented
directly within the FPGA, without necessitating
any modifications to the host computer or the
SSD firmware. This approach ensures a seamless
integration of encryption and decryption
operations while maintaining the performance
and compatibility of the existing system.

This  hardware-based bridge operates
transparently between the data source and the
storage  device, remaining  completely
independent of the host operating system and
application software. In this configuration, the
FPGA functions as a dedicated encryption
processor, enabling secure data transmission
with low latency and high throughput.

B. Detailed System Architecture on FPGA

To support high-speed and secure data
processing entirely in hardware, the FPGA design
follows a layered and modular architecture. Each
module is specifically built to handle a particular
function within the encryption or decryption
processing chain, ensuring efficient handling of
SATA communication protocols as well as
cryptographic operations based on the AES
algorithm. This modular design enables real-time
data processing with minimal latency, while
ensuring the integrity and security of the data
throughout the process.
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Figure 2. FPGA-based system architecture
with integrated AES-XTS encryption module and
SATA data bridge

Figure 2 illustrates the implementation
diagram of the SATA data encryption/decryption
solution on the FPGA. The main functional
modules include:

1. Phy_Host / Phy_Device: These modules
implement the physical (PHY) layer of the

SATA interface for both the device side and the
host side [16, 17, 19]. They handle physical
signal transmission, serialization/deserialization
(serdes), and 8b/10b encoding/decoding,
ensuring  reliable  communication  and
compliance with the SATA standard.

2. Link_layer: Each Link_layer module is
responsible for processing functions at the link
layer of the SATA protocol [18]. Key functions
include creating and parsing the Frame
Information Structure (FIS), performing CRC
checks to ensure data integrity, and managing
data flow. These functions ensure stable
communication and error resistance between the
PHY layer and the higher protocol layers.

3. XTS Decryption: This module decrypts the
encrypted data stream originating from the SSD
before it is transmitted to the PC. It employs the
AES-256 algorithm in XTS mode, restoring the
data to its original form while ensuring the security
and integrity of the data during the read process.

4. XTS Encryption: This module encrypts
the data sent from the PC before it is written to
the SSD. It operates using the AES-256
algorithm in XTS mode, providing strong
protection against unauthorized access and
cipher text analysis attacks [5].

5. IP Core Bridge: The Bridge IP Core serves
as the central coordination module, managing the
bidirectional SATA data flow in the system [15].
This module interfaces with the encryption and
decryption modules, directing the data flow
based on the transmission direction (read/write)
and ensuring that encryption operations are
performed correctly.

6. Microprocessor:  The  microprocessor
functions as the central controller, overseeing the
entire system’s operations and ensuring proper
functionality. It is responsible for the
initialization of the system, managing
configurations, and providing key parameters to
the encryption and decryption  cores.
Furthermore, the microprocessor controls the
operation of the Bridge IP Core as well as the
encryption and decryption modules during
runtime, ensuring that all processes are executed
as intended. In addition to these tasks, the
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microprocessor has the capability to monitor
various status registers, enabling it to track
system performance and health. It also supports
control and management operations, ensuring
smooth coordination of all components
throughout the system’s operational lifecycle.

As illustrated in Figures 1 and 2, all
communication between the controller and the
SSD passes through the FPGA, ensuring that
every read and write request is transparently
encrypted and decrypted at the sector level

This chapter presents the hardware design
architecture in both a general overview and a
detailed FPGA implementation. The
encryption/decryption operations are executed
on the FPGA. By offloading all cryptographic
operations, including AES-256 encryption and
decryption in XTS mode, to hardware, the design
ensures flexibility, scalability, and sustainability
for data storage-focused applications.

I1l. HARDWARE-BASED ENCRYPTION
ARCHITECTURE AND DATA FLOW MANAGEMENT

A. XTS-AES Module: Architecture and Pipeline
Processing

XTS-AES is an encryption mode defined in
the IEEE Std 1619-2007 standard [5], designed
to protect data on block-based storage devices
such as hard drives or SSDs. XTS-AES is a
tweakable block cipher, utilizing a 128-bit key
or its multiples, with AES as the core algorithm.
It is specifically designed to mitigate threats
such as ciphertext manipulation and copy-and-
paste attacks.

This mode uses two independent AES keys:
one to generate the ciphertext for the tweak, and
the other to encrypt the SATA data [14]. A
proposed implementation for the encryption and
decryption process in a storage security system
using XTS mode is illustrated in Figure 3.

The encryption process in the XTS-AES
architecture is implemented in a pipelined model,
with two AES blocks operating in parallel to
meet the high throughput and low latency
requirements of high-speed data transmission
systems such as SATA [10, 12]. This parallel
architecture ensures efficient and continuous
data processing, allowing the system to handle
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large volumes of data while minimizing delays.
The first AES block (Encl) processes user data,
which represents the actual information to be
stored or transmitted. Meanwhile, the second
AES block (Enc2) encrypts the Logical Block
Addressing (LBA) of the sector using a second
key (Key2), specifically designed to generate the
Tweak value required for XTS-mode encryption.
This process enables secure encryption of data
while ensuring that each block is independently
encrypted, providing a robust defense against
various attack vectors.

Sector number Key2

Tweak | Tweak_ | | [ Alpha
convert | | SEpfE | | mult

]

Encrypt ECB
Pipeline

SATA_data
encrypt

Keyl———>|

a) Encryption Process in XTS Mode

Sector number Key2

Tweak | Tweak Alpha
SATA _data

- XOR
encrypt

Kevi Decrypt ECB
eyl Pipeline

b) Decryption Process in XTS Mode
Figure 3. Encryption and Decryption Diagram in
XTS Mode

To ensure uninterrupted pipeline operation,
the process of generating the Tweak in Enc2
must be executed simultaneously and timely with
the data encryption process in Encl. Specifically,
when Encl starts processing the data of the first
sector, Enc2 must complete the LBA encryption
to provide the Tweak at the correct moment. This
Tweak is then XORed with the input data before
being fed into the AES ECB Encrypt block.
Therefore, Enc2 must be activated early and
completed before the data is encrypted in the
pipeline, in order to avoid data stalling.

SATA_data

Once the initial Tweak is generated, the
system continues to produce subsequent Tweaks
for each 128-bit block within the same sector by
repeatedly multiplying the previous Tweak with
the constant a in the finite field GF(2'?®). This
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iterative process guarantees that a single LBA
value can generate a unique Tweak sequence for
the entire sector, ensuring that each individual
block within the sector is encrypted separately.
By doing so, the system maintains the integrity
and security of the data, while also allowing the
pipeline to operate efficiently and without
interruption. This method of generating unique
Tweaks for each block enhances the security by
preventing patterns from emerging in the
encrypted data.

In the SATA protocol, data is typically
organized into sectors of 512 bytes. Therefore, each
sector consists of multiple 128-bit blocks that must
be encrypted independently. The repeated
multiplication of the Tweak with o in each cycle is
essential to ensure the integrity and security of each
data block while allowing the pipeline to operate
continuously with optimal performance.

Description of the function of the
multiplication block with a [14,5]:

Input:  j is a power of a (alpha)

Byte array: ao[l], where | =0, 1, 2, ..., 15

Output: Byte array: aj[I], where 1 =0, 1, 2, ...,
15, where ao[0] is the first byte of the AES block.

The output array is defined iteratively
according to the following formula, where the
index i is incremented from 0 to j. Equation (1)
is used to calculate the output array recursively
as follows:

(2(a[0]mod128) @ (135. floor (&, [15]/128) — a,,[0]

(2(a[1mod128) @ floor (a,[1-1]/128) > a,,[1] 1)

1=12,..,15

XOR Operation 1 — Data Preprocessing: The

data from the SATA interface (SATA_data) is
XORed with the corresponding Tweak to
introduce variability between blocks, even if the
content repeats.

The data after the XOR operation is
encrypted using the AES algorithm with Keyl.
The AES encryption process is fully described in [3]:

Key Expansion: The main key is expanded
into multiple subkeys, including the initial key
and round keys.

AddRoundKey: In each round, an XOR
operation is performed between the current data
state and the corresponding round key.

SubBytes: This is a nonlinear transformation
applied to each byte of data independently, using
the S-box lookup table to enhance security.

ShiftRows: The rows of the data matrix are
cyclically shifted by different byte values to
spread the data. The first row remains unchanged,
the second row shifts by 1 byte, the third row by 2
bytes, and the fourth row by 3 bytes.

MixColumns: Each column of the state
matrix is transformed using matrix multiplication
in the finite field GF(2”8), helping to spread the
data vertically.

The encrypted data is then combined again
with the same Tweak used earlier to ensure the
‘tweakable' property of XTS-AES, meaning the
ciphertext depends on both the data and its
logical position. The final result is the encrypted
ciphertext, SATA data_encrypt.

The decryption process for XTS-AES
reverses the steps described during encryption.
The result will yield the plaintext SATA_data.

The XTS-AES module is a critical
component  responsible  for  performing
encryption and decryption at the block data level
in hardware. Based on the AES-256 standard
operating in XTS mode, this design ensures the
secure transformation of storage data while
maintaining compatibility with sector-based
storage operations.

The pipelined structure of AES processing

To optimize throughput, the AES-XTS core
is implemented as a pipelined architecture
[4,11,13,15,20]. Each round of the AES
algorithm (including SubBytes, ShiftRows,
MixColumns, and AddRoundKey) is mapped to
a pipeline stage, allowing for the concurrent
processing of multiple 128-bit data blocks.

This pipelined structure enables sustained
data rates that align with the bandwidth
demands of the SATA interface while ensuring
minimal latency overhead for encryption and
decryption operations.
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Figure 4. Block diagram of the XTS-AES
pipelined processing

Figure 4 illustrates the pipelined
architecture of the AES encryption core in the
XTS-AES mode [14], which enables parallel
data processing and achieves high performance.
The input data consists of two keys (Keyl and
Key?2), the exponent index of the generator
element o (denoted as i), the plaintext, and
control signals (clock, reset). Key2 and the
index i are used to generate the corresponding
Tweak value for each data block. This Tweak
value is combined with the plaintext through the
XOR operation, forming the input data for the
AES encryption block.

The AES encryption core is implemented in
a fully pipelined architecture with 14 processing
stages corresponding to AES-256. Each stage is
separated by a pipeline register to hold
intermediate states and allow each clock cycle
to process a new data block. After passing
through all the encryption stages, the data is
output as ciphertext.

This  implementation  leverages the
parallelism and data flow capabilities of the
pipelined architecture, significantly increasing
processing throughput.  Furthermore, the
integration of the Tweak before encryption and
the XOR application after encryption ensures the
characteristic security of the XTS mode,
protecting against ciphertext manipulation or
copy-and-paste attacks.

B. Bridge_data Module

To ensure secure and orderly communication
between the server system and the SSD, the
Bridge_data module serves as the central control
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unit for bidirectional data transfer. Positioned
between the main board (PC) and the SSD, this
module works in conjunction with the SATA
Bridge IP core to manage data flow arbitration,
intermediate buffering, and handshake protocols to
ensure data integrity. Its role becomes particularly
crucial in a system performing real-time XTS-AES
encryption and decryption, where timing accuracy
and data consistency are key factors.

Overview of Functionality and Management
Mechanisms

The Bridge_data module is designed to
manage the entire data flow passing through the
SATA Bridge IP core by:

Synchronizing access to the shared
communication interface, ensuring that the SSD
and PC do not perform simultaneous operations
that could cause errors or data corruption.

Dividing the control flow processing
between the two transfer directions (read and
write), ensuring that only one valid operation is
performed at a time-either from the SSD to the
PC or vice versa.

Implementing handshake protocols based on
acknowledgment (ACK) signals to verify
transaction integrity and prevent data packet
collisions.

This mechanism for dividing processing is
essential to avoid read/write conflicts, especially
in high-throughput situations or when strict real-
time encryption is required.

Data Flow Structure

The Bridge data module is responsible for
managing two main communication streams:
from the SSD to the PC and from the PC to the SSD.

1. Transmission from SSD to PC

When the SSD initiates a transmission, such
as sending a control packet (FIS) or data, the SSD
sends a WRITE request to the Bridge IP core. In
response, the bridge immediately acknowledges
this request with an ACK signal. The bridge then
forwards the data to the PC via a WRITE
operation. Once the PC receives the data and
sends an acknowledgment signal back, the bridge
sends a final ACK signal to the SSD, completing
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the transaction. This process ensures reliable data
transmission from the SSD to the PC while
maintaining the integrity of the data flow.

2. Transmission from PC to SSD

Conversely, when the PC initiates data
transmission, it sends a WRITE request to the
Bridge IP core. However, the bridge does not
immediately acknowledge this request; instead,
it waits for the SSD to signal that it is ready to
receive the data. Once the SSD is ready, the
bridge performs the WRITE operation to the
SSD. After receiving the acknowledgment signal
from the SSD, the bridge sends a final ACK
signal to the PC, confirming that the transmission
has been successfully completed. This step
ensures that the data is correctly written to the
SSD and that synchronization between the
devices is maintained.

3. Dual-Handshaking Mechanism

This dual-handshaking mechanism
ensures the consistency and security of the
encrypted data during transmission through
the pipeline. By performing handshakes in
both directions (SSD to PC and vice versa),
the Bridge_data module guarantees accurate
data sequencing, synchronized transmission
times, and the preservation of the integrity of
encrypted information under hardware
encryption conditions.

C. Security Considerations

Key management is handled by the
microprocessor, which loads Keyl and Key2
from a secure source (e.g., encrypted flash
memory or external trusted input during boot).
Keys are stored in volatile registers to prevent
persistent exposure, and the system supports key
rotation via FPGA reconfiguration.

XTS provides confidentiality but no integrity
or replay protection. To address tamper risks, the
design relies on SSD's built-in ECC for bad
sectors and atomic sector writes to handle power
loss (ensuring partial writes are discarded).
Under reset, the microprocessor reinitializes
keys and states. Replay attacks are mitigated by
sector-level tweaks tied to LBA, but full integrity
requires extensions like MACs.

Compared with SEDs, which typically
provide fixed encryption functionality with
limited configurability, the proposed FPGA-
based design offers greater flexibility in key
sizes, encryption modes, and algorithm updates
through partial reconfiguration. Moreover,
unlike SEDs that operate as “black boxes,” this
architecture enables full system-level integration
within the storage path, allowing direct
interaction with the controller and detailed
performance evaluation.

Compared with recent AES-XTS FPGA
implementations that report extremely high core-
level throughput (tens or even hundreds of Gbps)
[7, 10, 11, 21, 22], the novelty of this work lies
in its system-level inline integration. The design
operates directly on the SATA 3.0 path
(theoretical bandwidth 6 Gbps = 600 MB/s) and
achieves an end-to-end throughput of 490 MB/s
for sequential read and 433 MB/s for sequential
write, as measured with CrystalDiskMark 8.
These results show only minor overhead
compared to baseline SSD performance.

TABLE I. COMPARISON WITH RELATED FPGA
AES-XTS IMPLEMENTATIONS
Freq Clock Latency
Work (MH2z2) cycles (ns)
[11] 740 42 56.7
Our 400 16 40

To further illustrate performance differences,
Table |1 compares our implementation with a
representative prior work [11]. While their core
runs at a higher frequency (740 MHz vs. 400 MHz)
and therefore achieves higher theoretical
throughput (~95 Gbps vs. 51.2 Gbps), our design
completes encryption in fewer clock cycles (16 vs.
42), resulting in lower absolute latency (40 ns vs.
56.7 ns). This highlights a trade-off: their design
maximizes raw core speed on a high-end Virtex-7
(XC7VX690T), whereas our design emphasizes
cycle efficiency and full system integration on a
Zyng-7000  platform. Importantly,  both
throughputs far exceed SATA 3.0 requirements,
but only our work demonstrates transparent, end-
to-end storage-path performance.
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Section IV provides the detailed
implementation, test setup, and system-level
performance analysis.

IV. IMPLEMENTATION AND TESTING

A. Implementation on FPGA

The proposed XTS-AES encryption model has
been implemented on the Xilinx ZC706 evaluation
board using Vivado 2022.2. The hardware design
integrates the XTS-AES encryption/decryption
core, data flow management logic, and SATA
bridge to control data transmission between the PC
and the SSD. The system operates at a clock
frequency of 150 MHz, with a per-block latency of
14 cycles (~93 ns) and a per-512B sector latency of
approximately 0.93 ps (pipelined throughput 1
block/cycle).

Resource utilization  (from  Vivado

synthesis) is detailed as follows:

TABLE Il. RESOURCE UTILIZATION OF XILINX
ZC706 FPGA FOR XTS-AES IMPLEMENTATION
Resource | Utilization | Available | Utilization
LUT 38,063 101,400 37.54%
FFs 18,472 202,800 9.11%
BRAMSs 214 325 65.85%
GTs 2 4 50%

The design demonstrates effective resource
management on the Xilinx ZC706 FPGA. The
utilization of 38,063 LUTSs (37.54%) and 18,472
FFs (9.11%) reflects a well-optimized logic
implementation, utilizing a substantial portion of
the available resources while retaining capacity
for potential enhancements. The 214 BRAMs
(65.85%) indicate significant memory usage,
likely attributed to storing encryption keys,
tweak values, and data buffers, which aligns with
the high-throughput demands of the SATA
interface. The 2 GTs (50%) utilization showcases
efficient deployment of high-speed transceivers
for SATA communication. Overall, this resource
allocation supports the system's performance
objectives while offering scalability for future
improvements or ASIC migration.
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Power consumption is approximately 5W
baseline, increasing to 5.5W under encryption
load (measured via Xilinx Power Estimator).

The system consists of the following main
functional blocks:

1. XTS-AES Encryption/Decryption Core;

2. SATA-bridge module managing data flow
between the PC and SSD;

3. Soft processor to load key parameters for
the XTS-AES algorithm and control peripherals
(UART, GPIO).

During the setup, the SATA-bridge block
checks the connection with the mainboard (PC)
and establishes the connection with the SATA
drive. Once the connection signals are received
and combined with the loaded key parameters,
the XTS-AES core is activated to enable
encryption/decryption of the data. At this point,
the system operates as a bridge, allowing data
from the PC to be encrypted before being written
to the SSD and decrypted when read.

This hardware configuration enables the
practical implementation of the inline encryption
model between the PC and SSD while supporting
testing in two modes: encrypted and non-
encrypted. This setup is ideal for evaluating real-
time data protection capabilities in a storage
system, where hardware encryption is required
without affecting throughput.

To verify and evaluate the correctness of the
data  encryption/decryption  process, the
procedure is performed in the following steps:

1. Connect the integrated encryption/decryption
board to the PC and SSD

Connect the FPGA board to the PC and SSD
using a SATA cable.

2. Load bitstream and firmware to the device

Load the bitstream and firmware to the
device to check the connection and configure the
key parameters for the algorithm. Connection and
configuration are verified through indicator LEDs.

3. Send test data

From the PC, write test data to a random
sector on the SSD through the bridge system
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using HxD Hex Editor software, which allows
access to the sector at a low level. The test data
written from the PC is transmitted through the
FPGA, encrypted by the XTS-AES core, and
written to the SSD.

4. Direct SSD access

The data written to the disk sector is
encrypted. To verify the encrypted data, connect
the PC directly to the SSD.

5. Verify the encryption result

Using HxD Hex Editor again, inspect the data
at the sector address that was written on the SSD.
The data obtained is the encrypted data. Compare
this data with the expected data to validate the
correctness of the encryption algorithm.

This experiment demonstrates that the
proposed architecture can perform real-time,
transparent encryption and secure data storage,
confirming the reliability of the hardware
encryption pipeline for storage applications,
including NAS.

B. System Implementation and Validation

To validate the XTS-AES hardware
encryption model in the the storage
architecture, a prototype has been implemented
on the Xilinx ZC706 FPGA board. The FPGA
is configured to operate in bridge mode,
connecting the host PC to a SATA Gen 3 SSD.
In this configuration, the FPGA performs data
encryption during the transmission from the
PC to the SSD. This section presents the
layout, testing methods, and evaluation results
to verify the functionality, performance, and
correctness of the proposed system.

The firmware, which includes the XTS-AES
encryption pipeline and the Bridge_data module,
is synthesized in Vivado 2022.2 and deployed on
the FPGA. During operation, the system
processes raw SATA traffic without altering the
data structure, automatically encrypting the data
when written to memory. Encryption correctness
was first verified using IEEE Std 1619-2007
XTS-AES test vectors, and the FPGA outputs
matched the reference values. Additionally, the
implementation was cross-validated with the
Crypto Tester tool, which confirmed bit-accurate

encryption and decryption. Further sector-level
validation was performed using the HxD hex
editor on encrypted disk images.

The experimental evaluation was conducted
using a host PC equipped with an Intel(R)
Core(TM) i5-6500 CPU @ 3.20 GHz, 8 GB
RAM, running Ubuntu 20.04. The FPGA
platform was a Xilinx Zynq ZC706
development board, connected inline between
the host and the SSD. The storage device under
test was a TeamGroup CX2 256 GB 2.5-inch
SATA Il SSD. Benchmarking tools included
CrystalDiskMark 8 for sequential and random
read/write tests, and additional fio workloads
for validation.

The testing process consists of three main
categories:

1. Verification of SSD Detection and
Capacity Recognition

The first test aims to verify the system's
ability to accurately detect the SSD viathe SATA
Gen 3 interface. Upon system startup, the SSD
should appear in Windows Disk Management
with the correct reported capacity. The success
condition is that the SSD is detected correctly
without manual intervention or configuration.

2. Read/Write Performance Measurement

The CrystalDiskMark 6.0.2 tool is used to
evaluate throughput, with the following
configuration: test size of 1 GB, repeated 2 times,
and a queue depth of 32. The system is required
to meet the following minimum thresholds:

Sequential read/write > 400 MB/s
Random 4K read/write > 200 MB/s

Achieving these thresholds demonstrates that
the encryption pipeline and bridge module do not
cause significant performance degradation and
still maintain SATA Gen 3 throughput.

3. Bridge_data Module Functionality Test in
Non-Encryption Mode

To test raw data transmission without the
influence of encryption, a write/read validation
test is conducted. A sample data (e.g., Ox11) is
written to sector O of the SSD from the PC via
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the FPGA bridge using HxD software.
Afterward, the FPGA is turned off, and the SSD
is connected directly to the PC. Reading back the
sector confirms that the data remains unchanged,
verifying the correctness of the bridge module in
transparent mode.

4. Bridge_data Module Role and Timing Test

The Bridge_data module is a bi-directional
control interface responsible for managing the
handshake communication between the PC and
SSD. This module ensures stable, lossless data
transmission through read/write command
arbitration and  ACK-based  signaling
protocols. This mechanism is particularly
crucial for maintaining accurate timing and
data integrity, especially in real-time
encryption processing scenarios.

A unified command sequence diagram has
been developed to illustrate the transaction flow
between the PC, the bridge IP core, and the SSD.
This diagram serves as a reference to verify the
timing  synchronization and  operational
consistency across the entire encryption pipeline
and storage system.

C. Experimentation and Results

To establish a performance baseline, the
system's storage throughput was evaluated
without encryption. As shown in Figure 5, the
SSD achieves:

Sequential read speed: ~499 MB/s
Sequential write speed: ~441 MB/s

Lower read/write speeds for smaller blocks
as expected (e.g., ~166 MB/s read and ~217
MB/s write in the lowest tier).

S Preparing... Random Write [Admin] - *
File Settings Profile Theme Help Language I
2 2GiB G: 0% (0/238GiB) MB/s
Stop
Read (MB/s) Write (MB/s)
stop 499.74 440.82 !
stop 435.18 401.13
stop 166.70 216.87 |

Figure 5. Baseline SSD performance measurement
using CrystalDiskMark before encryption intervention
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These values serve as a reference to compare

the system's behavior after FPGA-based
encryption logic is inserted.
Encryption Verification: Functional

correctness was confirmed by writing known data
(e.g., 0x11) and validating that it was properly
encrypted using the AES-XTS algorithm. After
removing the FPGA, the stored data remained
encrypted and unreadable, confirming secure
encryption at the hardware level. The
implementation was further verified against IEEE
1619 test vectors, passing all XTS-AES-256 cases.

The test was conducted using CrystalDiskMark
8.0.5 x64, confirming that encryption introduces
minimal impact on overall throughput.

Performance Impact: After integrating the
FPGA-based encryption logic, a second
performance test was conducted using
CrystalDiskMark. As shown in Figure 6, the
results demonstrate minimal degradation:

Sequential Read (SEQ1M Q8T1): 490.28 MB/s
Sequential Write (SEQ1M Q8T1): 433.15 MB/s
Random Read (RND4K Q32T1): 172.20 MB/s
Random Write (RND4K Q32T1): 212.90 MB/s

E CrystalDiskMark 2.0.5 x84 [Admin] - >
File Settings Profile Theme Help Language
. [2 ~|[2GiB  ~||G: 0% (0/235GiB) ~|[mBrs |
Read (MB/s) Write (MB/s)
SEQ1M
asr 490.28 433.15
am 429.51 407.22
o 172.20 212.90

Figure 6. SSD performance benchmark results
after applying AES-XTS encryption using
FPGA-based logic

To evaluate real-world workloads, additional
benchmarks were performed using fio with
mixed read/write scenarios (70/30 ratio, queue
depth 1-32, iodepth sweeps). Results show ~1-
3% overhead (e.g., 450 MB/s mixed baseline vs
440 MB/s encrypted), outperforming software
dm-crypt AES-XTS (10-40% overhead with
AES-NI) and comparable to SEDs but with
greater flexibility.



Journal of Science and Technology on Information security

TABLE Ill. PERFORMANCE COMPARISON BEFORE
AND AFTER ENCRYPTION (CRYSTALDISKMARK)

Baseline Post- Difference
Test Type (MBIs) En(tf\;lép;;l)on (%)
SEQ1IM
Q8T1 Read 499.00 490.28 1 1.7%
SEQ1IM
Q8T1 441.00 433.15 1 1.8%
Write
RND4K
Q3271 166.00 172.20 13.7%
Read
RND4K
Q32T1 217.00 212.90 1 1.9%
Write

As summarized in Table Ill, these figures
confirm that the encryption logic introduces only
minor latency, while maintaining sustained
throughput well above 100 MB/s. The
performance loss is within 2% for all major
operations, indicating that the FPGA-based
AES-XTS encryption is efficient and practical
for real-time data protection.

Security ~ Assurance: The  AES-XTS
algorithm implemented at the sector level
ensures strong data confidentiality. Even partial
leakage of the encrypted data yields no usable
plaintext, thus maintaining a high level of data
security. Failure analysis under power loss
assumes atomic sector operations (discarding
incomplete writes), bad sectors handled by SSD
ECC, and resets trigger key reinitialization.

V. CONCLUSION

This paper has presented an FPGA-based
hardware encryption model for storage systems
(including NAS) using AES-256 in XTS mode.
The key innovation is the seamless integration
into the SATA data pipeline via a pipelined
architecture, enabling real-time encryption with
high throughput and minimal overhead. The
solution  operates transparently  without
modifying existing software, as demonstrated by
experimental results confirming stable sector-
level encryption/decryption performance.

A significant contribution is the integration of
the XTS-AES encryption core with a hardware-
based data bridge module, offering a software-
independent security solution with extensibility for

algorithm upgrades. The system maintains
consistent performance across sequential and
random 1/O operations, accurately detects SSD
capacity, and ensures reliable raw data transmission,
as confirmed by empirical evaluations.

The FPGA resource utilization analysis
indicates an efficient design, utilizing 37.54%
LUTs, 9.11% FFs, 65.85% BRAMs, and 50%
GTs, supporting high performance while
allowing scalability. Future work will focus on
optimizing pipeline depth for heavy loads,
extending support to algorithms like AES-GCM
and ChaCha20, and adding authentication
mechanisms such as MACs to enhance
integrity. Efforts will also target reducing
resource usage and power consumption for
broader storage system deployment, alongside
advanced security features.

This research provides a practical, flexible,
and efficient foundation for secure, high-
performance storage systems, with potential for
ASIC adaptation in cost-sensitive applications.
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