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Abstract— Our world is becoming increasingly 

automated due to the application of deep 

learning/machine learning models to systems, but 

these systems are vulnerable to adversarial 

attacks, which create deceptive data to trick them. 

Without proper defenses, attackers can exploit 

deep learning systems in facial recognition, self-

driving cars, and social media filters. Research on 

adversarial image generation and methods to 

against attacks is important. This paper proposes 

employing the ResNet architecture with 

adversarial training to against adversarial images. 

The model is tested on a Hybrid CIFAR-10 

dataset, which is designed to improve robustness 

and accuracy by incorporating GAN-generated 

images. The proposed model achieves an accuracy 

of over 95%, which is better than three other state-

of-the-art architectures VGG19_bn, ShuffleNetV2, 

and RepVGG_a2. 

Tóm tắt— Thế giới của chúng ta ngày càng tự 

động hóa do ứng dụng các mô hình học sâu/ học 

máy vào các hệ thống, nhưng các hệ thống này dễ 

bị tấn công đối kháng, tạo ra dữ liệu lừa đảo để 

đánh lừa chúng. Nếu không có biện pháp phòng 

thủ phù hợp, kẻ tấn công có thể khai thác các hệ 

thống học sâu trong nhận dạng khuôn mặt, xe tự 

lái và các bộ lọc phương tiện truyền thông xã hội. 

Nghiên cứu về việc tạo hình ảnh đối kháng và 

phương pháp chống lại các cuộc tấn công rất 

quan trọng. Bài báo này đề xuất sử dụng kiến 

trúc ResNet kết hợp đào tạo đối kháng để bảo vệ 

chống lại hình ảnh đối kháng. Mô hình được thử 

nghiệm trên tập dữ liệu Hybrid CIFAR-10, được 

thiết kế để cải thiện độ mạnh mẽ và độ chính xác 

bằng cách kết hợp hình ảnh do GAN tạo ra. Mô 

hình đề xuất đạt độ chính xác trên 95%, kết quả 

cao hơn so với 3 kiến trúc hiện đại khác là 

VGG19_bn, ShuffleNetV2 và RepVGG_a2.  

Keywords— deep learning; ResNet architecture; 

adversarial attack; adversarial training. 

Từ khóa— học sâu; kiến trúc ResNet; tấn công đối 

kháng; huấn luyện đối kháng. 

I. INTRODUCTION 

Machine learning has rapidly advanced, 

driven by neural networks like convolutional 

and deep learning models, achieving success in 

fields such as image classification [1], natural 

language processing [2, 3], autonomous 

vehicles, and gaming [4, 5]. Companies like 

Amazon, Google, and Uber are adopting these 

technologies [6, 7]. However, deep learning 

models remain vulnerable to adversarial 

examples, which can subtly alter data and cause 

incorrect decisions, posing risks in critical 

applications like facial recognition and 

cybersecurity [8]. 

Adversarial examples (AEs) are 

manipulative techniques in deep learning 

designed to produce deceptive outputs, though 

their objectives vary. AEs are minimally altered 

inputs intended to deceive machine learning 

models into making erroneous predictions, 

exposing vulnerabilities in AI systems [9, 10]. 

These adversarial images subtly adjust input 

data to mislead models [11, 12]. Therefore, 

developing robust detection and prevention 

methods is essential to protect AI systems from 

misuse [13]. 

Wang et al. [14] developed a CNN-based 

model to distinguish between real and fake 

images using a dataset of 720,000 images from 

the LSUN database, which is a widely used 

benchmark dataset in computer vision for tasks 

like scene classification and object detection. 

Through data augmentation techniques like 

cropping, flipping, and rotation, they improved 

the model’s performance, achieving high 

detection efficiency across various test datasets. 

Other research, such as by Lu [15], and Gong 
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[16], focused on training binary classifiers to 

detect AEs. 

Incorporating adversarial examples into the 

training process is a recognized strategy to 

enhance the robustness of neural networks. 

Goodfellow et al. [17] and Huang et al. [18] 

have advocated for generating adversarial 

samples during training and integrating them 

into the dataset, demonstrating that adversarial 

training can significantly improve deep neural 

network’s resilience and act as a regularization 

technique that enhances model accuracy [17, 

19]. However, their studies were limited to the 

MNIST dataset. For our research, we selected 

CIFAR-10 due to its greater complexity and 

visual diversity, offering more challenging 

scenarios compared to MNIST’s grayscale 

images of handwritten digits [20]. 

Madry et al. (2017 in [21]) propose a robust 

adversarial training method, noted for its 

innovative approach and thorough empirical 

analysis, though it faces limitations such as high 

computational costs, limited generalizability, 

and scalability issues. Zheng et al. [22] 

introduce a method that uses transferable 

adversarial examples to improve training 

efficiency and model robustness, achieving 

93.1% accuracy on CIFAR-10 under adversarial 

conditions. This method effectively reduces 

computational costs and improves 

generalization but may face scalability issues 

and reduced effectiveness across different 

model architectures and adversarial scenarios, 

with potential risks of overfitting to specific 

attack types. 

Santurkar et al. (2022) [23] explore the 

effects of removing Batch Normalization (BN) 

in adversarial training with ResNet-50, 

achieving a 6% improvement in adversarial 

accuracy on CIFAR-10 and similar results on 

ImageNet. Despite this, the approach’s 

generalizability and its impact on clean data 

performance remain concerns, and alternative 

normalization techniques are not discussed. He 

et al. [24] introduced the Deep Residual 

Network (ResNet), which enhances image 

recognition through residual learning, achieving 

93.3% accuracy on CIFAR-10. However, 

ResNet’s high computational demands and large 

model size can complicate deployment in 

resource-constrained environments. 

Adversarial training and pre-training 

significantly enhance the robustness and 

performance of machine learning models [25]. 

Adversarial training improves resistance to 

attacks and generalization to unseen data, while 

pre-training accelerates convergence and boosts 

task-specific performance. Together, they create 

models that are both robust and computationally 

efficient [26]. 

In this study, we propose an adversarial 

training method using the Hybrid CIFAR-10 

dataset, generated via a GAN-based approach 

targeting five models, as described by Trung et 

al. [27]. Our method, based on the ResNet 

architecture, achieves over 95% accuracy, 

outperforming other models. It addresses issues 

like high computational costs and limited 

generalizability by utilizing a dataset with 

varying noise levels. We also apply pre-training 

with the AdamW optimizer and CrossEntropy 

loss [28, 29], reducing the number of epochs and 

computational requirements, making the method 

practical for resource-constrained environments. 

The paper is presented with the following 

structure. In the next section, we will overview 

of pertinent knowledge related to this study. 

The authors will present the specific proposed 

method in detail in section III. Section IV 

discusses the experiments and results, and 

section V concludes the paper. 

II. BACKGROUND 

A. Adversarial examples and adversarial attack 

AEs involve introducing imperceptible 

perturbations to the original images, which 

remain unnoticed by human observers but are 

sufficient to deceive machine learning models, 

leading to incorrect classifications [30]. 

Consider a scenario where we have a model 

tasked with distinguishing between images of 

dogs and cats. Let the blue dots represent data 

points corresponding to dogs, while the red dots 

represent those corresponding to cats. During 

training, we adjust the decision boundary of the 

model to ensure that data points are correctly 

classified, as depicted in Figure 1. However, 

when crafting adversarial examples, we 

maintain the decision boundary fixed and 

manipulate the data points along the direction of 
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steeper gradients. This adjustment swiftly shifts 

the data points from being confidently classified 

as a cat to hovering around an ambiguous 

decision boundary, ultimately relocating them 

to a position where the model confidently 

identifies them as dogs [17]. 

 

Figure 1. An adversarial attack: Green point is clean 

data, Red point is adversarial examples 

The model depicted in Figure 2 illustrates 

the pseudo data generation model, comprising 

three primary components: the generator 𝐺, 

discriminator 𝐷, and target classifier 𝐶. 

Initially, a clean image 𝑥 is fed into 𝐺 to 

produce adversarial noise 𝐺(𝑥). Subsequently, 

𝑥 + 𝐺(𝑥) is forward to the discriminator 𝐶, 

responsible for discerning between generated 

samples and original clean samples. 

Functioning as an adversarial classification 

network, 𝐶 determines the effectiveness of the 

generated samples in evading attacks.  

Suppose a classification model 𝐶 is trained 

on the dataset 𝑋 ⊆ 𝑅𝑛, where 𝑛 represents an 

image in the input set. Let (𝑥𝑖, 𝑦𝑖) denote the 

𝑖 − 𝑡ℎ instance in the training data, where 𝑥𝑖 ∈
𝑋 is trained using some unknown data and 𝑦𝑖 ∈
𝑌 is the label. Despite achieving high accuracy 

on natural images, the objective of an attacker is 

to craft an adversarial example 𝑥𝑎𝑑𝑣 capable of 

deceiving 𝐶 into producing an incorrect 

prediction, thereby causing 𝐶 to misclassify 𝑥𝑖 

labeled as 𝑦𝑖 to another label. The generator 𝐺 

leverages a clean image 𝑥 and a target class 

label 𝑡 as inputs to generate perturbations. The 

label 𝑡 is selected based on the highest 

probability from the target model to classify the 

dataset, excluding the highest result 

representing the initial label. 

Numerous techniques for generating 

adversarial samples have been documented in 

previous literature [17, 31, 32]. To suit our 

specific problem, we adopted adversarial 

samples generated using the methodology 

outlined by Trung et al. as described in [27]. 

This paper employs the adversarial images 

generation model depicted in Figure 2. 

 

Figure 2. The GAN model [27] is used for generating 

adversarial images according to Trung et al 

B. GAN model for creating adversarial images  

The fundamental concept involves using a 

Generative Adversarial Network (GAN) 

generator to map clean samples to adversarial 

perturbations [33, 34], which are subsequently 

added to their corresponding clean samples. The 

discriminator’s role is to differentiate between 

input samples and determine whether they are 

adversarial or not.  

The author’s approach differs from 

traditional resistance methods in several ways. 

Conventional techniques for generating 

adversarial samples typically use gradient 

descent algorithms to adjust pixels in a real 

image until it is misclassified by a machine 

learning model. Although this method can be 

effective, it has limitations. Specifically, it 

focuses on local pixel changes, which may not 

significantly alter the image’s overall 

appearance. Consequently, this approach often 

fails to create robust adversarial examples. 

GANs offer an alternative method capable 

of generating adversarial samples that deviate 

significantly from real images. However, GANs 

still maintain a degree of similarity between 

these adversarial samples and genuine images at 

the global image level. This similarity presents 

an advantage of GANs in crafting adversarial 

examples, as these nuanced differences can 
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challenge machine learning models in 

distinguishing between real and generated 

images [10, 35]. 

This choice highlights the author’s emphasis 

on diverse and robust architectures, each 

contributing uniquely to the field of image 

classification and object recognition. Trung et 

al. [27] outline the process of generating 

adversarial images in three steps: 

Step 1: Using an image input, the model 

creates an adaptive perturbation. 

Step 2: Combine the perturbation with the 

original image at a scale of 𝑘 ratio to generate 

the adversarial image according to (1). 

𝑥𝑎𝑑𝑣 = 𝑥 + (𝑘 × 𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛),      (1)                          

where 𝑥𝑎𝑑𝑣 is the adversarial image, 𝑥 is the 

origin image, and 𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛 is the noise 

mask generated by the proposed GAN-based 

model with a Generator and Discriminator. This 

adversarial image is intended to fool the target 

model into misclassifying the image with a false 

label, as shown in Figure 2. 

Step 3: Feed the newly created adversarial 

image into the target model. The attack is 

considered successful if the model produces an 

incorrect label. This underscores the importance 

of using various target models to generate a 

diverse range of adversarial images. 

The incremental adjustment of the 

perturbation coefficient as in (1) allows the 

authors to evaluate the authenticity of the 

adversarial image relative to the original image 

step by step (details of the steps are in [27]). 

We will provide an overview of the models 

we have selected to compare with our proposed 

architecture in training against adversarial attacks.  

C. Target model in an adversarial attack 

In an adversarial attack, the target model is 

the machine learning or deep learning system 

the attacker aims to deceive or disrupt. This 

model, often used for tasks such as image 

recognition, natural language processing, or 

autonomous navigation, is subjected to inputs 

crafted by adversarial techniques to induce 

incorrect outputs or behaviors. 

The adversarial examples are designed to 

exploit the model’s vulnerabilities, causing it to 

misclassify data, make erroneous predictions, or 

perform unintended actions. These attacks can 

significantly undermine the reliability and 

security of the target model, leading to potential 

risks in critical applications such as 

cybersecurity, healthcare, and autonomous 

systems. Ensuring the robustness and resilience 

of these models against adversarial attacks is a 

crucial challenge in the field of machine 

learning and artificial intelligence. 

In our research, the aim of the target model 

is to produce a broad and varied set of 

adversarial examples using the CIFAR-10 

dataset [36, 37], thereby aiding in the training of 

the detection model.  

D. State-of-the-art deep learning models are 

used to target models and adversarial training 

The authors selected three state-of-the-art 

image classification models:  VGG19_bn [38], 

ShuffleNetV2 [39], RepVGG_a2 [40]. These 

popular CNN architectures each have unique 

features and trade-offs. This paper only 

provides an overview of these CNN models.   

1. VGG19_bn [38] 

Introduced in 2021 by Nicholas Carlini et 

al., the VGG19_bn model achieves 91.91% 

accuracy, showcasing its effectiveness in image 

classification. This variant of the VGG (Visual 

Geometry Group) architecture incorporates 

Batch Normalization layers, enhancing training 

performance and accelerating convergence. 

Renowned for its depth and use of consecutive 

3 × 3 convolutional layers, VGG19_bn 

effectively captures features at various levels of 

the image, demonstrating good generalization 

across different datasets.  

However, its deep structure and numerous 

layers require substantial computational 

resources and longer training times. 

Additionally, the model's large size, due to its 

many parameters, can complicate deployment 

on resource-constrained devices. While Batch 

Normalization improves training efficiency, the 

model may still face challenges in adapting to 

new variations of image data or tasks. 
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2. ShuffleNetV2 [39] 

Achieving 93.81% accuracy, ShuffleNetV2 

is optimized for computational efficiency and 

portability in computer vision tasks, particularly 

on resource-constrained devices like mobile 

phones. Utilizing depthwise convolution, 

channel shuffle, and group convolution, it 

balances performance and model compactness, 

making it fast and energy-efficient. While it 

offers improved efficiency over its predecessor 

ShuffleNetV1, with reduced computational 

complexity and easy implementation, it may 

have lower accuracy than larger networks like 

ResNet or EfficientNet. It may not scale well 

for more demanding applications. ShuffleNetV2 

is ideal for lightweight and mobile-focused 

models but might not suit tasks requiring high 

accuracy or complex models. 

3. RepVGG_a2 [40]  

Introduced in 2021 by Xiaohan Ding and 

colleagues, RepVGG_a2 is a neural network 

architecture designed to optimize both 

performance and portability in computer vision 

tasks, achieving 94.98% accuracy. It utilizes 

structural re-parameterization to simplify its 

architecture into a 3 × 3 convolution matrix, 

enhancing efficiency during training and 

inference. The model’s straightforward design 

relies on convolutional layers, avoiding 

complex operations like depthwise separable 

convolutions or attention mechanisms, making 

it easy to implement and scale.  

While RepVGG_a2 delivers high 

performance and supports pre-trained models, it 

doesn’t introduce novel features like those 

found in EfficientNet or Vision Transformers, 

which may lead to larger model sizes. 

Additionally, its simplicity may limit its 

effectiveness in specialized tasks requiring 

advanced features, and its reliance on re-

parameterization could reduce interpretability. 

The selected models each offer unique 

advantages for classifying objects on the 

CIFAR-10 dataset. RepVGG_a2, with its 3 × 3 

convolutional design and structural re-

parameterization, achieves 94.98% accuracy, 

balancing efficiency and performance for 

general tasks. ShuffleNetV2, optimized for 

mobile and resource-constrained environments, 

is compact and efficient but less precise for 

complex tasks. VGG19_bn delivers high 

accuracy on complex datasets with its deep 

architecture and batch normalization, though it 

is larger and slower. 

III. THE PROPOSED MODEL ARCHITECTURE WITH 

ADVERSARIAL TRAINING TECHNIQUES 

A. The optimization of Resnet architecture 

The ResNet (Residual Network) architecture 

is a seminal advancement in the realm of deep 

convolutional neural networks, introduced by 

Kaiming He et al. in 2015. ResNet reached the 

top position at the ILSVRC 2015 competition 

with a top 5 error rate of only 3.57%. ResNet’s 

innovation lies in its introduction of residual 

learning blocks, which enable the training of 

extremely deep neural networks effectively. 

Traditional deep networks face challenges in 

training as they suffer from vanishing gradients 

or degradation problems with increasing depth. 

ResNet addresses this issue by introducing skip 

connections, or shortcuts, which allow the 

network to skip layers during training. This 

mechanism facilitates the flow of gradients and 

prevents information loss, enabling the training 

of much deeper networks. Consequently, 

ResNet architectures have become widely 

adopted and serve as the backbone for 

numerous state-of-the-art computer vision tasks, 

including image classification, object detection, 

and semantic segmentation. 

Furthermore, ResNet claimed the top 

position in the ILSVRC and COCO 2015 

competitions across various tasks including 

ImageNet localization, ImageNet Detection, 

Coco segmentation, and Coco detection, thus 

affirming its remarkable performance and 

accuracy in image recognition and 

classification. Presently, the ResNet architecture 

has evolved into numerous variants with 

varying depths, such as ResNet-18 [41], 

ResNet-34, ResNet-50 [42], ResNet-101 [43], 

and more. Each variant is denoted by the prefix 

“ResNet” followed by an index indicating the 

specific number of layers in the architecture. 
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The authors of ResNet addressed the 

challenge of accuracy degradation in deep 

networks by introducing a concept called a 

“block”, which consists of a set of stacked 

layers. Assuming the input to the neural 

network is 𝑥 and the desired output is 𝐻(𝑥), 

where 𝐻(𝑥) represents a complex mapping. 

When the model achieves high accuracy or it 

becomes evident that the error increases at each 

layer, the focus shifts to learning a similarity 

mapping. This involves ensuring that the input 

𝑥 closely resembles the output 𝐻(𝑥), to prevent 

accuracy degradation in subsequent stages. For 

a given block, the function to be approximated 

is 𝑓(𝑥). Instead of directly learning the 

underlying mapping 𝐻(𝑥), the authors proposed 

learning the residual mapping, denoted as 

𝐻(𝑥) − 𝑥, 𝑓(𝑥) =: 𝐻(𝑥) − 𝑥. 

ResNet-50 known for its residual 

connections, delivers strong performance and 

accuracy, often surpassing other models in 

complexity, though it is less suited for mobile 

applications due to its resource demands. The 

primary objective of our research is to train a 

classifier using both clean and adversarial 

images from our proposed dataset and assess its 

generalization to other CNN-generated images. 

For this, we utilize ResNet-50 [24, 42], training 

it to withstand adversarial examples 

interspersed with clean images, thereby 

improving its robustness against such attacks. 

The following section provides an overview 

of the model architecture, offering additional 

insights into the training method. The authors 

present detailed experiments and results of the 

models in Section IV. 

B. Proposed model to adversarial retraining 

The primary objective of our research is to 

create and assess a classifier capable of 

distinguishing between “real” and “adversarial” 

images using our proposed Hybrid CIFAR-10 

dataset, which is designed to be resistant to 

adversarial attacks. Our analysis, based on the 

aforementioned theory, demonstrates that the 

ResNet architecture outperforms other models 

in terms of effectiveness and robustness (for 

comparison, we use ResNet-50 [24, 42]. The 

authors present the model architecture 

(specifically ResNet-50) and the training 

procedure below. 

The architecture of ResNet-50 is 

characterized by its simplicity, featuring 50 

convolutional layers dedicated to image 

processing. By leveraging the last convolution 

layer for classification, ResNet-50 achieves 

remarkable classification performance, making 

it a preferred choice in numerous image 

classification competitions. Moreover, its 

efficient training and inference capabilities are 

attributed to its innovative residual structure. 

Given the classification nature of our 

dataset, ResNet-50 proves to be a suitable 

choice for our experiments. Figure 3 illustrates a 

standard ResNet-50 architecture. 

Figure 3. The architecture of ResNet-50 model 

The content depicted in the image above is 

structured as follows: 

Stage 1: Utilizes Convolution (Conv1) with 

64 filters using a kernel size of (7, 7) and a 

stride of (2, 2). This is followed by max pooling 

with the same stride. 

Stage 2: Comprises convolution layers with 

64 filters (kernel size: (1,1)), 64 filters (kernel 

size: (3,3)), and 256 filters (kernel size: (1,1)), 

each repeated 3 times, resulting in a total of 9 

layers in this stage. 

Stage 3: Involves convolution layers with 

128 filters (kernel size: (1,1)), 128 filters (kernel 

size: (3,3)), and 512 filters (kernel size: (1,1)), 

repeated 4 times, yielding 12 layers. 

Stage 4: Features convolution layers with 

256 filters (kernel size: (1,1)), 256 filters (kernel 

size: (3,3)), and 1024 filters (kernel size: (1,1)), 

repeated 6 times, resulting in 18 layers. 
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Stage 5: Consists of convolution layers with 

512 filters (kernel size: (1,1)), 512 filters (kernel 

size: (3,3)), and 2048 filters (kernel size: (1,1)), 

repeated 3 times, resulting in 9 layers. 

This cumulative configuration totals 50 

layers in the deep convolution network. The 

author’s experiments have demonstrated that 

ResNet effectively addresses the issue of 

accuracy degradation in deep neural networks, 

yielding excellent results in image tasks such as 

ImageNet and CIFAR-10. Additionally, ResNet 

converges faster compared to networks with a 

similar number of layers, owing to the absence 

of recurrent connections between neurons in 

layers, which allows for further design 

flexibility. Moreover, ResNet is resilient to the 

removal of specific layers, a characteristic 

significantly different from networks lacking 

traditional recurrent connections between 

neurons [44]. 

C. Optimizer and adjust Learning rate during 

Model training 

 The authors employ the AdamW optimizer, 

an improved version of the Adam optimizer that 

integrates weight decay directly into the update 

rule. This enhancement improves weight 

adjustments and reduces overfitting, boosting 

the model’s generalization ability [28, 29]. In 

our setup, the optimizer is configured with a 

learning rate of 1 × 10−3, a weight decay of 

5 × 10−4, and a batch size of 100.  

Additionally, the authors apply the 

CosineAnnealingWarmRestarts technique [45] 

to periodically adjust the learning rate during 

training. This approach helps avoid local 

minima and enhances generalization by 

periodically restarting learning rate, promoting 

faster convergence and improving overall model 

performance. Adaptive learning rate mechanism 

is automatically fine-tuned throughout training, 

further optimizing performance. 

In the ResNet-50 model, the Cross-Entropy 

Loss function is used, a popular choice for 

classification tasks. It measures the difference 

between predicted probabilities and actual 

labels, offering clear optimization. The function 

provides smooth gradients for efficient 

backpropagation, leading to faster and more 

stable training. It also extends well to multi-

class classification through categorical cross-

entropy and helps prevent vanishing gradients, 

especially with softmax outputs. It penalizes 

high-confidence incorrect predictions, reducing 

model overconfidence. These advantages make 

Cross-Entropy Loss a preferred choice for deep 

learning classification tasks. The Cross-Entropy 

Loss equation is defined as follows. For binary 

classification, Cross-Entropy Loss ℒ is 

computed using (2). 

ℒ = −(𝑦 log(𝑦̂) + (1 − 𝑦) log(1 − 𝑦̂))   (2) 

where 𝑦 is the true label (0 or 1), 𝑦̂ is the 

predicted probability of the instance being in 

class 1. 

For multi-class classification, the Cross-

Entropy Loss ℒ is computed using (3). 

    ℒ(𝑦, 𝑦̂) = − ∑ 𝑦𝑖
𝑁
𝑖=1 log(𝑦𝑖̂)             (3) 

where 𝑦𝑖 is the true label for class 𝑖 (1 if the 

class is correct, 0 otherwise), 𝑦𝑖̂ is the predicted 

probability for class 𝑖. 

In both cases, the loss function penalizes 

incorrect predictions and drives the model to 

produce probabilities that better match the true 

labels. In this study, the loss function  ℒ is 

calculated as described in (3). 

The following section will showcase 

experimental results to demonstrate the 

effectiveness of the proposed model and the 

techniques employed in this study. 

IV. EXPERIMENTS AND RESULTS 

A. Experiments 

We conduct experiments to assess the 

performance of the proposed model using 

dataset is generated by GAN method [27] based 

on CIFAR-10 dataset [36, 37], which comprises 

158,498 color images sized at 32 × 32 pixels 

across 10 classes.  

The implementation of the proposed model 

is carried out using Anaconda Python 3.11.3, 

PyTorch 1.8 framework, and CUDA 10.1 

library on a computer equipped with an Intel(R) 

Core(TM) i9-9900 CPU @ 3.20 GHz, 64 GB 
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RAM, and NVIDIA GeForce RTX 2080 GPU 

with 8 GB VRAM.  

Adversarial images are generated by 

applying attacks on five state-of-the-art deep 

learning models for image recognition using the 

method presented in section II-B. These 

generated adversarial images are then used for 

both training and testing purposes of the 

proposed model. 

We train and evaluate the model through the 

evaluation measures below (measures are 

calculated accordingly [46]). 

Accuracy: (𝐴𝑐𝑐) is a measure assesses the 

performance of classification models. Accuracy 

is computed by dividing the number of correctly 

classified samples by the total number of 

samples, as depicted in (4). 

        𝐴𝑐𝑐 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                      (4) 

Precision: a measure the proportion of 

predicted positive cases that are actually 

positive, offering insights into the rate of false 

positives. It is calculated using (5).    

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
                       (5) 

Recall: is a measure of how many positive 

cases are correctly predicted, which enables 

analysis of false negative predictions, 𝑅𝑒𝑐𝑎𝑙𝑙 
calculated as in (6).     

 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                           (6) 

In equation (4), (5) and (6): (i) 𝑇𝑃 present 

the number of samples correctly classified as 

belonging to the positive class, (ii) 𝑇𝑁 denotes 

the number of samples correctly classified as 

belonging to the negative class, (iii) 𝐹𝑃 

signifies the number of samples incorrectly 

classified as belonging to the positive class, and 

(iv) 𝐹𝑁 indicates the number of samples 

incorrectly classified as belonging to the 

negative class.   

Loss value (ℒ) [47]: This measures the 

difference between the model’s predicted results 

and the actual results. A lower loss value 

indicates a more accurate prediction. As 

presented above we use Cross-Entropy Loss 

according to (3). 

We partition the data into three sets: 

training set, validation set, and testing set, 

following the distribution outlined in Table I. 

All images originate from CIFAR-10 or are 

generated by the proposed GAN model to 

deceive the target model. The dataset 

comprises 79,249 real images and 79,249 

adversarial images, categorized into 10 

classes. Within each category, we organize 

and label the data by placing real images and 

fake images into two separate folders, naming 

them “0” and “1” respectively, with “0” 

representing real images and “1” representing 

adversarial images. However, in this 

experiment we only choose the training 

dataset equivalent to the size of the CIFAR-10 

dataset (about 60,000 images).  

We divide the model training, validation, 

and testing dataset according to Table 1.  

TABLE 1. THE DATASET FOR ADVERSARIAL TRAINING IS SELECTED FROM OUR HYBRID CIFAR-10 DATASET 

No CLASS NAME 
TRAINING VALIDATION TESTING 

Real images AEs Real images AES Real images AEs 

1 airplane 2,000 2,000 500 500 500 500 

2 automobile 1,669 1,669 500 500 500 500 

3 bird 2,028 2,028 500 500 500 500 

4 cat 2,019 2,019 500 500 500 500 

5 deer 2,200 2,200 500 500 500 500 
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No CLASS NAME 
TRAINING VALIDATION TESTING 

Real images AEs Real images AES Real images AEs 

6 dog 2,031 2,031 500 500 500 500 

7 frog 2,081 2,081 500 500 500 500 

8 horse 2,257 2,257 500 500 500 500 

9 ship 2,032 2,032 500 500 500 500 

10 truck 2,439 2,439 500 500 500 500 

TOTAL OF IMAGES 20,756 20,756 5,000 5,000 5,000 5,000 

The authors illustrate the data division in 

Table 1 as shown in Figure 4. Figure 4 

demonstrates that scaling the training data to an 

8:1:1 ratio is commonly recommended. 

 

Figure 4. The chart shows the distribution of data 

Conducting model training as described in 

the section III-C, using the dataset according to 

Table 1, the proposed model achieved: training 

accuracy achieved 99.94%, testing accuracy of 

96.4%, 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 achieved 95.3%, and 𝑅𝑒𝑐𝑎𝑙𝑙 
achieved 95.4%, and loss value ℒ achieved 

0.004. Detailed results evaluating the model’s 

accuracy and comparison with other models are 

provided in Section IV-B. 

B. Results 

The training results are presented in Table 2. 

Our proposed model, based on the ResNet 

architecture, achieves higher accuracy than the 

other three models after adversarial training, 

reaching 99.94% in training model. This 

highlights the effectiveness of the ResNet 

architecture in utilizing CNNs to extract 

features from digital images, thus enhancing its 

robustness against adversarial attacks.  

In reality, attackers frequently incorporate a 

small proportion of adversarial images into their 

attack data. In the subsequent experiments, we 

randomly selected 1,000 images from our 

Hybrid CIFAR-10 dataset for testing the 

models, distributing them as follows: 97% real 

images and 3% adversarial images; 95% real 

images and 5% adversarial images; and 90% 

No Models Epochs 𝓛 
𝑨𝒄𝒄 in 

Training 
𝑨𝒄𝒄 of Models 𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 𝑹𝒆𝒄𝒂𝒍𝒍 

1 VGG19_bn [38] 53 0.030 99.41 93.8 95.3 94.0 

2 ShufflenetV2 [39] 99 0.004 99.88 95.9 95.9 96.0 

3 RepVGG_a2 [40, 48] 99 0.004 99.88 95.1 95.1 95.2 

4 ResNet-50 99 0.004 99.94 95.3 95.3 95.4 

 

 

TABLE 2. MODEL TRAINING RESULTS ACCORDING TO EVALUATION MEASURES: EPOCHS, LOSS 

VALUE (ℒ), ACCURACY (ACC (%)), PRECISION (%), RECALL (%) 
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real images and 10% adversarial images. The 

results are presented in Tables 3, 4, and 5. 

TABLE 3. THE ACCURACY (%) OF THE MODELS 

ARE TESTED WITH 97% REAL IMAGES AND 3% 

ADVERSARIAL IMAGES (AES) 

No Models Real images AEs 

1 VGG19_bn [38] 94.38 89.33 

2 ShufflenetV2 [39] 95.90 92.67 

3 RepVGG_a2 [40, 48] 95.09 94.33 

4 ResNet-50 95.28 94.00 

TABLE 4. THE ACCURACY (%) OF THE MODELS 

ARE TESTED WITH 95% REAL IMAGES AND 5% 

ADVERSARIAL IMAGES (AES) 

No Models Real images AEs 

1 VGG19_bn [38] 93.81 89.33 

2 ShufflenetV2 [39] 95.90 92.00 

3 RepVGG_a2 [40, 48] 95.09 94.80 

4 ResNet-50 95.28 93.20 

TABLE 5. THE ACCURACY (%) OF THE MODELS 

ARE TESTED WITH 90% REAL IMAGES AND 10% 

ADVERSARIAL IMAGES (AES) 

No Models Real images AEs 

1 VGG19_bn [38] 94.94 91.30 

2 ShufflenetV2 [39] 95.83 91.70 

3 RepVGG_a2 [40, 48] 95.17 94.40 

4 ResNet-50 96.40 92.80 

While the CNN adversarial training model 

demonstrates good generalization ability, there 

remains a possibility of false recognition in the 

images generated by the GAN model [27]. The 

proposed model’s correct recognition rate for 

real images is higher than that of the other three 

models. Although the correct label recognition 

rate for adversarial images is lower than that of 

RepVGG_a2, the model’s overall accuracy 

remains higher. 

We compare our method with previous 

research and find that our results surpass those 

of Zheng et al. [22] by over 2% (relative to their 

reported 93.1%) and exceed those of He et al. 

[24] by 1.7% (relative to their reported 93.3%). 

It is important to note that He et al.’s study was 

conducted on the CIFAR-10 dataset without 

adversarial examples. 

The authors also compare our method with 

previous studies that also utilize the ResNet 

architecture, including Santurkar et al., who 

achieved a 6% improvement [23], and Madry et 

al. [21], whose approach is challenging due to 

high computational costs. Our method addresses 

these issues effectively. In our comparisons, we 

find that our approach surpasses Zheng et al. 

[22] by 2% (relative to their reported 93.1%) 

and exceeds He et al. [24] by 1.7% (relative to 

their reported 93.3%). Notably, He et al.’s work 

was conducted on the CIFAR-10 dataset 

without adversarial examples. 

V. CONCLUSION 

In this paper, we identify the most suitable 

model for adversarial training through theoretical 

research and validate its optimization through 

experiments, demonstrating its superiority over 

three other models. This constitutes our notable 

contribution. We successfully implemented the 

training and testing process for the ResNet-50 

model and conducted experiments with three 

additional models for comparison. This 

comparative analysis underscores the 

generalization capabilities of ResNet relative to 

the other architectures.  

However, the study’s limited detail on the 

remaining three models may be a constraint. 

This process has been a valuable learning 

experience, and we are dedicated to ongoing 

improvement in future projects. In future work, 

we plan to experimentally compare other 

models or hybrid models to enhance 

generalization ability and propose a model that 

is more optimal than the ResNet architecture. 

This approach can be scaled to larger datasets 

beyond CIFAR-10 and similar datasets. 
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Additionally, the method can be refined to 

address the challenge of adversarial images by 

applying it to other recognition systems, such as 

facial recognition or deepfake detection, which 

extend beyond adversarial images. 
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