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Abstract—The emergence of new technologies
such as 6G, loT, big data has heightened the
significance of ensuring the security of high-
throughput data. These technologies require even
more high-performance encryption solutions to
keep up with the increasing demands for secure
and efficient data processing. This paper present
a high-throughput, low latency 4-pipeline stages
architecture of AES with efficient throughput per
resource (Mbps/slice). The proposed
implementation achieves a high throughput of
105.7 Gbps with an efficiency of 31.48 Mbps/slice.
In comparison to state-of-the-art works, our
design surpasses the majority of existing designs
in terms of throughput and latency.

Tém tit— Sw xuit hién caa cac céng nghé
méi nhw 6G, IoT, big data cho thdy tim quan
trong caa viéc dam bao tinh bao mat caa dir liéu
c6 thong lwong cao. Nhirng cong nghé nay doi héi
cac giai phap ma héa higu suit cao hon nira dé
dap &ng nhu ciu ngay cang ting vé xir ly dir liéu
an toan va hiéu qua. Bai bao nay trinh bay mét
kién truac pipeline bén giai doan téc dd cao, dd tré
thip cia AES va c6 thé cai dat hiéu qua theo
thong s6 Mbps/slice. Kién triac dé xuit dat dwoc
théng lwong cao 105.7 Gbps véi d hiéu qua 31.48
Mbps/slice. So véi cac cong trinh tién tién, thiét
ké ciia nhom téc gia vwret qua phan I6n céc thiét
ké hién c6 vé toc do va dp tré.

Keywords— AES, hardware implementation, pipeline,
on-the-fly.
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|. INTRODUCTION

In the ever-evolving landscape of
technology, we have witnessed a remarkable
acceleration in the pace at which data can be
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processed. Ethernet speeds, for instance, have
soared to astonishing levels, with modern
networks now capable of reaching speeds of up
to 100 Gbps or even higher [1]. However, this
impressive surge in data transmission
capabilities has not been met with a
proportional enhancement in security services.
In fact, many security protocols, particularly
those implemented in software, often find
themselves constrained, struggling to cope with
processing speeds that typically range between a
modest 1 to 10 Gbps.

This incongruity between the breakneck
pace of data transmission and the limitations of
security services has given rise to a significant
challenge. Applications, driven by the
imperative of delivering data with minimal
latency, have increasingly begun to bypass
security services that cannot match the
lightning-fast speed of data transfer. As a
consequence, this circumvention of security
measures can lead to a multitude of issues,
including reduced throughput, heightened
latency, and a consequent deterioration of the
Quality of Service (QoS) experienced by users.

In light of these growing concerns and the
increasing asymmetry between data processing
speeds and security capabilities, it becomes
evident that the study and development of high-
performance cryptographic algorithms,
particularly block ciphers, take on extraordinary
importance. These algorithms hold the promise
of bridging the gap between the rapid
advancement of technology and the imperative
need to ensure data integrity, confidentiality,
and authenticity. As we delve into the realm of
high-performance cryptography, we embark on
a journey to empower security services,
enabling them to keep pace with the swiftly
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evolving data landscape. This endeavor ensures
that security remains an unwavering pillar in
our digital age.

AES (Advanced Encryption Standard)
remains one of the most prevalent symmetric
key encryption algorithms. Over the years, it
has garnered substantial attention from
researchers in terms of both security and
implementation. AES can be implemented in
software or hardware. The advantages of
implementing AES in software include ease of
use, upgradability, portability, and flexibility.
However, software implementation has lower
performance and a reduced level of physical
security, particularly concerning key storage
issues [2]. In contrast, hardware
implementation offers high-speed processing
and enhanced physical security, as they are
difficult for attackers to read or modify.
Hardware implementation can be achieved
using ASIC (Application-Specific Integrated
Circuit) or FPGA (Field-Programmable Gate
Array) technologies. FPGA implementation
presents certain benefits when compared to
ASIC implementation, including re-
configurability and a reduced design cost. In
this paper, we present a high throughput, low
latency 105 Gbps 4-pipeline staged AES. We
also demonstrate the method for finding the
optimal architecture.

Il. LITERATURE REVIEW

This section discusses the recent high
throughput implementations of AES presented
in the literature. Design in [5] take 1 clock cycle
per round, achieving a speed of 2.4 Gbps and an
efficiency of 5.96 Mbps/Slice with a relatively
high number of BRAMs (10 BRAMSs). Bulens
et al. in [7] designed an architecture
implementing Sbox using LUT, on-the-fly key
schedule, and 4-stage pipeline. This enables
achieving a speed of 4.1 Gbps and an efficiency
of 10.4 Mbps/Slice with the case of 4 data
blocks being processed simultaneously. The
design in [8] has a similar datapath to [7],
however, implementing Sbox using BRAM and
on-the-fly key schedule allows achieving a
speed of 1.3 Gbps and an efficiency of 4.38
Mbps/Slice. However, these works focus on

balancing speed and area using an iterative
looping technique or a low datapath and, thus,
cannot achieve extremely high speed.

The pipeline architecture helps the design
achieve significantly higher speeds for non-
feedback cipher modes. Rahimunnisa et al. [9]
proposed an improved architecture from [6] to
achieve a speed of 37.1 Gbps and an efficiency
of 22.3 Mbps/Slice. However, the design by
Rahimunnisa et al. [9] uses a large number of
BRAMs to save resources, leading to lower
frequency and not very high speed. Liu et al.
[3] proposed a pipeline architecture with
routed ShiftRows, LUT-based Sbox, and logic-
based MixColumns, capable of achieving
speeds up to 66 Gbps with an efficiency of
19.20 Mbps/Slice. In [4], Liu further improved
the AES architecture to achieve a speed of
75.92 Gbps with an efficiency of 17.50
Mbps/Slice. The work of Liu et al. [4] uses 5
6-LUTs and 4 FFs to implement 1 output bit of
the S-box. The delay between these
components is also very high. In this paper, we
propose a method to reduce the LUTs and FFs
required for 1 output bit of the S-box and also
to reduce the delay between these components.
The work of Oukili [13] achieved a speed of
93.73 Gbps and an efficiency of 16.27
Mbps/Slice through an 8-stage pipeline.
However, the architecture by Oukili [13] uses a
large number of registers for the S-box (5
intermediate registers), leading to high latency.
The work of Baby Chellam [14] achieved
104.06 Gbps with an efficiency of 39.7
Mbps/Slice. However, Baby Chellam [14] only
mentions unrolling all 16 S-boxes of SubBytes
using LUT and does not explain the S-box
implementation in detail. Furthermore, [14]
achieved 104.06 Gbps with a 5-stage pipeline
architecture. In this paper, we show that our
method can reduce one pipeline stage while
achieving higher frequency and reducing
latency by 47% compared to [14].

111. BACKGROUND
A. AES algorithm

The Advanced Encryption Standard is a
128-bit block cipher that supports key sizes of
128 bits, 192 bits, and 256 bits, corresponding
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to 10, 12, and 14 rounds, respectively. AES was
standardized in 2001 as FIPS-197 by the US
National Institute of Standards and Technology
(NIST). The AES encryption process is
illustrated in Figure 1.

The 128-bit block is initially divided into 16
bytes in the form of a 4x4 matrix, known as the
state matrix. All AES calculations operate on
this matrix. There are four fundamental steps in
an AES encryption round: AddRoundKey,
SubBytes, ShiftRows, and MixColumns.

AddRoundKey transformation

In the AddRoundKey transformation, the
State array is combined with the Round Key array
using a bitwise XOR operation.

SubBytes transformation

SubBytes employs an S-box in its
transformation and represents the sole non-
linear transformation within AES. The S-box is
the only non-linear component in AES, making
it resistant against known attacks. Nonetheless,
this property also introduces performance and
area constraints, thereby acting as a bottleneck.
The S-box is calculated through a composition

of the multiplicative inverse over GF(2®) and
an affine transformation over GF(2):

S(x) = Affine (x )

(1 0 0 01 1 1 1)[by] [1]
11 0 0 0 1 1 1||b 1
111 000 1 1||b, 0
. 11 1 1 0 0 0 1||b; 0
Affine= +
1111 10 0 0f|b, 0
0 1 1 1 1 1 0 0ffbg 1
0 01 1 1 1 1 0ffby 1
10 0 01 1 1 1 1||b,| |O]
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Figure 1. AES encryption process

ShiftRows transformation

ShiftRows is implemented by shifting each
row of the matrix by a specific number of bytes
as Figure 2:
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Figure 2. ShiftRows transformation in AES-128

MixColumns transformation

The MixColumns transformation is a linear
diffusion process which operates independently
on each column of the State matrix. In this
transformation, each column of the State array

is multiplied modulo x*+1 with a fixed
polynomial ¢(x)=03-x® +01-x* +01-x+02.

b] [02 03 01 01] [a,
b| |01 02 03 01] |a
b,| |01 01 02 03| |a,
b,| |03 01 01 02| |a

Each round requires a round key generated
by the key expansion scheme. The key
expansion scheme involves three main steps:
RotWord, SubWord, and XOR. Both SubBytes
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and SubWord operations are performed using
the S-box, while RotWord is analogous to
ShiftRows.

B. Hardware implementation techniques

Block ciphers are commonly built based on
iterative structures like SPN and Feistel,
utilizing round functions. Various techniques
are available for implementing block ciphers
[19]:

- lterative looping
- Loop unrolling
- Partial pipelining, full pipelining

- Partial pipelining with subpipelining
(multi-stages pipeline)

Iterative looping is an effective technique
for minimizing hardware requirements when
implementing looping architectures. In this
approach, only one round function is
implemented, and the n-round block cipher
needs to be repeated n times to perform both
encryption and decryption. While this solution
maintains low latency between registers, it does
require a large number of clock cycles to
execute.

The iterative looping technique is a specific
case of loop unrolling, where only one loop can
be unrolled. In contrast, the loop unrolling
architecture permits multiple loops to be
unrolled. While this approach optimizes the
number of clock cycles needed for encryption
and decryption, it results in increased latency of
the registers, leading to a reduction in the
system frequency.

The partially pipelined or fully pipelined
structure offers the advantage of high speed by
concurrently processing multiple data blocks.
This is achieved through the implementation of
round functions and the inclusion of registers to
store data between rounds. For instance, in the
case of the full pipeline architecture of AES, the
design outputs 128-bit blocks of ciphertext per
clock cycle. Nevertheless, this architecture
demands significantly more hardware compared
to loop unrolling. Furthermore, the pipeline
architecture is particularly effective for modes

without data feedback, such as ECB, CTR, and
GCM. However, for data feedback modes like
CBC, CFB, and OFB, the ciphertext of one
block must be ready before the next block can
be encrypted. Therefore, encrypting multiple
blocks in a pipeline is not feasible for these
modes.

Subpipelining within a pipeline architecture
(multi-stages pipeline) is beneficial when the
round function of a pipeline architecture
becomes highly complex, resulting in
substantial delays between pipeline layers. By
introducing subpipeline stages, the round
function of each pipeline stage is divided into
smaller blocks. This will reduce the delay
between stages but increase the number of
clocks to perform the encryption.

IV. PROPOSED AES PIPELINE ARCHITECTURE

Because the SubBytes component typically
consumes the largest number of logic gates, many
studies have been published to optimize resources
for S-boxes. The RAM or ROM implementation
of S-boxes leads to a high critical path, resulting
in low frequency. On the other hand, the logic-
based implementation of S-boxes requires many
pipeline stages, resulting in high latency. In our
implementation, we optimized the lookup table of
the S-box architecture using only native logic
elements in each FPGA slice. This has proven to
achieve the lowest resource usage and the lowest
critical path.

Specifically, implementing 1 output bit of
our S-box requires 4 6-input LUTs, 2 MUXF7,
1 MUXF8, and 1 FF (Figure 3). This
architecture uses only native logic elements in a
single slice, making it the most optimal because
there is no delay between logic elements. For an
8-bit output of our S-box, 32 6-LUTs, 16
MUXF7s, 8 MUXF8s, and 8 FFs are needed.
The best logic-based implementation of the S-
box by Canright [16] requires 48 6-input LUTS,
while the best lookup table implementation of
the S-box requires 32 6-input LUTs [17]. Our
proposed S-box implementation also offers the
lowest number of LUTs. The S-box
implementation in [4] requires 5 6-input LUTS
and 4 FFs for 1 output bit, necessitating more
LUTs and resulting in high interconnect
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between logic elements. The authors in [13]
implemented the S-box using a logic-based
method, requiring a large number of registers,
which leads to high latency (5 intermediate
registers). The S-box implementation in [14]
only mentions unrolling all 16 S-boxes in
SubBytes without providing details, thus we
have no evaluation.

Slice

LUT 0

MUXF7

L

LuT 1

> FF

MUXF8

LUT 2

[ —
I

MUXF7

LUT 3

Figure 3. The proposed 1-bit output Shox

The remaining low logic level operations in
an AES round, including ShiftRows,
MixColumns, and AddRoundKey, will be
implemented using LUTS in our architecture.

The studies indicates that in AES pipeline
architectures, the critical path lies in the key
schedule scheme [3], [4], [18]. To keep up with
the speed of the encryption pipeline, the key
schedule is also pipelined using the on-the-fly
method. With this solution, user keys can be
changed arbitrarily in each clock cycle
corresponding to a plaintext.

In the original key schedule scheme, the
round key is calculated as follows:

Ko = Ky @ Rcon® SubWord (RotWord (K3))

K{=K{ @K,
Ky= K@K,
Ki= Ky ®Kj

With Ky, Ky, K,, K5 are 32 bit words of the
last round key and Kj,K{, K5, K3 are 32 bit
words of the current round key. This scheme
has a large delay because the following keys
depend on the results of the previous keys. To
reduce the critical path for the expansion
scheme, at least 4 registers are needed to store
the intermediate results. This approach can be
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found in works like [14], which uses 5 registers,
or [13], which uses 7 registers.

To further reduce latency, we propose a
modified key schedule scheme. Let 32 bit words
Py, PP, Py

Po= Ko ®Rcon
R=K ®P,
P,=K,®R
P,=K;® P,

Then 32 bit words
calculated as:

Ko = Py © SubWord (RotWord (K3))
Ki= P, ® SubWord (RotWord (K3))
K5 =P, ® SubWord (RotWord (K3))
K= P;® SubWord (RotWord (K3))

Ko, K1, K5, K; are

It can be seen that in the modified key
schedule scheme, at least 2 registers are used for
intermediate results instead of 4. This scheme
will reduce both latency and resources in
comparison with the original.

As mentioned, pipeline techniques reduce
the critical path by inserting registers between
operations with large delays. This helps increase
the frequency and speed of the design.
However, adding registers also increases
resource usage and clock cycles, resulting in
increased latency for the entire design. The task
of finding the optimal number of registers to
balance speed, resources, and latency is not a
simple one. Based on the proposed S-box and
key schedule scheme, the following register
insertion locations are available:

ShiftRows | 3 ) A

4
SubByte ' — 1 —
g RoundKey

2 — MixColumns

Figure 4. Register insertion locations of round AES.

|
Ky B I B -1 — 1 1 Ko
Ky B I - A 'ez i g 4K — |
K, R E z K
Ky é - F

I T@ D Be
1 th\Vm'dg' .

Figure 5. Register insertion locations of key
schedule scheme AES

+ RotWord
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We propose Algorithm 1 to find the optimal
number and location of registers.

Algorithm 1. Finding the optimal number
and location of registers

’ ‘ k=i; location =Cy;

14 end
15 return k, location, E ..., Ly, ;

10

11
12

13

k : number of inserted registers.
n : maxmum number of inserted registers.

C,']‘j: registers in
combinations C¥ .
Cr']( =(--,1,---,0)

k
[ —

Location j of

n
Input: Proposed S-box, proposed key
schedule scheme.
Output: Number and location of registers
k=0, location=0.
Find maximum frequency F, and area
(slices) A,. Calculate throughput

. T
Calculate throughput/area ratio: E, = K(i

Calculate latency:

L, = number _clock x S .
Fo

Calculate the ratio of throughput/area to
E

latency Hy = —2.
Ly

Emax =Eo Limin = Lo» Hmax =Ho

for (i=Li<n;i++)do

For j=0;j<Clj++:

Insert i registers at localtion j

in AES round. The operation
with  highest logic level
(SubBytes) will be inserted first.
Insert or remove the registers in
the proposed key schedule
scheme to match with i+1
piplined stages.

Find maximum frequency F

and area A ;.

Calculate E; ; , L , H
if (H;  2H ) then
=H;;
=Eij: Lmin =L j

ij-

J
H max
Emax

The algorithm finds the optimal number k
of registers and their locations in the
architecture based on the throughput/area to
latency ratio H. The higher the value of
parameter H , the higher the throughput-to-area
ratio and the lower the latency. Using the
proposed algorithm, we are able to find the
optimal pipeline architecture with k =3 for for
AES-128, AES-192 and k=2 for AES-256.
The location of registers is as follows:

AES-128, AES-192

z =
SubB}‘tc§ g— ShiftRows — MixColumns %% Ruﬁﬁ«;, %g
AES-256
=
SubByte 'g—g - ShiftRows — MixColumns ] Ru.ﬁii..-, %g
Figure 6. The optimal pipeline architecture of
round AES
o AES-128, AES-192
|
K - B e — -« -I-
£ © I i 'E @D 1 K -
i piie | 9 g « & 8
K, & [ T% il B
RotWord ———  SubWord §
AES-256
RCON
|
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@ i & PN F
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K, b B

Figure 7. The optimal pipeline architecture of
key schedule scheme AES
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V. RESULTS AND DISSCUSSIONS

The frequency and latency of proposed AES
with different key sizes in Virtex-7 FPGA
device are shown in the following table:

TABLE 1. FREQUENCY AND LATENCY OF PROPOSED
AES ARCHITECTURE

Frequency Clock Latency
(MHz) cycle (ns)
AES-128 826 40 48.4
AES-192 689 61 88.45
AES-256 740 42 56.7

The 4-stage pipeline architecture of AES-
128 achieves the highest frequency and thus the
highest throughput among AES versions. This
architecture is able to encrypt 128-bit data input
in each clock cycle. The ciphertexts are
available after a latency of 40 clock cycles.

RN NN

K KKK, ... con KKy Kp Ky e
ey L PP
BP PP v Py PyPplPy e
o L
— LHJ_.: ! i i (‘:1 G GO
 ——r| | I

T
I
Latency of 40 clock cycles !

Figure 8. Input/output timing characteristics of
proposed AES-128.

The results are compared with other
implementations in Table 2. The speeds and
latency of all designs in Table 2 are calculated
using the formulas: Speed = F,, x128 and

1
Latency = number _ clock x .
max

The proposed AES design achieves the
highest throughput of 105.7 Gbps, with an
efficiency of 31.48 Mbps/Slice. Design [14] has
higher efficiency; however, it also has a greater
latency, exceeding the proposed design's latency
by 47%. This is because [14] takes 58 clock
cycles for the ciphertexts to become available,
compared with 40 clock cycles in our
implementation. Only the latency of [3] is lower
than that of the proposed design, but the speed
and efficiency of [3] are relatively low. The
proposed AES design is encryption-only and
can be applied in non-feedback modes such as
ECB, CTR, and GCM. The resources and
parameters reported here are for ECB mode of
operation. Other modes like CTR and GCM will
require more resources and control logic.

V1. CONCLUSION

This work proposes a high-throughput, low
latency hardware architecture of AES for
implementation in FPGA. The high-throughput,
low latency of the design can be achieve by
efficient implementation of AES functions
combined with various methods, including
subpipelining, look-up tables and on-the-fly key
schedule scheme. The proposed implementation
can help address the need for high-speed
security services in 100 Gbps Gigabit Ethernet
environments or crypto hardware acceleration in
HSM and PCle.

TABLE 2. RESOURCE SUMMARY FOR AES DESIGN

Work Key Device Pipeline | Slice BRAM | Freq Latency Speed Efficiency
size stage (MHz) (ns) (Gbps) | (Mbps/Slice)

Our 128 xeTvx690t | 4 3357 0 826 48.4 105.7 31.48

Our 192 XcTvx690t | 4 3845 0 689 88.45 88.192 | 22.93

Our 256 XcT7vx690t | 3 4416 0 740 56.7 94.72 21.45

Baby Chellam | 128 xcTvx690t | 5 2617 0 813 71.34 104.06 | 39.7

[14]

Oukili [13] 128 xv6vIx240t | 8 5759 0 732 104 93.73 16.27

Liu [4] 128 xcT7vx690t | 5 4339 0 593 84 75.92 17.50

Liu [3] 128 xcTvx690t | 2 3436 0 516.8 38.6 66.10 19.20

Rahimunnisa 128 xcbvlx75t | ? 1664 48 505.5 ? 37.1 223

[9]

Shahbazi [12] | 128 xe5vIx8s ? 5974 0 622.4 ? 79.7 13.3

Kouzehzar 128 xcSvix 70t 5 9756 0 460 108.5 60 6.1

[11]

El Maraghy 128 xc5vIxS0 5 303 8+2 425 93.35 1.327 4.38

(8]

Soltani [10] 128 xcbvlx240t | 5 28,520 | 0 803.988 | 63.24 102.9 3.6
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